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Abstract

The traditional paper-based patient bedside charting system that is being utilised in today's UK National Health Service has several downfalls.  It is a dated procedure which is time-consuming and can lead to the problem of human error caused by the inaccurate reading of various handwriting styles.  CarePalm is proposed here as a handheld point of care device for nurses to use without hindrance to update and review a patient’s chart.  This paper examines the scope of pervasive healthcare and the adverse affects this may have on patient care.  Patient data is immeasurably personal, therefore research was conducted to investigate the levels of security that need be addressed to ensure patient safety at all stages of CarePalm’s development and deployment.  To ensure interoperability with current and future healthcare software, the data was represented with XML and C# was used to code the program within the MS.NET Framework.  A feasibility study was conducted through the use of a questionnaire and informal interviews where undertaken with nurses to determine whether CarePalm would be a plausible solution to the current method.  Results from the feasibility study informed the design and implementation of CarePalm that would replace and build upon the functionality of the current charting system.  After a solution was identified and implemented, evaluation and testing was conducted on CarePalm to discover if the aims and objectives outlined where achieved.  CarePalm was then evaluated and results indicate that it is a successful prototype that unobtrusively enables nurses to update and review patients’ charts.
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1. Introduction

During a patient’s stay in hospital, their vital signs must be routinely observed and recorded in order to assess potential or existing health complications. The UK NHS currently adopts a paper-based charting system, whereby charts are updated and stored at the patient’s bedside.  Although widely adopted around the world, this method of recording a patient’s vitals, poses a risk to patient privacy.  The standard procedure of storing charts at the bottom of a patient’s bed is not sufficient in protecting patient privacy as anyone can look at the information.  To further support the suggestion that paper records are inadequate, Brennan (2005, p. 143) discovered that health professionals had difficulty in deciphering the various handwriting styles on patient records

The time required to process paper records and storage necessities are some of the issues experienced by those within the healthcare industry.  Adoption of a portable computer based charting system is one way of resolving them.  The benefits highlighted by the embracement of portable computing will have a constructive effect on health professionals and their patients. Handheld computers, such as Personal Digital Assistants (PDAs), would enable nurse practitioners to assess data when and where they may require it. This ease of access may help improve job satisfaction and patient care by reducing paper work and allowing nurses’ to focus their resources on delivering patient centred care. Lu et al. (2005) discovered that the incorporation of handheld computers into the healthcare industry has grown in popularity over the past five years.  This embracement of an assortment of mobile devices has enhanced the effectiveness and efficiency of patient care. 
The benefits offered by the computerisation of patient records recorded by Powsner et al. (1998) suggested that software can be developed which would allow for the manipulation of data to decipher such questions as “Was a heart murmur ever noted?”.  Task specific software can search structured and dispersed data to answer this precise query. The traditional paper system is not sufficient enough to answer this enquiry without an immense amount of paper analysis by an individual or group.  In a health service already under increasing strain, computerisation of patient records and the benefits this can offer should be addressed.  Section 2 of this paper investigates what the incorporation of pervasive health technologies can offer the UK NHS.  Techniques that allow for the representation of data and the technologies which can be deployed to protect patient information are also documented. The Anaesthesia Information Management System (AIMS) is also reviewed in order to investigate a similar system.  Section 3 outlines the aims and objectives of CarePalm followed by the requirements analysis and architecture of CarePalm. The implementation is discussed in section 4.  The results from the evaluation and testing of the CarePalm prototype are reviewed in section 5.  CarePalm and its relation to other work are evaluated within section 6, followed by conclusions and future work in section 7.
2. Background and Literature Review
Healthcare informatics is defined as “the study of how health care data, information, knowledge, and wisdom are collected, stored, processed, communicated, and used to support the process of health care delivery to clients, providers, administrators, and organisations involved in health care delivery”. Joos and Whiteman (2006)  Developing a successful healthcare network requires complete coherence between health expects and computer experts at all stages of creation, to ensure both health and computer requirements are met.
2.1 Pervasive Healthcare

Healthcare specialists work in an environment that is under increasing demands from government targets and as a result patient centred care cannot be attained.  Pervasive computing is one solution that can facilitate superior patient care.  Wang et al. (2008) mentioned that medical wireless computing devices can allow for the constant monitoring of patients through sensors worn on the body. These sensors will instantaneously alert healthcare providers of any irregularities such as changes to a patient’s heart rate, respiration or blood pressure. Suzuki and Doi (2001) designed a wearable healthcare system called LifeMinder that continually sends a patient’s pulse and actions to a healthcare PC for review by medical staff.  Pervasive systems that enable access to a patient’s medical records would benefit the provider and recipient of medicinal care by reducing the time required to update patient records. The paradigm of wireless communication is revolutionising the healthcare industry.  Wireless applications have the benefit of allowing healthcare workers to carry out mundane and essential tasks without the restrictions experienced from the use of standalone systems. 

2.2 XML and Interoperability

The UK NHS is an amalgamation of different health services, departments and procedures.  Thus, it is imperative that systems designed should embrace frameworks that enable them to be interoperable.  Kreps and Richardson (2007) explained that a language that can be manipulated to meet the vast complex requirements of a fully computerised health service is the eXtensible Markup Language (XML).  Easily incorporated into numerous programs, XML is computer and user friendly as the semantics of the document tags are user defined.  If each diverse system incorporates a web-based XML wrapper this enables programs developed in an assortment of languages to send and receive data as XML.  Takeda et al. (2000) indicated that as a technology, XML is vendor, application and platform independent, in terms of document structure and content. Document type definitions (DTDs) are the formal mark-up specification for a collection of documents.  Due to the complexity and enormity of the healthcare service it would be unrealistic to have a single healthcare XML DTD that could be implemented on a networked electronic patient record system. As a solution to this predicament, Health Level Seven Consortium (HL7) proposed the Patient Record Architecture as a protocol for the successful communication of patient records through various platforms and medical applications.  This structured hierarchy consists of document schemes that classify the structural and semantic constraints for healthcare XML DTDs.  Therefore, each document created will be routinely validated and parsed against this DTD to ensure consistency between all health records. 
2.3 Security
The Healthcare industry is built upon trust between patients and their caregivers.  Thus, a constituent that is prevalent when developing a patient record system is confidentiality.  At each stage of the development and deployment of an electronic patient record system, personal information held about patients needs to be dealt with in an ethical and secure manner.  All measures should be undertaken to ensure there exists no threat to a patient’s right to privacy.

Al-Salqan (1998) detailed that a secure computerised health service can be broken down into three security levels.  On the first level healthcare systems must authenticate users and incorporate access control mechanisms.  Secondly, patient data should be held within a secure database that protects against threats such as destruction, amendments or the unlawful disclosure of information. The third level of security addresses the communication of data. This is especially true for pervasive applications where data is primarily sent wirelessly.  A secure communication framework needs to developed that will detect and thwart illegal entry to information. 
2.3.1 Cryptography

The distributed architecture of a healthcare system requires patient data to be transmitted between various departments.  This constraint poses a security risk, in that hackers may try and disseminate the data whilst it is in transportation between systems.  Security protocols should exist at each end of the data transaction to prevent an attack.  Cryptography refers to the process of manipulating decipherable information into illegible data and vice-versa.  In order to decode the data a secret key is needed by the recipient.  Two types of key encryption that exist are symmetric and asymmetric.  The Data Encryption Standard (DES) utilises symmetric encryption also known as private key encryption. This involves a secret shared key being transferred along with the encrypted information sent between the dispatcher and the recipient. This algorithm is widely used mainly due to the fact it incorporates a 56-bit encryption key. The difficulty with this approach is that the shared key needs to be sent with the corresponding message.  A solution to this is the asymmetric approach to encryption which utilises two keys, one to encrypt the information and a different key is used to decrypt it. Also known as public key encryption, this method publicises one key but to further guard the data a secondary key is kept secret and is only significant to a solitary user. Al-Salqan (1998) suggested a combination of both types of encryption to secure patient information within a distributed healthcare system. To exert the advantages of both techniques he suggests that firstly a DES key is used to encrypt the plain text and subsequently the public key of the end target should be used to encrypt the DES key.

2.3.2 The Hippocratic Database Approach (HDB)
When embarking upon the creation of a patient record system, developers may face obstacles in regards to working within the impediments of existing security and privacy laws to create a system that can effectively evaluate and share personal information. As a solution to this predicament, Agrawal and Johnson (2007) propose ‘The Hippocratic Database Approach (HDB)’.  The first step in this approach involves the auditing of prior database accesses to verify no security breaches have occurred and to ensure policy conformity. In the second step, query modification techniques are used in the enforcement of fine-grained data disclosure polices. At the third step, information is randomised at the individual level using data mining algorithms. Fourthly, a K-anonymisation method is utilised to de-indentify a patient’s confidential information. Lastly, cryptographic protocols are used in the autonomous transfer of information.  Agrawal and Johnson (2007) conclude that this methodology can allow for the manipulation and evaluation off patient data without any breaches of security and privacy laws.
2.4 The Modified Early Warning System (MEWS)
The Modified Early Warning Score (MEWS) is used within hospital wards to calculate if clinical intervention is required to stabilise a patient based on observation results recorded by a nurse. It provides an early warning of possible deterioration of a patient’s current condition.  It requires nurses to calculate from a paper scoring card what a patient MEWS score is. If the score is 1 or above, notification must immediately be send to a senior health worker. Thorpe et al. (2006) concluded that MEWS should be implemented in all hospital wards as it is a successful risk-management tool.  
2.5 Computerised Patient Systems
In order to garner knowledge of existing applications being deployed within hospital wards, three systems that allow for the assessment and modification of patient charts were evaluated. The first system called the Anaesthesia Information Management System (AIMS) was used to record details in relation to preoperative patient care at the University Hospital Giessen, Germany and document this patient information online.  A primary failing of AIMS was that preoperative anaesthesia assessments had to be recorded on paper first and at a later stage they had to be transferred onto AIMS.  As a solution to this time consuming task it was suggested that the use of a PDA would enable a more efficient way to digitise anesthesiological records. Fuchs et al. (2006) describe how a ‘C’ program was developed using the GNU C development environment and implemented on a Palm OS PDA.  To transfer data from the PDA to the existing hospital information system (HIS) a docking station was used. A “HISData” program embedded in the Java environment connected the PDA software with other applications such as electronic patient records and anaesthesia files. Although AIMS did meet the overall functionality requirements it would have been more efficient to transfer the data wirelessly rather than through the use of a docking station.
A standalone PC based charting system was designed by Saba and Feeg (2005) called The Clinical Care Classification PC.  It required the instalment of a computer at each patient’s bedside, where nurses had to go to assess and modify patient records. Another system evaluated was the Pyxis Patient Station which has been in use since September 2003 at Holy Name Hospital in New Jersey, USA. At the patient’s bedside there is a computer screen that nurses use to analyse a patient’s hospital chart as described at Nurse.com (2005)  To update a patient’s chart nurses must make use of Patient Care Assistant software that operates on a handheld device. 
The information documented in section 2 highlights that undertaking any form of computerisation within a health service requires that a number factors are considered such as patient privacy, interoperability with current systems and coherence with health procedures.
3. CarePalm Design

CarePalm is proposed as a solution to the current paper-based charting system, the design will take into consideration the findings from the previous sections and results from requirement anlsysis in order to build upon and exceed current developments.  
3.1 Aims and Objectives

Within a hospital ward nurses will be able to utilize CarePalm to access a patient’s bedside notes promptly and efficiently. CarePalm will be an indispensable tool that may be carried in a nurse’s pocket. It will reduce the need for paper notes and provide the advantage of anytime anywhere access. The ability to update and review charts can be located at the touch of a button. The main objective is to provide nurses with a tool that provides straightforward access to patient charts.
3.2 Requirements Analysis
A questionnaire was designed in order to decipher if nurses would hail the computerisation of patient bedside charts. Seven nurses from Altnagelvin Hospital in Northern Ireland completed the questionnaire, these nurses had experience of working within various clinical wards.  When the subjects were asked to rate the present system, 57% said it was either good or very good.  This rating indicated a need for improvement to the current paper-based system.  An advantage of computerising the existing system is that the problem of understanding handwritten notes experienced by 71% will be eradicated.  More than 50% of the respondents said they would feel confident in using a handheld device to record details onto a patient’s chart.  Concluding from the responses to the questionnaire it is evident that the implementation of a handheld patient charting system would be a positive improvement to the current system. Four nurses from Altnagelvin Hospital where interviewed in order to gain knowledge on the existing patient charting system. From this the author gained an understanding of particulars held on a patient’s chart and the importance of this information as an indication of a patient’s current medical state.

3.3 Architecture of CarePalm
Figure 1 illustrates the flow and architecture of CarePalm.  Once staff verification is completed during the login the user can select a patient from a list of those currently on the ward. When the patient details have been checked the user can access the fluid balance and observation charts. Options will be available that will enable users to move freely through the interfaces.  Once the nurse updates the patient chart, the information will be saved to the patients XML file.  The system will also calculate a patients MEW’s score based on their current blood pressure, pulse and respiration etc as described in section 2.4.
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3.4 GUI Design
To ensure that nurses will be able to intuitively use CarePalm with little or no training, the graphical user interface is designed in accordance with mobile HCI guidelines.  Due to the restrictive screen size of handheld devices, a revision of the Sommerville (2001) guidelines was required for mobile devices.  Design for users on the go, enable fast use, keep it simple and provide feedback are some of the mobile interface guidelines listed by Crestani et al. (2004)  When designing the content of mobile device, developers are advised to present the essential information first, keep content small,  design clear forms and use simple text elements and styles. CarePalm’s interface is designed in an unobtrusive manner.  Each form will adhere to the same style format of colours, font and layout.  Users should be able to move efficiently through the system with the functionalities offered serving as an aid and not a hindrance to reaching their end goal.
3.5 XML Design
To exploit the benefits offered by the XML development language each tag created within the XML files will be relevant to the data it contains. For example, in the fluid balance XML files a patient’s IV data was documented within <IV>30ml</IV> tags.  This type of documentation will allow for easy interpretation of patient information by future and current developers of CarePalm and will allow for interoperability of the XML files with other software.
During the design of CarePalm interviews and questionnaires where completed to a better undertaking of user and system requirements.  An architecture and dataflow was illustrated in figure 1 to demonstrate the interaction and flow of information within CarePalm. Mobile interface guidelines where researched in order to create a user friendly interface.
4. Implementation of CarePalm
The following software packages where used in the implementation of the CarePalm prototype: Visual Studio, C# and XML.  CarePalm was designed to be deployed and executed on a handheld device.  CarePalm was originally developed within the Mobile .NET Framework, it was not possible to complete this prototype as problems with executing code to read and write XML files was encountered. In order to produce a working CarePalm prototype, Viaual Studios window forms was used as it was possible to read and write to XML files. Each of the forms designed conforms to the screen size of a PDA. The final prototype is a simulation of how CarePalm will behave when implemented on a PDA.  XML was used to represent the data as it enabled straightforward future improvements and for effortless integration with other applications. Information on the implementation of the various components of CarePalm is detailed in the following sub-sections.
4.1 Staff Login and Patient Validation
Whilst using CarePalm nurses are prompted to enter a staff number and password to gain access.  C# was used to implement a method that takes as input the staff login number and ensures its validity by checking its existence within the Staff.xml file.  Once this is verified the nurse is then prompted for his/her password, when this has been submitted a unique reference number that exists within the XML file is used to check both the username and password for legality.  When login has been successful the main page will be displayed.  Options available on this form will enable nurses to select a patient from a list of those currently residing on the ward. To ensure that nurses only view and update the correct patient’s charts. Validation procedures are incorporated into CarePalm.  To view a chart, the nurse is required to read the patient’s hospital number from their armband and select this from the list of current patients on the ward.  Once this step has been completed CarePalm will display the name and date of birth of the patient whose hospital number has been selected. The nurse is then required to validate these details with the information written on the patient’s armband by ticking the corresponding checkbox. Once verification is completed the nurse will then have access to the requested patient’s charts.
4.2 Fluid Balance and Observation Charts
Visual Studio’s datagrid tool was used to extract information from a patient’s fluid balance and observation XML files and subsequently display it in a format that nurses are familiar with from their use of the standard paper-based layout. The datagrid tool was used as it allowed for the presentation of all patient records on a single screen for clinical review by nurses, an example of this can be seen in Figure 2.  Below each chart there is a button available that opens a new form as seen in Figure 3, that enables nurses to enter the outcome of tests carried out on the patient during their ward rounds. Subsequently this data is saved to the relevant patient’s XML chart, with this procedure being repeated continuously throughout the day, the XML chart will therefore become an overall representation of the patient’s current condition.                 
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4.3 Early Warning System

Based on the Modified Early Warning System discussed in section 2, code was implemented within the CarePalm prototype that will calculate instantaneously a patient’s MEWS score based on the information added to their chart by the nurse. In the MEWS scoring system it is advised that a senior medical professional should be notified if a patient scores one or above.  CarePalm facilitates this procedure by saving the patient’s details along with the calculated MEWS score to a warning XML file. This then allows for a notification to be sent to the relevant medical professional regarding a patient’s condition.
The implementation of CarePalm components was completed using C#, Visual Studio and XML.  During development the proposed architecture and interface design guidelines where adhered to.  The combination of using C# and XML within CarePalm was successful.
5. Evaluation and Testing of CarePalm
William Hetzel (1988, p. 26) says that “Software testing involves any activity aimed at evaluating an attribute or capability of a program or system and determining that it meets its required results”. To ensure that CarePalm produces the results required, evaluation and testing on its components was undertaken. CarePalm was tested for system functionality and to evaluate its usability CarePalm was tested by nurses in order to ensure the system is appropriate for updating and reviewing a patient charts. Results of these tests are described in the following sections.
5.1 Functionality Testing

Throughout the development of CarePalm, the code was continually checked for defects by running CarePalm and ensuring that the desired output was being achieved.  Once CarePalm was completed a number of test cases were conducted on each of its interface screens to ensure that CarePalm was behaving as designed and that each action executed on the prototype produced the required response. As these tests where successful it was concluded that CarePalm is functioning as intended. 
5.2 Usability Testing

The author enlisted the help of four nurses from Altnagelvin Hospital in order to test the usability of CarePalm.  Each nurse was given a test scenario requiring them to update different patient charts. The test subjects were asked to evaluate the system from the perspective of using it within a hospital ward. Once the nurses had completed the test scenario they completed a questionnaire on their experience of CarePalm. When asked to rate the usability of CarePalm 75% answered ‘very good’ while the remaining 25% of subjects answering ‘good’. From this result it can be concluded that CarePalm is a well designed prototype. 100% of the nurses said that they could update the patient’s details easily and that CarePalm would be an appropriate replacement of the paper-based charting method. 
6. Relation to Other Work
Although the Clinical Care Classification (CCC) PC as discussed in section 2.5 was concluded as being successful, the physical necessities of the system could be viewed as a hindrance. Another issue with having a standalone system at the patient’s bedside is that, should the hardware fail it would require a technician to carry out maintenance work onsite, causing a disturbance to the patient in the bed. The benefit of using a handheld device is that it is unobtrusive within the ward environment and if a nurse’s handheld failed it could easily be replaced with another handheld with no disturbance to the patient.
The Pyxis Patient Station evaluated within section 2.5 requires nurses to use a computer monitor to review patient charts and to update records they must use Patient Care Assistant software that operates on a handheld device. Nurse.com (2005)  Although, this use of two hardware devices enables the analysis and addition of recent vitals to a patient’s chart. It is a waste off computer recourses, as shown by the design and development of CarePalm which incorporates both functions of reviewing and updating patient charts onto a single device.
7. Conclusion and Future Work
CarePalm is designed to replace the existing paper-based patient charting system.  It is successful based on evaluations, at meeting the aims and the objectives of the project.  Technical solutions can be applied to fix standard patient monitoring procedures within the UK’s NHS, this has been exposed by the creation of CarePalm.  To date the UK NHS has repeatedly suffered setbacks in implementing large scale computer solutions within its vast organisation.  Kreps and Richardson (2007) recorded reasons why computational solutions have not yet been successfully integrated into all areas of the UK NHS. The author’s recorded that there has been patchy success with information technology projects as the software designed had not been robust or reliable enough. Other hindrances to the successful implementation of a fully computerised health service are lack of integration with existing systems, escalating costs, confidentially and data integrity issues and lack of training and the computer literacy off health professionals. 

To conclude this paper documented the research, analysis, design, implementation and testing of the CarePalm prototype.  In future work the advantage offered by this method of recording patient data could be developed to find trends or risk factors that could impede a patient’s health.  This could be achieved by incorporating the use of data mining software to find trends in a patient’s medical history.  Implementing CarePalm onto a tablet PC placed in a holder at the bottom of patient beds instead of a PDA would provide nurses with a solution that is physically similar to the paper-based charts.  Larger screen size enabling full view of a patient’s chart is another benefit offered by the use of a tablet PC. Further development will enable CarePalm to be incorporated into a hospital ward and forming part of a fully computerised hospital. It can be concluded that computerisation of patient charts is feasible although it may not be implemented within the UK NHS until there exists an infrastructure to support it.
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