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1. MetaData Management in the European Data Grid Project
The European Datagrid project [1] is one of the most ambitious initiatives in the field of Grid Computing. One of the main challenges of this project is the management of the huge amount of information that must be recorded, reconstructed and analyzed by physicist all over the world. Some preliminary estimations indicate that each major experiment will generate an average of 1 Petabyte of information per year that must be distributed seamlessly  and on demand to all participants of a given collaboration in a grid like infrastructure. This infrastructure, in its current conception  consists of regional centers organized hierarchically (Tiers), according to their computing and data storage facilities, so that tiers at a given level become data providers for lower level tiers. 

Having in mind such an infrastructure, we have already considered in previous works [2,3,4] the main problems to be solved in the data management arena, namely: metadata management, efficient data transport, replication management, query optimization, and security. Particularly interesting is the problem of publishing metadata in a secure way. It is important to note that metadata publishing is a critical issue because of the large volume of information to be processed. Searching for information would not be feasible by running queries on the original data but it is rather required that lower volume metadata is generated to achieve efficient information searching, location,  and retrieval. Additionally, doing this in a secure way is mandatory  because integrity and privacy of this type of information must be maintained in a distributed environment with thousands of users like the Data Grid.

Our paper argues that, given the heterogeneous nature of the Grid, technologies for integrating heterogeneous local publishing infrastructures are needed. We present XSQL [5] as a valid candidate for achieving such integration but highlight its security limitations for use in a grid-like environment. Consequently, we introduce a security infrastructure that has been designed and implemented to overcome the previous limitation and is now a key element of the test-bed infrastructure that is in place  in the European Datagrid project.
2. XSQL: A Technology to Integrate Heterogeneous DBMS

XSQL  is a framework that allows any person familiar with SQL to create templates (XSQL pages) to produce XML documents from parametric SQL queries. Architecturally, this framework is implemented as a Java Servlet running on a Web server which is compliant with the Java servlets specification. One important aspect of this technology is that it is not bound to any specific vendor server-side infrastructure, e.g. the framework has successfully been tested with the following platforms: Oracle9i Internet Application Server, Allaire JRun 2.3.3 y 3.0.0, Apache 1.3.9 or higher with JServ 1.0/1.1 or Tomcat 3.1/3.2 Servlet Engine, Apache Tomcat 3.1 o 3.2 Web Server + Servlet Engine, Caucho Resin 1.1, Java Web Server 2.0, Weblogic 5.1 Web Server, NewAtlanta ServletExec 2.2 and 3.0 for IIS/PWS 4.0, Oracle8i Lite Web-to-Go Server, Sun JavaServer Web Development Kit (JSWDK) 1.0.1 Web Server 
A basic usage scenario of XSQL in a web server would be as follows (figure 1): a Web server receives a request of an XSQL page (.xsql extension). The server recognizes that an XSQL servlet is up and running and forwards the request. The servlet contains a processor of XSQL pages which is activated. The processor analyses the contents of the requested page, executes the SQL queries within it, transform the obtained results into a standard XML format and finally, if required, applies some XSLT transformations. Finally, the resulting document is returned to the requesting entity using HTPP as the underlying protocol.

This mechanism may be used in the context of our problem so that each regional center implements its metadata publishing mechanisms as a collection of XSQL pages stored on a local Web server. By doing so, any lower level regional center may access such information with a standard protocol (HTTP) and obtain it in a standard format (XML) without having to access the specific services of the local DBMS.

3. An Advanced  Security Infrastructure

Security in XSQL pages is implemented by explicitly defining connection identifiers which are internally mapped to database connections. However this mechanism does not scale with the enormous number of users in a grid environment and is not flexible enough because connection names are bound statically to XSQL pages. In order to obtain a more flexible and scalable schema we have to consider the existing security mechanisms already in place for Web applications, the most popular being SSL. 

Since HTTP is the protocol used in our design to reach XSQL pages using standard URLs, it is easy to see that a straightforward access control mechanism can be implemented. One could use a secure extension of HTTP to restrict access to XSQL pages to authorized users only. Such a secure extension is already available and is widely known as HTTP over Secure Sockets Layer (SSL). The Secure Sockets Layer protocol is a protocol layer which may be placed between a reliable connection-oriented network layer protocol (e.g. TCP/IP) and the application protocol layer (in our case HTTP). SSL provides for secure communication between client and server by allowing mutual authentication, the use of digital signatures for integrity, and encryption for privacy. The protocol is designed to support a range of choices for specific algorithms used for cryptography, digests, and signatures. 
The access control mechanism described above is definitely valid for implementing basic level security, however there are some unresolved issues. First, when using SSL, access control is enforced by inspecting the certificate that the client side presents during the handshake process. In this case access control policies are defined in terms of existing fields in the certificate (the validity period, the signing certificate authority, the distinguished name, etc). These fields can be even extended with X509 v3 extensions and most implementations of SSL provide mechanisms to access such extensions and implement complex policies. Though this is feasible, this access control mechanism is not bound to XSQL. This means that complex policies defined at the X509 certificate level cannot be propagated into database connections that are dependent on such policies. 

To overcome these disadvantages we need a mechanism that, first, can generate dynamically (not statically bound to XSQL pages) different types of database connections, second that complex policies can be defined and third that we can leverage on existing technologies like X509 certificates. 
In general terms, and assuming X509 certificates as the mechanism to identify clients, the advanced XSQL access control mechanism would work as follows: 

· The user enters a URL through a browser, which is interpreted and passed to the XSQL Servlet through a Java Web server. This is based on HTTPS and a client X509 certificate is requested (as part of the standard SSL handshake process) 

· The XSQL page processor processes the requested XSQL page by looking for "Action Elements" from the XSQL namespace. The first action element to be processed being an authorization action element. 

· The page processor invokes the authorization action element handler class to process the element. 

· The handler obtains all the client information from the SSL layer and uses this information to obtain group and role based information from the authorization repository. 

· The handler also obtains information about security constraints (allowed database connection types) for the accessed XSQL page based on the group, role, and user information previously obtained. 

· The handler decides whether SQL query execution is allowed or denied for the accessed XSQL page and dynamically embeds within the XSQL page the appropriate database connection information. 

· The XSQL page processor continues the parsing of the remaining XSQL tags and the embedded SQL statements are executed with the database connection obtained from the previous steps.
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Figure 1. Authorization mechanism
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