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Preface

In a multi-service, multi-provider telecommunications market, telecommunication operators buy and sell resources and services in support of end-to-end service offerings. Services cross numerous management domains involving a variety of management systems, some owned by different operators. Key operational management processes (i.e. provisioning, billing, exception handling, performance management) have to be managed across these domains to ensure a seamless service is offered to the customer. This represents an integration both of management systems and of business processes. 

The traditional centralisation of management decision-making and control does not scale-up to the demands of such liberalised multi-service markets. 

Therefore new technologies are being developed which can support both systems and process integration. These combine the latest distributed computing platforms (e.g. CORBA) with software agent technology. 

EURESCOM project P815 has investigated the application of agent technology to the management of processes and systems across communications management domains. 

The purpose of this deliverable is to provide architectural and methodological guidance to systems and software engineers who intend to deploy agent-oriented workflow management systems

The second and last deliverable will describe the case studies and the prototype built in this project: design, implementation, and results as well as recommendations on the maturity and suitability of agent technology to workflow management. 

Project participants were British Telecommunications plc (BT), Deutsche Telekom AG (DT), Koninklijke KPN N.V. (NL), Telenor AS (NT), Telia AB (ST), Telefónica S. A. (TE) and eircom plc (TI).

Mr Stephen Corley (BT) led the Project. 

Executive Summary 

The workflow market is growing at a rate of 30% per annum. The attraction to businesses is that workflow management gives improved monitoring and control of business operations. The power of workflow management is attributable to the separation of business logic and the underlying IT infrastructure. This separation of concerns allows the two to be changed independently. In telecommunications, where both the nature of the business and the technology used is changing rapidly, the ability to make changes easily and quickly is crucial to compete effectively
. Furthermore, the importance of workflow and process technologies is increasing today as we see a convergence of communications connectivity and software tools for collaboration among remote people and computer systems. While this convergence provides a partial framework for large scale collaboration, advances in workflow and process technology are needed in order to provide truly open, robust, scalable and dynamic collaboration environments. Such advances requires software solutions that exhibit the aforementioned features. Previous research in software programming has shown that agent-oriented technologies enable systems to be highly flexible, to interact dynamically with their environment and can add enhanced functional capabilities to support end-users working in teams. Currently, there is no universally accepted definition of the notion of an agent, but a popular definition is: a problem solving entity that has the properties of Autonomy, Pro-activity/Goal-Orientation, Reactivity and Social Ability. As these properties are the very foundations for more open, dynamic and autonomous systems, the use of agents in workflow management appears to be an ideal match.
EURESCOM Project P815 was created to investigate the application of agent technology to the management of business processes in telecommunications. The objectives of the project were as follows:

1. To investigate the benefits and practical application of software agent technology to workflow management systems.

2. To recommend a Framework (architecture, methodology and re-usable components) for deploying agent-oriented workflow management solutions.

3. To validate the emerging agent standards (e.g. Foundation for Intelligent Physical Interfaces (FIPA)), wherever possible.

4. To make recommendations on the maturity and suitability of agent technology for communications process management.

Two Case Studies were chosen to explore the way in which agent technology could meet the future requirements on workflow management systems. The business domains for these Case Studies were International Leased Line Provisioning and Intelligent Network Service Creation. The Case Studies and experiments are described in Deliverable 2 from the Project.

The Framework was developed in parallel with the Case Studies. The Case Studies were used to test the Framework with the experiences gained feeding back into its evolution.

Overview of the Framework
The purpose of the Framework is to simplify and speed up the development of agent-based workflow management solutions. The Framework achieves this by taking away from developers a number of design decisions and by providing them with pre-built software modules.

The Framework Specification describes of the following aspects:

· Application Domain

The Application Domain helps an analyst to determine whether a solution based on the Framework would be suitable for the particular application. Based mainly on the domain of telecommunications, it describes the characteristics of the business context that would indicate that an AOWfMS would be suitable. These characteristics are centred on the requirements of openness, dynamism, distribution, decentralisation and user support.
· General Concepts

A set of predefined concepts employed for the modelling and the development of an application e.g. business process, agent, virtual marketplace, messages, ontology. A set of notations and syntaxes for representing this conceptual part of the framework is also provided. 
· Architecture
An architecture that defines all the fundamental functional modules, agents and system components needed to build an application based on P815’s notion of AOWfMS. The architecture includes the interfaces and interactions among these functional modules. It is structured into four functional layers each one covering well defined and complementing functions. These architectural components make up a reusable design supplying the entire domain-independent infrastructure designers need in order to implement an application. The architecture also provides physical (software) components that can be used optionally by the developer.

· Methodology
A methodology that is a sequence of steps with specific required tasks to be performed in order to go from a high-level initial problem statement to a detailed design and subsequent implementation.

Recommendations for use of results and future work

Based on the current state of the Framework and our experiences with it, we make the following recommendations for those who wish to progress the work or make use of the results so far:

· The Framework can be used as it is for small-scale, non-critical processes. For example, document review and production processes.

· It can be used as a requirements specification for a) guiding the selection of commercial workflow management systems, and b) steering the evolution of in-house or vendor workflow management systems.

· The Framework needs to be refined through further application. In particular it needs to be tested and enhanced to ensure that the multi-agent architecture is scalable, robust and provides the range of security/fraud prevention capabilities for different applications. The scope of applicability of the business process definition language needs to be understood and the language enriched as necessary. 

· A Framework as complex as the one developed in this Project needs to be supported by software tools and development environments if it is to be used widely. This is particularly important where non-programmers might be involved, such as in the specification of business processes. The first tool to be built should be a graphical business process design tool, ideally with a simulation capability.

· The relationship between the XML-based inter-platform messages used in this Project and the Wf-XML messages being specified by the Workflow Management Coalition (WfMC) should be followed-up. 

· Although FIPA has been made aware of the Project experiences indirectly through overlap of participants, further dissemination would be useful, particularly if in conjunction with WfMC involvement.

· The results and experiences from the project should be fed into EURESCOM Projects P907 and P1007.
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Abbreviations

ACC
Agent Communication Channel

ACL
Agent Communication Language

AOWfMS
Agent Oriented Work Flow & Management System

API
Application Programmers Interface

ASL
Agent Services Layer

CBR
Case Based Reasoning

CORBA
Common Object Request Broker Architecture

FIPA
Foundation for Intelligent Physical Agents

IIOP
Internet Inter-Orb Protocol

IPv6
Internet Protocol version 6

ISDN
Integrated Services Digital Network

JDK
Java Development Kit

Jess
Java Expert System Shell

KQML
Knowledge Query and Manipulation Language

MS
Microsoft

OMG
Object Management Group

ORB
Object Request Broker

PSTN
Public Switched Telephone Network

QoS
Quality of Service

RMI
Remote Method Invocation

SNMP
Simple Network Management Protocol

TCP/IP
Transport Control Protocol/Internet Protocol

TelCo
Telecommunication Company

URL
Uniform Resource Locator

WfM
Workflow Management

WfMC
Worflow Management Coalition

WfMS
Workflow Management System

1
Introduction

Workflow can take advantage of the rapidly growing network infrastructure and the resulting workgroup computing environments that today defines the foundation of business processes. All workflow approaches and solutions are similar in one fundamental manner; they attempt to co-ordinate a number of processes. Modern workflow tools tie in the concepts of distributed computing and information sharing to this mix. This reflects the “Third Paradigm Technologies” concept, meaning technology has moved away from the underlying technology itself towards the business processes it wraps, and the tasks of which they are comprised. The separation of the business logic and the underlying IT infrastructure and their rapidly changing nature requires workflow solutions that facilitate changes to be made easily and quickly. The importance of workflow management to industry is reflected by the fact that the market for workflow management products is growing at an annual rate of 30% [WGS99].

Unlike standard groupware products such as InterNotes [INTNO] or Web Forum [WEBFO] which, provide a passive information space, the goal of the P815 Project was to enable active collaboration of work among the Workflow Management Systems (WfMS) involved. The key issues here are to use agents in the following ways:

(i) to enact and manage telecommunication business processes in highly dynamic and distributed environments,

(ii) to design and demonstrate workflow solutions that have increased openness, dynamism, distribution and decentralisation,

(iii) to integrate and enhance the functionality of existing conventional workflow systems, and,

(iv) to enhance user support by automating the delegation and co-ordination of business tasks assigned to users.

The primary objective of the P815 Project was to understand if the agent-oriented paradigm could be used to augment and enhance the management of business processes. An additional objective was to recommend a Framework (architecture, methodology and re-usable components) for deploying agent-oriented workflow management solutions. This Deliverable proposes such a Framework. The Framework specification has evolved based on the experiences from the prototyping and experimentation carried out in the Project. A description of the prototypes built and the associated experiments are described in Deliverable 2. 

This Volume introduces the framework, including the rationale for the design choices that have been made. Chapter 2 introduces the different parts of the framework. The subsequent Chapters provide overviews of each of these parts: the Application Domain in Chapter 3, the General Design Concepts in Chapter 4, the Architecture in Chapter 5 and the Methodology in Chapter 6. Finally, some conclusions about the state of the specification are drawn in Chapter 7. All these aspects of the Framework are elaborated significantly in Volume 2. Volume 3 is a Programmers Guide, providing detailed instructions for developers to use the Framework software components in their own applications. The software components are stored in the EURESCOM server in F:\eurescom\projects-workspace\P800-series\P815-PF.

2
Overview of the Framework Specification

A Framework (as defined in Project P815) is a set of concepts, an architecture, a methodology and a set of reusable software components. The purpose of the framework is to enable developers to realise solutions in a systematic manner and, because most of the design decisions have been made for the developer, the solution can be built faster. The framework also provides an understanding of the domain of applicability so that developers can know whether the framework is suitable for their particular application.

Project P815 has defined a framework to improve workflow management solutions by the use of software agents. This Framework is depicted in Figure 1.
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Figure 1: Framework: Application Domain, Architecture and Methodology

The framework specification provides:

· A description of the telecommunication domain requirements that an AOWfMS can meet. These requirements constitute the characteristics of an AOWfMS based solution and are described in the domain part of the framework. The domain treats the business context and the kind of business constraints that should be considered when designing and implementing an application based on an AOWfMS. In chapter 3 we discuss the issues to be considered in a business domain for a particular workflow management deployment in order to determine if the Framework is suitable.


· A set of predefined concepts employed for the modelling and the development of an application (conceptual framework) e.g. business process, agent, role, actor, messages, ontology. A set of notations and syntaxes for representing this conceptual part of the framework is provided too.

A short description of the framework’s conceptual part regarding Business Process Definition and Agent Communication that enables distribution of workflow between domains is presented in chapter 4.

· An architecture that defines all the fundamental functional modules, agent and system components needed to build an application based on P815’s notion of AOWfMS. The architecture includes the functions composing the P815’s agents, the different kinds of agents and how these agents interact or are interconnected in order to provide the overall AOWfMS functionality. The AOWfMS functionality structure is divided into different functional layers each one covering well-defined and complementing functions of an AOWfMS. These components make up a reusable design supplying the entire domain-independent infrastructure designers need in order to implement an application. The architecture also provides physical (software) components that can be optionally used by the developer.

A short description of the P815 architecture part is presented in chapter 5.

· A methodology that is a sequence of steps with specific required tasks to be performed in order to go from a high-level initial problem statement to a detailed design. 

A short description of the methodology is presented in chapter 6.

The Framework has evolved over the lifetime of the Project resulting in different aspects of the Framework being at different levels of maturity. Volume 3 provides 'release notes' that describe these different maturity levels. It is recommended that the reader takes these release notes into account when assessing suitability of the Framework to their circumstances. The most significant issues are scalability, robustness and performance, which have not been proven within the Project.

3
Application Domain

The main question to be answered in this chapter is “what do AOWfMS have to offer in telecommunications business processes?” For an AOWfMS to be considered as useful, it must offer one of two things: 

· the ability to address problems that are beyond the scope of the automation – either because of the complexity of the solution or because it was considered to be risky and difficult to develop solutions using conventional WFMS; or

· the ability to solve problems that can already be solved in a significantly better (e.g. cheaper, more efficient) way.

In the two sub-chapters that follow we discuss the kind of applications with respect to their features that an AOWMFS can beneficially support. In this chapter the terms application and system have the same meaning and are used interchangeably as appropriate, unless it is stated otherwise. 

3.1
Implementing new types of applications

In general, applications which maintain an ongoing interaction with some environment, are inherently much more difficult to design and correctly implement. It is required that such applications can operate independently and according the environment constraints. The complexity of the application increases even more whenever its environment is a dynamic entity i.e. it changes in time in a rather unpredictable ways. The characteristics of many applications in the telecommunications domain are that its components are not known in advance and can change over time. This is a characteristic of open systems in which the structure of the system itself is capable of dynamically changing. Such functionality is almost certain to require techniques based on negotiation or co-operation of loosely coupled applications. 

Despite the growing innovations in and the availability of user-friendly application interfaces, in general users find many applications difficult to use. One reason for this, particularly in the telecommunications domain, is the complexity of the tasks that users are required to do.

One of the major features of agent-oriented workflow is that it addresses these problems. More specifically, it contributes to the WFMS system’s objective to achieve high availability, flexibility and reliability of management activities by distributing control. The AOWfMS provides mechanisms for co-ordination among workflow activities and processes that are fault and exception tolerant, and for the dynamic distribution of service functionality to achieve a load balance among service processing management sites. Agent systems are well suited to solving this type of problem in contrast to centralised WFMS schemes that result in bottlenecks around the WFMS servers.

In general the AOWfMS approach provides solutions with the following features:

· Openness - In terms of both integrating with underlying applications and with other workflow systems managing business tasks. Agents in a multi-agent system are loosely coupled and simplify the interworking between different agent-based workflow management systems managing different business processes.

· Dynamism - Agents can provide the ability for business processes to be evolved over time instead of defining a priori representation of any possible deviation from the defined workflow process. An agent system should be able to cope better than a traditional system with exceptions as they arise, for example, by an agent renegotiating with its peers to revise the system strategy to overcome the exception.

· Distribution & Globalisation - Agents can overcome the problem of having a centralised workflow engine. Multi-agent systems are inherently distributed and so should facilitate increased scalability which together with a reliable communications mechanism between agents will increase the robustness of the system.

· Autonomy & Decentralisation - Due to the centralised nature of existing workflow engines a sub-process cannot decide how to co-ordinate with the other sub-processes that make up the overall business process. Agents in a multi-agent system are inherently autonomous and so an agent can be used to represent semi-autonomous groups within an organisation or autonomous organisations within a virtual business enterprise.

· Enhanced User Support - Workflow management is increasingly being applied to more complex business processes.  This complexity often means that the tasks that users need to carry out are complex and inter-dependent in sophisticated ways.  The use of agents can provide support for users in i) carrying out their tasks, ii) co-operating with their colleagues to share knowledge and solve problems, iii) monitoring and administration of workflows and resources.

3.2
Improving the Efficiency of existing applications

AOWfMS gives us a solution to build applications or systems that we were previously unable to build. But it can also provide a better means for implementing a given application. The following two main characteristics may be adopted as a rationale for adopting agent-oriented workflow:

· When the workflow application involves a number of distinct computational entities (or data sources) that are physically or logically distributed and which need to interact with each other in order to fulfil system tasks, then an AOWfMS can provide an effective solutions. In such a case data, resources and control are inherently distributed.

· Many organisations have existing WFMS and other software applications that perform critical organisation functions. To keep pace with changing business needs such legacy systems must periodically be updated or new functionality has to be added to them which is in general very difficult. In long term the only way to keep such legacy systems useful is to let them be exploited by other pieces of software that provide additional functionality. The AOWfMS address this issue as well since it provides means for wrapping existing legacy systems.

4 General Design Concepts
This section introduces the basic concepts related to business processes and agent technology that are at the heart of the Framework.
4.1
Business Process Concepts
A business process defines a description and ordering of work activities across time and space that is designed to yield specific services. It provides a conceptual basis for the integration and co-ordination of distributed resources, tasks, and individuals. Business processes can be mapped into steps and actions that are executed manually. Alternatively, they can be mapped into workflows, which are process descriptions that can be executed automatically by a workflow management system. The concepts of process engineering and workflows embody the ideas of controlling and co-ordinating complex activities and interactions among individuals and software components. Workflows specify activities involving co-ordinated execution of multiple tasks performed by different processing entities. Execution of tasks may be controlled by a human co-ordinator or by a software system called a Workflow Management System. Business process and communications process management are broad terms covering major functional activities concerned with operating a telecommunication business including service and network management.

In this Chapter we provide a short description of the business process related concepts on which the architecture is based. The concepts can be broadly categorised into a) those related to the structural definition of the business process activities, and b) those related to the structure and flow of data used by the business process.

4.1.1
Business Process Structure

Figure 2 illustrates the concepts that are used to specify business processes.
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Figure 2: Business Process Structural Concepts

A business process in the real world is represented by a Process Definition in the WfMS and is identified by a Process Name. A Process Definition consists of at least one Sub-Process or one Task. In turn, each Sub-Process consists of at least one Sub-Process or Task. A Task may consist of Sub-Tasks. Whereas Sub-Processes exist for convenient management or partitioning of the business process, Tasks and Sub-Tasks represent those process activities that achieve some work or computation. Each Task or Sub-Task maps onto a specific function, identified by its Function Name that will be called when that Task or Sub-Task is executed. Use of these concepts with the relationships described enables full flexibility in representing the structure of the real world business process. The Sub-Processes, Tasks and Sub-Tasks have Pre-Conditions that determine when activation occurs. These are necessary to facilitate the synchronisation of process execution 

In order for workflows to be enacted, the business processes must be specified in a machine-readable format. The Framework includes a textual language (specific to the architecture developed with the Project) known as the Business Process Definition Language (BPDL).

4.1.2
Data Structure and Data Flow

There are three types of data that exist in workflow management systems. These are workflow relevant, workflow control and workflow application data [WfMC].

· Workflow Relevant Data is data that is used by the WfMS to determine the state and state transitions of a workflow instance. It is accessible by application software.

· Workflow Control Data is data that is managed by the WfMS/Workflow Engine. This data is internal to the WfMS and not accessible by application software.

· Workflow Application Data is data that is application specific and is not accessible by the WfMS.

In traditional workflow management systems, these three data types are generally stored in a database (or databases) accessible by all parts of the system. However, within a distributed system it cannot be assumed that there is universal access to the workflow data. This means that data must be passed between the different parts of the system. Furthermore the systems may be different such as where the business process spans organisational boundaries. In order for the different systems to understand the data, a common model of the data is required. This common model is known as the ontology. Following the widespread take up of HTML for general-purpose information publishing on the Web, the Extensible Mark-up Language (XML) [XML] is becoming the accepted method for representing and transferring application specific data on the Web. This has therefore been chosen as the mechanism in the framework for describing data for transfer, both within a system (known as intra-domain) and between systems (known as inter-domain).

There are two mechanisms for transferring data between entities where there are no shared storage resources, i) remote calling of code (functions, methods or procedures), and ii) message passing. In both cases the data is passed as a parameter.
4.2
Basic Agent Concepts
The most general way in which the term agent is used is to denote a hardware or software-based computer system that enjoys the following properties:

· Autonomy: agents operate without the direct intervention of humans or others, and have some kind of control over their actions and internal state;

· Social ability: agents interact with their environment via some kind of agent-communication language. This environment is comprised of other agents, human beings and/or other software as e.g. databases. Interactivity means communication with other agents, humans or software in order to receive or send information. This is a difference of agents to classical client-server applications. A second discriminating trait is that an agent incorporates both the properties of a server and of a client, too. It is on the one hand offering information or services, on the other hand, it is requesting it.

· Reactivity: agents perceive their environment, (which may be the physical world, a user via a graphical user interface, a collection of other agents, the Internet, or perhaps all these combined), and respond in a timely fashion to changes that occur in it;

· Pro-activeness: agents do not simply act in response to their environment, they are able to exhibit goal-oriented behavior by taking the initiative. Agents dynamically pursue short-term, mid-term and/or long-term goals that have either been assigned by the user or activated due to external influences. Goals are explicitly represented as opposed to a mere external annotation as a consequence of the observed behavior of an agent.

Whenever the term agent is either conceptualized or implemented using concepts that are more usually applied to humans, which is case in this project, the following properties are of interest:

· Mobility: is the ability of an agent to move around in the electronic network and to work on its goals and tasks everywhere.

· Adaptability/learning: agents extend, refine and improve over time, their execution, performance and plans in pursuit of their goals based on feedback form their previous execution. Additionally, they have the ability to learn new ways to achieve their goals by utilizing new information they perceive from their environment.

· Cognitive: agents do explicit reasoning about their own intentions or the state and plans of other agents. To this end, an explicit representation of the mental states by means of intentions, goals, desires, duties etc. is necessary.

· Rationality: is the assumption that the agent will act in order to achieve its goals, and will not act in such a way as to prevent its goals being achieved.

· Versatility: is the assumption that an agent can have multiple goals at the same time

All the above properties with mobility excluded constitutes the design features of the agents in this framework. 

Different taxonomies of agents are possible considering aspects such  as  the basic attributes, the application areas and the role they play in the application. Based on the basic attributes we have tested our ideas by developing agents having the aforementioned properties. Based on the application area and the role they play we have developed different types of agent e.g. personal user agents and workflow engine agents. For further information and reading about agent technology see [EU98], [UMBC], [AGLI], [CETUS].
The agent-oriented paradigm promotes the message passing approach because it reflects closely the model of autonomous entities communicating asynchronously. (Note that remote-calling techniques can be used to mimic message passing, but this is an implementation choice). The message passing approach also models better the flow of data in a workflow environment and for distributed open systems it enables a looser coupling between software entities. There is no need for client software to 'bind' to the interfaces of specific services that have rigid parameter requirements. The parameters do not need to be defined in the software before runtime, but rather the message stream is parsed at runtime to extract the parameters. The parameters must then be checked to see if they can be 'understood' and protocols put in place for handling messages that are not understood. For this to work in practice a standard for general purpose message types and protocols must exist. The Foundation for Intelligent Physical Agents (FIPA) [FIPA] is specifying just such a standard. In addition FIPA is recommending XML as one of the languages to be used for representing the data in the message body. It made sense therefore for the framework to use message passing and for this to be based on the FIPA standard.  In addition FIPA is standardising the way in which agents are managed allowing this aspect of the framework to be defined quickly. 

5
Architecture

The P815 architecture predefines a set of agent entities in terms of their functionality and interfaces. The overall functionality of the P815 architecture is based on a four-layered infrastructure supporting the development and deployment of AOWfMS solutions for the provisioning of communications processes. Each layer corresponds to parts of the system’s functionality and consists of the agent entities that are specific to that functionality. Additionally, the architecture defines how these agent entities interact or interconnect to fulfil parts of the system functionality.
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Figure 3: The functional layers of the P815 Architecture

Figure 3 depicts the four functional layers of the P815 Architecture. These layers are described below: 

· The Agent Management Facility layer provides the basic infrastructure for managing agents and interactions/communications between agents based on FIPA specification standard. It may also offer the basic functionality to support the development and deployment of agents. More specifically, this layer supports the following infrastructure functionality:

· Agent Management – the creation, deletion, registration of agents in the platform of the AOWfMS. Agent Service Trading (i.e. Yellow Page Services) along with agent and agent platform security are also part of the agent management.

· Agent Communication – name/address mapping, message routing, standardised agent communication language, negotiation and negotiation protocols.

· The Intra-Domain Workflow Management Facility layer offers a number of facilities and services supporting the management of workflows within a domain. More specifically, this layer supports:

· Business Process Definition Management – a Business Process Definition Language (BPDL) editor for the specification of business processes and a Business Process Repository to store and retrieve instances of business process definitions.

· Business Process Enactment – group of workflow engines that initiate, parse, enact, monitor and delegate the execution of business processes.

· Workflow Communication – an ontology language editor and parser for the communication of workflow-specific requests and data among agents, mechanisms for interaction with legacy systems and an intelligent user-interface enabling AOWfMS-user interaction.

These are realised as part of the functionality offered by specific kinds of agents. 

· The Inter-Domain Workflow Co-ordination and Communication Facility layer offers the basic functionality that enables workflow-specific information exchange and workflow co-ordination between domains. More specifically, this layer supports:

· Negotiation and Communication – between domains including the negotiation protocol and an Enhanced Inter-Domain Ontology that enables negotiation 

· Learning capabilities – based on previous interactions and knowledge acquired

· Reasoning capabilities – based on goals and facts that enables user task planning

· Brokering capabilities – a marketplace in which domains can register their capabilities and preferences to allow the distribution of tasks among them. 

· The Application layer supports the application based on the AOWfMS along with the application specific functionality that may not be covered through the definition of business processes. Such functionality extensions could be connections to existing software like word-processing programs, e-mail programs etc. In this way this layer may be perceived as an aggregate of all the underlying functional layers along with other necessary application specific components. 
5.1
Agent Management Facility Layer 

An overview of agent management is shown in figure 4 below. This is a synopsis of agent management as it conforms to the FIPA management specification [FIPA].
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Figure 4: Agent Management Reference Model

The Directory Facilitator (DF), Agent Management System (AMS) and Agent Communication Channel (ACC) are specific types of agents which support agent management and communication between agent systems located at different places. 

· Agent Management System – The AMS is responsible for managing the activities of an agent platform. These responsibilities include mainly creation, deletion of agents and migration of agents to and from platforms.

· Agent Communication Channel – The ACC provides the path for basic contact and interchange between an agent and other agents. It routes messages between agents within the platform and to agents resident on other platforms.

· Directory Facilitator – The DF provides “yellow pages” services to other agents. Agents may register their services with the DF or query the DF to find out what services are offered by which agents.

· Internal Platform Message Transport – The IPMT provides a message routing service for agents on a particular platform.

Furthermore, the agent management layer supports standardised agent communication language that facilitates negotiation through standardised negotiation protocols. The agent communication language used in P815 architecture adheres to FIPA ’97 specification part 2 [FIPA].

5.2
Intra-Domain Workflow Management Functionality

The intra-domain workflow management layer provides the agent and entities that enable business processes to be managed within a domain (i.e. intra-domain). The key entities that have been developed to provide the workflow management functionality are the following: 

· Workflow Provider Agent (WPA)

· Personal User Agent (PUA)

· Resource Provider Agent (RPA)

· Domain Representative (DR)

· Business Process Repository (BPR)

In the remainder of this Chapter a brief description for each agent is given followed by a description of how these agents interact in order to provide the workflow management functionality. 

5.2.1
Workflow Provider Agent (WPA)

The WPA embodies and performs business processes according to their process definition. Additionally, the WPA communicates commands, workflow data and events to other WPAs and RPAs utilising the inter- or intra-domain ontology. The agent encapsulates a Workflow Engine, a Rule Engine and an XML Parser. 

The Workflow Engine is a set of classes for managing the processes and sub-processes that exist in the workflow. These classes are used by the WPA in order to run, monitor, and change the workflow that it is providing. The Workflow Engine controls when each step in the process is initiated based on the evaluation of process pre-conditions. The engine has the flexibility to evaluate conditions internally (i.e. using the native programming language) or externally (i.e. using an independent rule engine). Processes can be in one six states, namely “aborted”, “completed”, “not-started”, “running”, “suspended” and “terminated”. The Workflow Engine is able to 'set' and 'get' these states according to the direction of the WPA.

The Rule Engine is used for the evaluation of external pre-conditions of process activities. The Rule Engine can be any third party product (JESS [JESS] was used in the Project). The pre-conditions of the business process are specified using the rule language of the chosen Rule Engine. Whenever a pre-condition is true (i.e. satisfied), the workflow engine is informed that that sub-process/task can be started. An interface is defined to facilitate the insertion of facts into the Rule Engine and the evaluation of rules by JESS native methods. This interface must be customised for the particular Rule Engine chosen.

The XML Parser is used to parse the Business Process Definitions stored in the XML documents in the business process repository. It is also used to parse the XML content of inter- and intra-domain messages received from other WPAs. 

5.2.2
Personal User Agent (PUA) 

A Personal User Agent (PUA) provides the interface of the WfMS to the user. There are two types of PUA supported in the framework. Where the requirement is for the user to simply monitor, control or receive tasks then all that is needed is for the PUA to provide a graphical user interface (GUI). This is called a GUI PUA. Where the PUA provides added support, such as giving advice or carrying out some activities on behalf of the user, then a more sophisticated PUA is needed. This is known as the Intelligent PUA. In both cases, the PUA is able to communicate with other agents in the WfMS and with legacy software. 

5.2.2.1
 Graphical User Interface PUA

The function of the GUI is to capture the details about the activity required by the customer and to present back the results. These details are encoded into an XML representation according to the definition for the Inter-Domain Ontology Language. The XML is placed into the content field of an agent message and sent to the Workflow Provider Agent managing the process of which that activity is a part. Similarly, status information and results from the activity will be sent from the WPA to the GUI PUA via XML-based agent messaging for presentation to the user.

The necessary components of the GUI PUA are:

· a component for sending, receiving and parsing messages, 

· a front-end, which provides all of the user interface components. 

Any message transport mechanism that may be required is provided by the agent platform in that particular domain.

5.2.2.2
Intelligent PUA

An Intelligent PUA needs to provide for a much higher degree of support to the user compared to the GUI PUA. The Intelligent PUA has capabilities to sense changes in its environment and act on them, according to a plan that it defines in order to achieve some objectives. It has reasoning, planning and learning capabilities. Also, because of the different sources of external interactions (either user interface events, or messages from other agents, or from a legacy system), it must support different communication models. This requirement for flexibility meant that a powerful and sophisticated architecture was needed for this agent. The architecture chosen is based on the agent model known as the BDI model: Beliefs (the agent's perception of the current state of the world), Desires (the objectives that the agent can satisfy in principle), and Intentions (those desires that the agent is currently seeking to satisfy) [BRA97]. This model had been successfully used previously in EURESCOM Project P712 [P712].

Taking all these requirements into account a layered architecture has been defined, consisting of the following layers: 

· Control Layer: Components in this layer are responsible for synchronization and coordination of the activities of the other components of the PUA. This layer includes both the management of tasks and the management of the agent internal components.

· Session Layer: Provides the support for management of communication sessions with other agents, with the user, or with legacy systems. 

· Domain Layer: Comprises the resources that are specific to the agent’s application domain.

· Resource Layer: Comprises the generic resources for any agent instance: persistence, communication proxies, user interface widgets, trace handlers, etc.

The management of tasks within the control layer and the management of user sessions within the session layer consists essentially of an inference engine. This inference engine consists of a Knowledge Base and a Working Memory, and is fed from external events.

The Knowledge Base defines the behaviour of the agent. It is structured according to following types of knowledge:

· Declarative Knowledge, which defines the relationship between the events and the goals of the agent. These goals are declarative predicates that point at some computational objects called objectives (described below). 

· Resolution Knowledge, which consists of objectives, that at this level represents the intentions of the agent. This knowledge defines the resolution actions (refinement, activation, solve, and failure management) that will be invoked along the objective’s lifecycle.

· Domain Knowledge, which represents domain entities that may be handled by the agent (for example, task specific window descriptions, communication facilities, etc.).

The Working Memory represents the status of the world during the agent's execution. This information is structured into:

· A Space of Objectives. Objectives are created and resolved dynamically to represent the goals planned and achieved. An objective may evolve through four states: pending, resolving, solved, failed. Objectives and events together define the agent’s behaviour. The Space of Objectives represents the set of goals and their relationship that the agent has in an instant of time. It is structured an AND/OR graph whose size and shape will change depending on the user actions, application status or other agent’s actions. A space of objectives is composed of a root objective and several spaces of objectives that represent subgoals to be achieved in order to solve the root objective. Each Objective Space is responsible for deciding whether its root objective can be solved or not. 

A Space of Facts, contains the evidence and intentions of the user at a specific moment (for instance, the user events that have occurred).

5.2.3
Resource Provider Agent (RPA)

This agent provides the unique pieces of functionality needed to achieve the tasks of a business process. The RPA receives instructions from its parent WPA and returns results to it based on the intra-domain ontology. The RPA is considered a very well defined task with well-defined input and output parameters. Furthermore, it constitutes the access point to the underlying software system resources (e.g. Java libraries), external resources (e.g. databases, configuration systems, planning tools) and humans involved in the workflow. 

It was recognised that organisations may already have investments in deployed WfMS. It was therefore important that the framework could support this situation. The architecture views an existing (legacy) WfMS as a resource which, like any other resource, is interfaced via an RPA. The communication between the RPA and the WfMS can be achieved asynchronously, using an event service in order to notify the agent of changes in the status of the workflow. It can also communicate synchronously, if the legacy system provides some CORBA [OMG] interfaces to its components, which can be used by the agent to make operation requests (for explicit request of information or for acting on the system). In this case interfaces for each agent and the computational objects of the WFMS are specified in IDL [OMG] (Interface Definition Language). Another possibility is that the legacy WFMS is wrapped with a FIPA interface offering an Agent Communication Language (ACL) interface.

5.2.4
Domain Representative (DR)

This agent represents the administrative domain of each company and it is responsible for the interpretation of incoming requests and for the forwarding of outgoing message responses from agents internal to the domain they represent. Essentially it acts as a single point of contact for its own administrative domain.

5.2.5
Business Process Repository (BPR) 

This is the repository where all the business process definitions in the domain are stored. This repository is responsible for keeping the semantics of different entities of a business process as well as the relationships among them.

5.2.6
Workflow Management Functionality: Agent Interactions 
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Figure 5: Interactions among agents and entities within a local domain

To illustrate the interactions among entities a general scenario is described. The workflow begins when a user interacts with a PUA to select the required business process and to input the initial information that is needed to start the workflow. This information is sent to a WPA, which retrieves the business process definition from the business process repository. That WPA will start an instance of the business process requested. The WPA will identify from the definition any sub-processes and spawn child WPAs to execute them. This retrieval and spawning occurs recursively until there is a hierarchy of WPAs, each with their own sub-process instance, reflecting the structure of the whole business process. However, a particular sub-process is only instantiated at the time it is needed. This regime was chosen because it enables a number of significant improvements over traditional centralised WfMSs: no single point of failure, load balancing across multiple machines, distribution across multiple organisational centres of responsibility, and the ability make changes to the business definitions at run-time without affecting all parts of the system. Tasks will be at the leaves of the hierarchy. These tasks are carried out by RPAs. The RPAs interface with system resources and human users as necessary. When each sub-process (or task) has completed its WPA (or RPA) sends the results to its parent WPA. Status information is sent from a child to its parent. A parent can control the status of its children. 

The process might also contain sub-processes that need to be completed outside of the current providers’ domain. An external domain can be contacted via the Domain Representative of each platform. When this external provider is finished it sends a completion message back to the WPA. When the whole process is finished the WPA ends the workflow and the initiating user receives the final results. 

5.3 Inter-Domain Workflow Co-ordination and Communication Facility

As mentioned in the previous section, a sub-process may be required to be completed by a separate organisation. An example is the provision process for a leased line that spans multiple countries. The TelCo in each country must configure their part of the leased line. The Inter-Domain Workflow Co-ordination and Communication Facility Layer of the framework provides a number of mechanisms for supporting such inter-domain working.

5.3.1
Virtual Marketplace

Virtual marketplaces are third party matchmaking brokers that enable different business domains to offer their services to others. This capability enables much more flexibility in selecting service providers compared to fixed agreements that may be hardwired into the WfMS. An offer is always associated with a certain business process and includes attribute-value pairs concerning the properties of the business process. Business domains that would like to find potential business process providers, contact the marketplace to retrieve the list of domains that can provide a specific business process.

The main operations that the virtual marketplace provides are:

· registration, modification and deletion of services offered by the providing business,

· retrieval of domains that can provide a specific business process that satisfies some requirements. 

Additionally, a virtual marketplace is managed by a human administrator. The administrator is responsible for the creation and administration of service templates. Every service template is associated with a business process and has a name and a set of attribute-value descriptors. When a business domain registers an offer this offer will conform to a service template. When a business domain requests all the providers that can provide a certain process, the request uses the descriptors in the service template. 

The framework includes an agent-based virtual marketplace. The Virtual Marketplace (VMP) Agent is responsible for the provision of registration/de-registration and retrieval requests coming from other agents. The communication between the VMP agent and the other agents is done through standard FIPA-ACL messages following the standard FIPA request-response protocol while the content of these messages is described in XML. The description of the XML content follows the inter-domain ontology. 

5.3.2
Agent Negotiation

The ability to negotiate service levels and prices adds another level of flexibility to the WfMS. Once a business domain has retrieved from the virtual marketplace (or elsewhere) a set of potential business domains, the negotiation process starts. The negotiation process is performed by the exchange of standard FIPA-ACL messages conforming to the standard FIPA Contract-Net protocol. Two agents are involved in the negotiation process, namely the: 

· Negotiation Entity Requestor (NER) responsible for the initiation and management of negotiation process on behalf of the requestor domain, and 

· Negotiation Entity Provider (NEP) responsible for the response and management of negotiation process on behalf of the potential provider domain

5.3.3
Learning

The framework includes what is known as a Selector Agent (SA) to improve the way in which other business providers are selected. The SA is a learning agent that takes into account the past performance of providers during the selection process. Based upon a log of completed processes the SA can choose the best provider of a particular process dynamically on a case by case basis. Each provider identified by the VMPA is evaluated using a cost function that considers cost per day of delays in provisioning, cost in the actual provisioning and closeness of the process to the requirements.  These factors are estimated and weighted to arrive at an overall 'price'. The 'cheapest' provider is then chosen. The learning algorithm employed looks at the trends in performance so that a temporary shortfall in a particular provider's performance does not cause that provider from being dropped from consideration immediately.

5.3.4
Inter-Domain Co-operation Management Functionality: Agent Interactions
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Figure 6: Interactions between agents and entities for inter-domain communications

Again a general scenario is given to describe the interactions. A NER agent is created by a WPA when a remote process needs to be started. The NER agent initially locates all the potential business domains by contacting the virtual marketplace (VMP) via the domain representatives. The VMP searches the Provider Repository (PR) for suitable domains and returns to the NER the names and addresses of the NEP agents of those domains. The NER sends each NEP a Call for Proposal (CFP) message. After all the NEP agents have replied with a propose message, the NER agent selects the best offer based on some selection criteria and requests the business process from the selected provider. At the same time the NER informs the rest of provider NEPs that they have not been accepted. When the remote process has started, the NER agent gets an inform message from the remote provider domain and informs the initial WPA agent. The Selector Agent (SA) can be used in conjunction with the negotiation process to choose the best provider. The SA has access to a log of the previous performances of the providers. When choosing a provider the WPA requests the SA to recommend a provider. The SA returns the result to the WPA, who can then inform the NER. The recommendation is considered in the selection criteria used by the NER. The SA is informed about how successful the provider domain was in providing the process and updates the log of performances. In this way providers that were previously rated high, can change if their performance deteriorates.

The NEP agent is responsible for the negotiation process from the provider point of view. When a negotiation process starts, the NEP agent gets a CFP from a corresponding NER. Then, the NEP agent contacts the offer repository (OR) and gets the offer that has been specified for this particular business process. It then formulates a standard ACL-Propose message and sends it back to the NER. If the NER finally selects this domain, the NEP gets an ACL-Accept message. This message triggers the instantiation of the corresponding business process. This is achieved by contacting the DR and by requesting it to start the business process with the corresponding input value parameters. When the process has really started, the NEP agent gets an inform message from the DR that is forwarded to the initial NER.

6
Methodology

The purpose of the Methodology is to provide a structured approach for developers to analyse, design and implement a workflow management solution based on the P815 architectural principles. The starting point for the methodology is a statement of the problem that is being solved. This is necessary to clearly scope the coverage of the solution. The methodology then continues with three main threads of activity:

1. Definition of the Business Process (Process Thread).

2. Development of the domain specific agents (Agent System Thread).

3. Integration of the components into the chosen agent platform (Component Thread).

For each thread the standard development phases apply. This structure is depicted in table <Structure>

Phase
Process Thread 
Agent System Thread
Component Thread

Definition
Problem Statement

Analysis
Business Process Analysis
Agent System Analysis
Component Analysis

Design (high/low-level)
Business Process Design
Agent System Design
Component Design

Realisation
Business Process Specification
Agent System Implementation
Component Integration

Testing 
Module + System Testing

Table 1 - Structure of the methodology

These activities are related to each other but separating them aids the developer and although they can be carried out somewhat in parallel, the recommendation is to start with the definition of the business process. Once the business process has been defined then the domain specific agents (i.e. RPAs and PUAs) are known. The development of these domain specific agents can then take place. The integration of the framework software components (i.e. WPAs, rule engine, business process repository, VMP, NEPs, NERs, SA) can take place in parallel, although their configuration with specific domain knowledge and parameters (e.g. parameters to be negotiated) will need to be done later in the development cycle.

As with other methodologies the developer is guided through the analysis, design and realisation steps to aid in the refinement of system. An iterative approach is recommended because, as is generally the case in software development, new issues and understanding arise as the development progresses causing changes to the design and hence implementation, and even requirements.

6.1
Process Thread

The aim of this activity is to specify the business process in the XML-based BPDL (See chapter 2). This involves identifying and then specifying the following aspects: 

· Process structure (sub-process and task breakdown).

· Input parameters, output parameters and pre-conditions for each sub-process and task.

· Inter-domain messages (including the message types and the content)

· Actors interacting with system (generally humans monitoring, controlling or carrying out tasks)

· Non-functional requirements (e.g. speed, security, reliability requirements)

A graphical notation covering the various elements of the language is provided to make the specification process easier, that is, process specifications are easier to visualise, understand and discuss.

The methodology allows for starting conditions that range from no understanding of the business process to a fully enacted business process already in place. If the business process is already documented or enacted then the job is simply to re-specify it in the P815 BPDL. In the case of no business process then a business process analysis activity is required. Many companies use a particular business process analysis method either in-house or from a consulting company. In the absence of a preferred analysis method the methodology suggests the now familiar Use Case approach [JAC??]. 

6.2
Agent System Thread

There are two types of domain specific agents, RPAs and PUAs. RPAs map directly onto the tasks identified within the BPD already defined. An RPA will implement the function directly, interact with another agent, interface to a system resource, allocate the task to a human agent, or some combination of these. A PUA is required in addition to an RPA when a task is identified as involving a human actor.

A RPA should be implemented to: use the input data values taken from the task in the BPD, carry out processing on those data values as required by the task (this may involve other entities as described above) and finally, outputting the required data values as defined in the BPD for the associated task. 

The PUAs identified must implement the interfaces needed for the human actor to interact with the system. The framework provides a general cognitive PUA for supporting users in carrying out complex tasks. The methodology gives guidance on how to reuse this PUA architecture in the specific development platform. If this cognitive architecture is used then application specific knowledge needs to be specified. This is achieved by the following steps: 

Step 1: Identify events, intentions and resources. This is the Domain Knowledge.

Step 2: Organise actions inside objectives and definition of the agent’s space of objectives. This is the Resolution Knowledge.

Step 3: Determine which believed events allow to execute each part of the plan (space of objectives). This is the Declarative Knowledge.

6.3 
Component Thread

The first step is to identify which of the general-purpose components are needed for the application. The workflow engine, business process repository, domain representative and business process listener are mandatory. The other components (rule engine, external condition checker, NEP, NER, VMP, learning module and cognitive PUA module) are optional, depending on the requirements of the application. 

The way in which the general components are integrated into the platform is to a great extent dependent on the chosen agent platform. Agent platforms generally provide agent 'shells' that are then specialised according to the agents’ purpose in the application. Examples of specialisation mechanisms include sub-classing, component aggregation or delegation. The way in which agents are initialised, registered and initiate communications also tend to be unique to each platform. Since the platforms used in the project utilised a range of different mechanisms, the methodology provides some guidance on how to do this integration. Of course, there may be other agent platforms which do not support the mechanisms described.

The business process listener and external condition checker components require additional customisation. These are interface classes, which only specify the method headers. The developer must write the bodies of the methods.

6.4 
Testing

Testing follows conventional software methodologies. That is modules (e.g. components and agents) are tested first in isolation, then sub-systems, then the whole system. In addition, the business process must be validated. The experience from the project is that the effort involved in testing and debugging systems that are distributed over multiple platforms should not be underestimated. FIPA standards help but do not guarantee immediate interoperability at the platform or application layers.

7
Development Issues

Starting from a FIPA compliant agent platform, an AOWfMS can be obtained by integrating the workflow engine from the P815 project into the agent platform. A condition checker and an XML parser are necessary too, but a JESS rule engine and almost any XML parser will do. This may appear to be straightforward, but there are a few issues one should pay attention to. First of all, if the platform is going to communicate with another platform, the platforms should be compliant to the same FIPA standard. If not, as was the experience of the Project, fundamental differences may prevent inter-platform communications (these differences are explained in detail in Deliverable 2). Even where both platforms are compliant to the same FIPA standard, the messages that the agent platforms will exchange must be analysed carefully. Our experience is that the absence or presence of even a single field in an ACL message can mean the difference between an agent platform understanding a message or rejecting it. The FIPA standard does not enforce that all listed messages and protocols should be implemented by an agent platform in order to be called FIPA compliant, and for each message or protocol there is often a lot of freedom left to the implementers. Therefore, if two or more agent platforms are going to inter-operate, a lot of attention should be given to the design of the inter-platform messages. To overcome the problems of the FIPA-based interoperability, a “gateway” can be developed to enable platforms that interpret differently the messaging method or addressing method of the FIPA specifications to inter-operate. Such a gateway was partially developed within the Project, the code for which is provided in the Framework software as a guide to developers.

Secondly an agreement has to be made on what processes one platform can request on another platform. This means that one has to design an interface between the two agent platforms on the level of the process definitions. Problems can be averted here by having the names of the processes, and the order in which the parameters will be passed between the platforms agreed upon, and how the parameters should be interpreted. As messages are passed between the two platforms as CORBA strings, this means that every object should be serialised to a string on one platform and read back in from a string on the other platform. This serialisation requires the objects to represented by agreed simple types e.g. integer, string. Unless the code can be exchanged between the two platforms, this could be a significant restriction or overhead in the case of complex types. However, this was not found to be a problem for the case studies investigated in the project.

8
Conclusions

This document has provided a high level introduction to the Framework, focusing on the reasoning behind the design choices. This reasoning is based on the drivers for more flexible and powerful workflow management systems, the combined prior-experience of the Project participants with agents and workflow, and the practical experiences obtained through application to the case studies. 

The Framework cannot be said to be complete. It has evolved continuously throughout the project which has resulted in different aspects being more mature than others. For example, the workflow engine has been successfully integrated and demonstrated on three different agent platforms, whereas the use of the cognitive PUA in a FIPA platform has been shown on paper only. Being based on two quite different case studies the Framework is neither too general nor too concrete. Further case studies would be required to fully determine its scope of applicability, and to understand what enhancements might be necessary to broaden its scope. 

Combining two complex subjects, agent technology and workflow management, the Framework is inevitably very complex. To help with this complexity, the Framework Specification document itself (Volume 2 of this Deliverable) should be enhanced to include documented example scenarios with source code extracts. This would help the conceptualisation process and reduce lead times. A specialised software development environment for the Framework would be extremely beneficial in hiding complexity and improving productivity.

Two fundamental areas need further investigation and enhancement: robustness and performance. The experiments involved small numbers of agents (i.e. less than 20 at most) and the scenarios did not cover all exceptional conditions. Nevertheless the Framework as it stands constitutes a far-reaching starting point to build upon and refine. 
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