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In this proposal, we begin with the current status on IPv6 testing. Following that, the proposed testing and porting plans are introduced. 

1 Current Test Status

UCL is setting up a GT3 test-bed on which a number of preliminary tests have been made.

GT3 is designed to work with Java SDK 1.3, which has no IPv6 support at all. As a baseline test we have successfully run GT3 on IPv4 with Java SDK 1.3.1.

We have begun testing GT3 with Java SDK 1.4.1 on Redhat(7.3 & 8.0) Linux. Java SDK 1.4 includes support for IPv6 in TCP- and UDP-based applications.

The GT3 Master Host Environment (MHE) provides access to OGSA services. On start up the MHE service container binds to an unspecific address on the standard port (8080). On a GT3 system running on JDK1.4.1 the HME listens on IPv6 and IPv4.
The initial tests were carried out on both the OGSA Service Browser GUI and command line based job submission. With the OGSA Service Browser, we successfully tested connections to the IPv6 loopback address and IPv6 global address. We tested the command line GramClient with the etc/test.xml file, which Globus project provides as an example. The test completed successfully when we submitted the Gram job with both IPv6 loopback address and IPv6 global address. However on both server side and client side IPv4 addresses are seen in some of the debugging output, and we are aware that not all connections use IPv6 at this moment. We are investigating the exact nature of the all connections made between the client and server processes. We know, for example, that the JDBC transactions are not currently IPv6 enabled as Postgresql requires an IPv6 patch, which is currently under investigation.

2 Globus Toolkit 3

2.1 Globus components

2.1.1 Security

Security mechanisms underlie the operation of Grid. These security mechanisms are provided by the Grid Security Infrastructure (GSI), which enables the use of certificates to provide authentication and authorization services. 
GSI is a library for providing generic security services for applications that will be run on the Grid. GSI provides programs to facilitate login to a variety of sites, while each site has its own flavour of security measures.
2.1.2 Resource Management

The first pillar of the Globus Toolkit provides Resource Management, which involves the allocation of Grid resources. It includes such packages as the Globus Resource Allocation Manager (GRAM) and Globus Access to Secondary Storage (GASS).

2.1.3 Information Services

The second pillar of the Globus Toolkit is for Information Services, which provide information about Grid resources. Such utilities include the GT3 Index Service.
2.1.4 Data Management

The third pillar of the Globus Toolkit is for Data Management, which involves the ability to access and manage data in a Grid environment. This involves such utilities as GridFTP and the Reliable File Transfer (RFT) service, which are used to move files between Grid-enabled devices.

2.2 Required Tools Used by the Globus Toolkit

2.2.1 Java Development Kit (JDK)

Description

Java SDK 1.3.1 is required. JRE works if don't need to build any source. User can also use the IBM JDK.

Java SDK “1.4 has been tested to work but requires some extra security configuration,” – Globus project. The security problem appears to arise because Sun packaged a beta of Xalan with Java SDK 1.4, but the xml-security package requires a stable version of Xalan (v 2.2.0 or later). To fix the problem, the stable version of xalan.jar needs to be installed into the $JAVA_HOME/jre/lib/endorsed directory.

2.2.1.1 IPv6 considerations

There is no IPv6 support within Java SDK 1.3 at all.

JDK1.4 provides IPv6 support [jdkv6]. Within Java SDK 1.4, the class java.net.InetAddress has two direct subclasses: java.net.Inet4Address and java.net.Inet6Address. They provide the support for IPv4 and IPv6 address. The InetAddress class uses the Host Name Resolution mechanisms to resolve host names to their appropriate host address type. Additionally there are various system preferences that can influence protocol preferences which may be set when JDK1.4 initialises. These may be used to influence the start-up behaviour of GT3.

2.2.2 Jakarta Ant
Apache Ant is a Java-based build tool. It is optional for running GT3 but required for development. Jakarta Ant 1.5 with optional.jar is required for source distribution, and recommended for binary distribution. For installation of GT3, Jakarta-oro.jar is need.

Jakarta ant is a high level build tool, which appears to be protocol independent.

2.2.3 Java DataBase Connectivity (JDBC) database

2.2.3.1 Description

A JDBC compliant database is required for use of Reliable Transfer Service (RFT) and Master Managed Job Factory Service (MMJFS). Currently this Postgresql is recommended.

2.2.3.2 IPv6 considerations

The JDBC transactions are not currently IPv6 enabled. Postgresql, which we used in our testbed, requires an IPv6 patch, which is currently under investigation.
2.2.4 Public-key Infrastructure (PKI)

2.2.4.1 Description

Public-key Infrastructure (PKI) is the combination of software, encryption technologies, and services that enables enterprises to protect the security of their communications and business transactions on the Internet.

2.2.4.2 IPv6 considerations

The PKI from University of Murcia’s supports IPv6. However Grid interfaces to it need to be investigated.

2.3 Optional Tools Used by the Globus Toolkit

· Apache Axis SOAP (distributed with GT3)

Apache AXIS is an implementation of the SOAP ("Simple Object Access Protocol") submission to W3C. It is essentially a SOAP engine - a framework for constructing SOAP processors such as clients, servers, gateways, etc. It also includes a simple stand-alone server, a server which plugs into servlet engines, tools for conversion between WSDL and java, and a SOAP monitor tool.

· Microsoft .NET (optional)

Microsoft's .NET has been argued as an important potential hosting environment for OGSA-compliant services. It is a set of Microsoft software technologies for connecting information, people, systems, and devices. It enables a high level of software integration through the use of XML Web services—small, discrete, building-block applications that connect to each other as well as to other, larger applications over the Internet.
· IBM Websphere (optional)

IBM's WebSphere e-infrastructure software will provide a robust reference implementation for the OGSA. IBM and Globus are working together to retool the Globus Toolkit to be Java 2 Enterprise Edition (J2EE) - compliant using IBM WebSphere as the reference application server.

IBM eServer hardware products are all being OGSA-enabled and will take advantage of WebSphere's cross-platform capabilities for executing distributed applications on a grid.

· Jakarta Tomcat (optional)
Tomcat is the servlet container that is used in the official Reference Implementation for the Java Servlet and JavaServer Pages technologies.
· IBM WSDL4J (distributed with GT3)
The Web Services Description Language for Java Toolkit (WSDL4J) allows the creation, representation, and manipulation of WSDL documents describing services. 
· Globus Java CoG Kit (distributed with GT3)
The Java (Commodity Grid) CoG Kit provides access to Grid services through the Java framework. There are a number of CoG kits becoming available providing other interfaces such as Python and CORBA.

2.4 GT3 API Analysis

2.4.1 Grid Security Infrastructure (GSI)
2.4.1.1 Description

The Globus Toolkit uses the Grid Security Infrastructure (GSI) for enabling secure authentication and communication over an open network [GSI]. GSI provides a number of useful services for Grids, including mutual authentication and single sign-on. GSI is based on public key encryption, X.509 certificates, and the Secure Sockets Layer (SSL) communication protocol.

GT2 used the Secure Socket Layer (SSL) protocol for its authentication and message protection. GT3, which is based on the emerging Web Services technologies and the Open Grid Services Architecture, leverages Web Services for these functions. GT3 implements a version of the Web Services SecureConversation protocol, which is an extension to WS-Security.

WS-Security based GSI over SOAP implementation using W3C XML Signature and Encryption and Java GSSAPI. In GT3, the SOAP layer security is based on WS-Security, XML Encryption and XML Signature standards.
2.4.1.2 GT3 implementation details

The Globus Toolkit is implementation of the GSI adheres to the Generic Security Service API (GSSAPI), which is a standard API for security systems promoted by the Internet Engineering Task Force (IETF). The GT3 security library is still accessible through the GSSAPI, as defined by RFC 2743 with extensions as defined by the Global Grid Forum GSS-extensions document. The following Java package provides most of the GSI functionality:

org.globus.gsi

2.4.1.3 IPv6 considerations

In RFC2743 the GSAPI uses the concept of channel bindings which are protocol independent as far as GSSAPI is concerned. The implementation of the communication channel lies in the GSI package at:

org.globus.gsi.gssapi.net

This utilises java socket calls which are protocol independent.

2.4.2  Grid Replica Management (GRM)

2.4.2.1 Description

Replica management is an important issue for a number of scientific applications. While data collections grow up to petabyte-level, it is likely that few universities, research laboratories or individual researchers will have sufficient storage to hold a complete copy. Instead, they will store copies of the most relevant portions of the data set on local storage for faster access. Replica Management is the process of keeping track of where portions of the data set can be found. It maintains a mapping between logical names for files and collections and one or more physical locations.
2.4.2.2 GT3 implementation details

So far, we don’t see GRM implementation in GT3. But we believe it will be included in later versions of GT3 since replica management is important in high-performance data grids. In GT2, replica management implementation involves a software API an associated library, and a command-line tool providing the same functionality. All of which were in standard C.

2.4.3 Grid Index Information Service (GIIS)

2.4.3.1 Description

The Grid Index Information Service (GIIS) provides a means of knitting together arbitrary GRIS services to provide a coherent system image that can be explored or searched by grid applications. GIISs thus provide a mechanism for identifying "interesting" resources, where "interesting" can be defined arbitrarily. For example, a GIIS could list all of the computational resources available within a confederation of laboratories, or all of the distributed data storage systems owned by a particular agency. A GIIS could pool information about all of the grid resources (computation, data, networks, instruments) in a particular research consortium, thus providing a coherent system image of that consortium's computational grid.

As part of this information infrastructure, the Index Service uses an extensible framework for managing static and dynamic data for Grids built using the Globus Toolkit 3.0. The functionality provided includes the following:

· Dynamic service data creation and management via information provider programs

· Aggregation of service data from multiple instances

· Registration of Grid service instances
There are two ways in which you can access the service data aggregated by the Index Service: The GT3 Service Data Browser and the findServiceData command.

2.4.3.2 GT3 implementation details

The interfaces and functions most relevant to the Index Service can be summarized as follows: Factory, Grid Service Handle (GSH), Grid Service Reference (GSR), Query, Registry, and Notification.

2.4.3.3 IPv6 considerations

Since GIIS is mostly internal information search, it is a high level API and appears to be largely IP independent.

2.4.4 Grid Resource Allocation Manager (GRAM)

2.4.4.1 Description

Grid Resource Allocation Manager (GRAM) is the lowest level of Globus resource management architecture. GRAM allows user to run jobs remotely, using a set of WSDL/OGSI client interfaces for submitting, monitoring, and terminating a job in GT3.
2.4.4.2 GT3 implementation details

The following Java package provides most of the GRAM functionality:

org.globus.gram

2.4.4.3 IPv6 considerations

We have tested on GRAM command line client. We successfully used global IPv6 address to submit GRAM job. However, we monitor the network traffics during our test. We found out it was not pure IPv6 communication. The transaction begins over IPv6 then various subsequent connections are made over IPv4.

2.5 GT3 Specific Protocol Analyses

2.5.1 GridFTP/RFT

2.5.1.1 Description

The Reliable File Transfer (RFT) is an OGSA based service that provides interfaces for controlling and monitoring 3rd party file transfers using GridFTP servers. GridFTP is based on the FTP protocol [RFC 959] and provides a file transfer service with linked with grid security mechanisms.

2.5.1.2 GT3 implementation details

GT2 has a standard C version GridFTP, which is not OGSA-compliant. So far, GridFTP is not included in GT3 yet. But the Globus is under working the Java GridFTP APIs. The following Java package provides most of the FTP functionality currently available:

org.globus.ftp

2.5.1.3 Protocol dependencies

GridFTP is largely based on the FTP protocol [RFC 959]. The specification for the File Transfer Protocol assumes that the underlying network protocol uses a 32-bit network address (specifically IP version 4). See next section for details on tackling IPv6 considerations.

2.5.1.4 IPv6 considerations

Since GridFTP is largely based on FTP [RFC959] the considerations in RFC2428 should be taken into account. In this specification, the FTP commands PORT and PASV are replaced with EPRT and EPSV, respectively. These dependencies are noted in the GridFTP working drafts [gftp].

2.5.2 Secure Grid Naming Protocol (SGNP)
2.5.2.1 Description

SGNP provides a mechanism for "Naming" of Grid resources. It defines a scheme that assigns "logical" and thus location-independent names to Grid resources. The scheme obviates the need for authentication of two Grid resources via a trusted third party. The logical name is a combination of the identity and security information of a Grid resource.
2.5.2.2 GT3 implementation details

The Secure Grid Naming Protocol (SGNP) has been proposed to the Grid Forum to alleviate the location-dependency and security problems that arise with GSH and HandleMap service of OGSA.

2.5.3 Grid Resource Allocation Agreement Protocol (GRAAP)

2.5.3.1 Description

Grid Resource Allocation Agreement Protocol addresses the issues between a Super-Scheduler (Grid Level Scheduler) and local Schedulers necessary to reserve and allocate resources in the Grid as a building block for this service.
2.5.3.2 GT3 Implementation details

As it is still a working item within the GGF Grid Resource Allocation Agreement Protocol Working Group we cannot give implementation details or investigate IPv6 considerations here.

2.5.4 Grid Resource Registration Protocol (GRRP) and Grid Resource Inquiry Protocol (GRIP)

2.5.4.1 Description

Grid Resource Registration Protocol (GRRP) and the Grid Resource Inquiry Protocol (GRIP) provide for soft-state registration and resource discovery and are used to construct the Monitoring and Discovery Service. These protocols are both embedded into the Lightweight Directory Access Protocol (LDAP).

Grid Resource Registration Protocol is used to notify aggregate directory services of the availability of information about entities, while GRIP is used to access this information.
2.5.5 Service Negotiation and Acquisition Protocol (SNAP)

2.5.5.1 Description

Service Negotiation and Acquisition Protocol provides lifetime management and an at-most-once creation semantics for remote Service Level Agreements (SLAs). The result is a resource management framework for distributed system, which is more powerful and general than current approaches.
2.5.5.2 Implementation details

As it is still a working item within Globus we cannot give implementation details or investigate IPv6 considerations as yet.

2.6 GT3 Generic Protocol Analyses

2.6.1 HyperText Transfer Protocol (HTTP)

2.6.1.1 Description

The Hypertext Transfer Protocol (HTTP) [RFC 2068] is an application-level protocol for distributed, collaborative, hypermedia information systems. It is a generic, stateless, object-oriented protocol which can be used for many tasks. A feature if HTTP is the negotiation of data representation, allowing systems to be built independently of the development of new advanced representations. HTTP is used to transport a variety of types of data. In the case of GT3, transport of SOAP and XML are of particular interest.

2.6.1.2 GT3 implementation details

The following Java package provides most of the HTTP functionality:

org.globus.util.http

However HTTP underlies a large part GT3 (e.g. SOAP etc) so it is difficult to compile a comprehensive list of relevant files. HTTP is also implemented as part of the JDK.
2.6.1.3 IPv6 considerations

When IPv6 addresses are used in Uniform Resource Identifiers (URIs) the literal format for IPv6 addresses as described by RFC 2732 should be supported.
2.6.2 Lightweight Directory Access Protocol (LDAP)

2.6.2.1 Description

The Lightweight Directory Access Protocol (LDAP) [RFC2251] is designed to provide access to directories supporting the X.500 models. This protocol is specifically targeted at management applications and browser applications that provide read/write interactive access to directories. When used with a directory supporting the X.500 protocols, it is intended to be a complement to the X.500 DAP. The services may be stand-alone or part of a distributed directory service.
2.6.2.2 GT3 implementation details

The Monitoring and Discovery Service (MDS) restricted clients to queries using the LDAP protocol, which has a fairly restrictive query language.

The OGSI core in GT3 will provide a generic interface for mapping Service Data queries and subscriptions for Service Data notification to service implementation mechanisms. In essence, this subsumes the role of the GRIS backend server module in MDS, while relying on more basic OGSA binding mechanisms for secure access to the query interface in place of the GSI-enabled LDAP protocol.

2.6.3 Extensible Markup Language (XML)

2.6.3.1 Description

The Extensible Markup Language (XML) is a subset of SGML. Its goal is to enable generic SGML to be served, received, and processed on the Web in the way that is now possible with HTML. XML has been designed for ease of implementation and for interoperability with both SGML and HTML. XML is standardised [XML00] by the W3C.

2.6.3.2 GT3 implementation details

The following Java package provides some of the XML functionality:

org.globus.xml

However XML is used throughout GT3, and is also supported within the JDK, so it is difficult to compile a comprehensive list of relevant packages.

2.6.3.3 IPv6 considerations

XML is a high level language which is largely IP protocol independent.

2.6.4 Simple Object Access Protocol (SOAP)

2.6.4.1 Description

Simple Object Access Protocol (SOAP) is a lightweight protocol for exchange of information in a decentralized, distributed environment. It is an XML based protocol that consists of three parts: an envelope that defines a framework for describing what is in a message and how to process it, a set of encoding rules for expressing instances of application-defined datatypes, and a convention for representing remote procedure calls and responses. SOAP can potentially be used in combination with a variety of other protocols.

2.6.4.2 GT3 implementation details

SOAP/WSDL acts as the routing system to find the grid-computing cluster and best determine which cluster should be used. SOAP is largely used in GT3 as a communication protocol.

2.6.4.3 IPv6 considerations

The use of IP addresses in Uniform Resource Identifiers (URIs) [RFC2396] should be avoided whenever possible [RFC1900]. However, when used, the literal format for IPv6 addresses in URIs as described by RFC 2732 should be supported.

2.6.5 Web Services Description Language (WSDL)

2.6.5.1 Description

Web Services Description Language (WSDL) is an XML format for describing network services as a set of endpoints operating on messages containing either document-oriented or procedure-oriented information. The operations and messages are described abstractly, and then bound to a concrete network protocol and message format to define an endpoint. Related concrete endpoints are combined into abstract endpoints (services). WSDL is extensible to allow description of endpoints and their messages regardless of what message formats or network protocols are used to communicate. WSDL is being standardised by the W3C [WSDL].

WSDL does not introduce a new type definition language. WSDL recognizes the need for rich type systems for describing message formats, and supports the XML Schemas specification (XSD) as its canonical type system. However, since it is unreasonable to expect a single type system grammar to be used to describe all message formats present and future, WSDL allows using other type definition languages via extensibility.

WSDL defines a common binding mechanism. This is used to attach a specific protocol or data format or structure to an abstract message, operation, or endpoint. It allows the reuse of abstract definitions. In addition to the core service definition framework, there are specific binding extensions for the following protocols and message formats: SOAP 1.1,  HTTP GET / POST, MIME.

2.6.5.2 GT3 implementation details

SOAP/WSDL acts as the routing system to find the grid-computing cluster and best determine which cluster should be used.

GRAM allows user to run jobs remotely, using a set of WSDL/OGSI client interfaces for submitting, monitoring, and terminating a job.
The following Java package provides some of the WDSL functionality:

org.globus.ogsa.wsdl

However IBM’s WSDL4J package also provides WSDL support.

2.6.5.3 IPv6 considerations

In GT3 WSDL is transported using SOAP on HTTP. All the IPv6 considerations for SOAP and HTTP must be extended to WSDL.

When working with WSDL, Uniform Resource Identifiers (URIs) are used. Currently IP addresses appear to be utilised when services are advertised. For protocol independence hostnames should be used instead. Configuration of preferences or policies are necessary to provide GT3 with mechanisms to control protocol choices.

2.6.6 Transfer Layer Security (TLS)

2.6.6.1 Description

Transfer Layer Security [RFC2246] (based on version 3 of Secure Sockets Layer) protocol enables application level encrypted communications between two nodes. The protocol is composed of two layers: the TLS Record Protocol and the TLS Handshake Protocol. At the lowest level, layered on top of some reliable transport protocol (e.g., TCP), is the TLS Record Protocol.
2.6.6.2 GT3 implementation details

OGSA provides two different GSI implementations.  One is based on message-level security, and the other on transport-level security, as known from Version 2 of the Globus Toolkit (GT2). Transport-level security is supported in order to be backwards compatible with GT2, and also to simplify integration with hosting environments without message-level security support. GSI defines protocols for mutual authentication, credential delegation, proxy signing, message protection, and authorization, and typically sits on top of a Secure Sockets Layer/Transport Layer Security (SSL/TLS) implementation. The “httpg” embodies HTTP over TLS [httpg] which is implemented by:

org.globus.net.protocol.httpg
2.6.6.3 IPv6 considerations

TLS is largely protocol independent as it uses an externally supplied transport mechanism. 

2.7 Protocol dependencies

The following figures give us a general view of Globus protocols and their relationship to external systems:
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Figure: The layered Globus architecture
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Figure: Open Source OGSA Technology

3 Test Scenarios and Code Porting

The following scenarios will be tested in our UCL GT3 testbed. According to the details of our testing feedback, the code porting will be made in order to lead us to final IPv6-enabled OGSA.

3.1 Testing Platform

3.1.1 Set up of Testbed

While there are many large Globus systems in operation – most are IPv4 only. We propose to set up at UCL a system with around 10 nodes, running a mixture of IPv4 only, IPv6 only and dual stack. This would allow all the necessary combinations of inter-working between Globus implementations with different network support. The testbed can be made available to any group concerned with the porting activity.

While many Globus implementers will not be short of platforms to use they might still appreciate access to such a test-bed which would not require them to set an IPv6 infrastructure first.

3.1.2 Choice of Platforms

For the time being, we would propose to restrict ourselves to the LINUX/PC platform. We would not currently propose to port the system to a variety of platforms. Once the system was working, we would investigate whether use of other platforms would cause a major problem.

3.1.3 IPv6 test scenarios

Any external tools such as postgresql, requiring IPv6 patches will be setup and tested. 

Two approaches are being taken – firstly the ‘top down’ approach where protocols are analysed as covered in this document. Secondly the ‘bottom up’ approach where we monitor all the data traffic between nodes to find out exactly which protocols are involved.

Initial testing will involve the use of the simple tests provided by the Globus group. We will then also test systems with externally developed GT3 services.

 The following network test scenarios are proposed:

· IPv6 and IPv4 testing: Initially systems will be tested on dual stacks systems to ascertain which parts of GT3 require IPv4, allowing progression to IPv6 only environments.

· IPv6 only testing: Test and attempt to run IPv6 only systems - The required modifications will be derived from the bottom-up and top down analyses. This also includes investigation of operation over various transitional approaches such as IPv4-mapped-IPv6 addresses.

· IPv6 and IPv4 operation: Configuration options to allow IP family or IP priority choice will be investigated – certain protocols may require additional options for such support.

· Further testing of GT3 using other Java service container environments.

3.2 Code porting

Currently IPv4 addresses are involved in communications within GT3 between various modules and components. And a few IPv4 addresses are used in the current default configuration of GT3. So far, though we successfully tested GT3 working with global IPv6 addresses, it is not pure IPv6 communication. When we started our client-server communication with IPv6 addresses, there are still many network packages (around 70 percent) still in IPv4. Currently the service container (server side) cannot be started in IPv6-only environment – this is under investigation.

As a result of iterative tests and protocol analyses the IP protocol independent porting in GT3 will be carried out. The IPv4 addresses, which are used in the current default configuration of GT3, will be replaced with hostnames. All IPv4 specific coding in GT3 will be modified to IP protocol independent coding.
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