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Abstract: The interoperability of electronic identities within EU is an open issue. The existing identity management solutions in member states have not been developed from the interoperability perspective. In this paper, we explain Austria’s approach in incorporating foreign identities in its e-government system. Further, we practically demonstrate this approach by performing an experiment in which we have successfully incorporated the electronic identity cards of a few member states in the Austrian e-government system. 

1 Background:

Forming an information society is at the top of the agenda for most of the member states  in European Union (EU). Member states are trying to provide the infrastructure for developing modern public services and a dynamic environment for e-business through widespread availability of broadband access and a secure information infrastructure. One of the hot issues related to the formation of an information society is to provide electronic government services to the citizens, a concept called e-government. However, e-government demands an almost fool proof method to identify and authenticate each and every citizen. This brings the issue of electronic identification of citizens (e-ID). The use of e-ID is not only limited to e-government but also encompass e-payment, e-healthcare and e-transport etc. In the future, an e-ID can be used to vote or declare your taxes via the Internet, a health insurance card or a purse for securely paying online, and more. After meeting certain requirements, such an e-ID will also offer the option of electronic signature which is equivalent to handwritten signature as per the Electronic Signature Directive [1].
The definition of e-ID as given by the Electronic Identity White Paper [2] is "A smart card based token, containing private keys and corresponding public key certificates. Optionally, the card may also incorporate a visual identity document."  In the context of Austrian e-government, it is not necessary that this token has to be a smart card. Any signature creation device for e.g. a USB stick, a smart card, a cellular phone, or any new technology emerging in future, with or without a visual identity can be used as an e-ID as long as it meets the requirements of advanced electronic signature as defined in EU Directive. Thus we modify the definition of e-ID as “Any electronic signature creation device, containing private keys and corresponding public key certificates”.
Since the foundation of European Union the barriers on travelling, trading, working, and settling down in any member state have been removed and an atmosphere of homogeneity out of the heterogeneity of member states is being created for the 456.8 million people. In order to achieve this homogeneity, projects related with different fields of life are planned and executed. However, in the field of e-ID interoperability much work still needs to be done. The citizen of a member state in EU uses his e-ID card in his country for identification, authentication and electronic signatures, and enjoys the electronic services provided by his government and private sector. The dilemma is, however, that he loses almost all of these privileges as soon as he enters another member state which is also a part of EU. This happens because the electronic identification system in one member state does not recognize the e-ID issued by another member state. This is a situation which is neither convenient nor desirable for a citizen or a business. An ideal situation would be that a citizen of member state A may travel to any other member state B and shall be able to use his e-ID for any service as if he is in his own country.  Even better, if the citizen of member state A being stationed in his own country can enjoy the online services provided by another member state without having any difficulty in proving who he his. This is a dream yet to come true. This is why the interoperability of such an electronic identification system is very important and with this perspective we have tried to find a solution which can address the short comings of currently used systems. 

2 Introduction:

In recent years we have seen a number of member states making significant progress in equipping their citizens with an electronic identity. Finland is the pioneer in this respect, who issued the first e-ID card in December 1999. Italy followed this new concept by issuing its Carta d'Identità Electtronicà (Electronic Identity Cards) in March 2001. By 2004, Belgium and Estonia also rolled out e-ID cards to their citizens. Austria, Sweden and Spain have also made significant progress in building up the infrastructure for widespread usage of e-ID. In the present situation where some member states have already rolled out e-ID cards and some others are planning to do it, one can observe that while developing individual systems in member states, interoperability of the e-ID has not been given much importance. In recent years, however, there has been significant effort to address the issue of interoperability.
Understanding the strong demand for this technology that can provide trust and security to all sorts of Europe-wide transactions, various organizations across Europe are making efforts to solve this issue of interoperability at political, legal and technological fronts. EUCLID (European initiative for a Citizen digital ID solution) [2], eEpoch [3], eESC (eEurope Smart Card Initiative) [4], PRIME (Privacy and Identity Management for Europe) [5] and GUIDE [6] are the main organizations working in this domain. Another project for demonstrating interoperability is in progress between the Population Registry Centre (Finland) and AS Sertifitseerimiskeskus (Estonia). These projects vary in scope, spanning from projects including two member states to others that include test sites in several member states. In addition to these projects, the European Electronic Signature Standardisation Initiative (EESSI) has been launched in 1998 under the umbrella of the Information and Communication Technologies Standards Board (ICTSB). Within EESSI, the European Committee for Standardization - Information Society Standardization System (CEN/ISSS) and the European Telecommunications Standards Institute (ETSI) have developed several standards on technical requirements for signature creation devices and systems, technical and organisational requirements for certification service providers, and formats for electronic signatures or digital certificates. Thus there is significant ongoing effort to provide an interposable e-ID solution for Europe.

This paper is a continuation of the efforts as mentioned above to resolve the issue of interoperability. We have structured this paper to first introduce the reader with the Austrian electronic identification concept. Thus, in section 3 we discuss the unique identification number and its storage on the e-ID card in the form of a derivative called Source PIN (sourcePIN). Moreover, we introduce how a sector specific derivate called the ssPIN is generated from this sourcePIN which is then used in communication with online government services. In section 4 we explain the Austrian Citizen Card Concept and how it is implemented by the Bürgerkarte i.e. the Citizen Card. Further, we describe the process of creating an Identity Link by the combination of sourcePIN and the public key. In order to incorporate foreign e-IDs in Austrian electronic identity management system, in the following section we give the basic requirements as set in the Austrian law. In section 5 we demonstrate our experiment of integrating the e-IDs of Finland and Italy in the Austrian e-government system. Finally conclusions are drawn and we make few recommendations for IDABC.  

We have limited our discussion to the countries within EU, although our solution is scalable and in future we may extend it to include other countries as well. Although an e-ID from a member state once embedded in the Austrian e-ID management system can be used both in public and private sector, yet we have performed our experiment and discussed its application mainly from the Austrian e-government prospective. As we have defined earlier, the Austrian e-ID concept is not associated with a specific type of card issued by government or private sector, but can take different forms viz. smart card, mobile device, USB token etc., provided it fulfils the requirements of Advanced Signature Creation Device as given by the EU Directive. 
3 The Austrian Electronic Identification System 
Before elaborating our project any further, we give a little introduction of the Austrian electronic identification system. It is based on the so called Citizen Card Concept [7] which makes use of electronic signatures. Since the European Electronic Signature Directive was adapted by an Austrian law on electronic signatures [8], the electronic signature is legally accepted as an equivalent to a handwritten signature in Austria as well. Thus, Citizen Cards are on the one hand ordinary signature creation devices regarding this legal context. On the other hand, a Citizen Card contains an electronic assertion (i.e. an XML-document signed by a governmental authority, the so called Identity Link) binding the citizen’s public key to a unique governmental identification number, the so called Source Personal Identification Number (sourcePIN). That is what makes a Citizen Card different from an ordinary signature card.

The following sections give an overview on the Austrian e-ID and on the Austrian Citizen Card Concept in particular.
3.1 The Source PIN (sourcePIN)

Austria established its Central Residents Register (CRR) in 2002. Every citizen in Austria is registered in CRR and is assigned a unique personal identification number (PIN) the so called CRR-number. Furthermore, for legal persons similar registers have been established. For e.g. for companies the Register of Company Names, for associations the Register of Associations etc. have been established. Any other person or entity which does not fit in the registers mentioned above will be registered with the Supplementary Register (SR). As a result, any person or entity in Austria will get a unique PIN. However, in order to explain the principle of the electronic identification system we are considering the case of only natural persons.

For privacy reasons the base register numbers, the CRR number or SR number respectively, are not used as the unique identification number in Austrian electronic identification system. Especially the CRR number and the SR number are never used for this purpose. Instead, a specially derived number called the Source PIN (sourcePIN) is introduced as the base unique identifier for identification in an electronic transaction.

In Austria a central governmental department, the so called Source PIN Registration Authority, is the only department allowed to create these sourcePINs. The creation of sourcePIN is done by adding a secret seed-value to the base number (CRR or SR number in the case of natural persons) and by applying a cryptographic encryption (3DES) using a secret key. The main steps for the sourcePIN-creation of a natural person based on the CRR number or SR number is given in figure 1.
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Fig. 1: Source PIN generation
The sourcePIN thus created must be kept under the sole control of the person it belongs to. It is prohibited by law, for privacy reasons, to store the sourcePIN in any other place. Even the issuing Source PIN Registration Authority is not allowed to hold a copy of the sourcePINs created.

3.2 The Sector Specific PIN (ssPIN)
In order to further protect the privacy, the derived sourcePIN is also not used for the identification purpose. Instead of using the sourcePIN in different governmental applications, we use several derivations of the sourcePIN, the so called Sector Specific PIN (ssPIN). 

Each governmental sector (i.e. different areas of the public administration) is assigned a specific alphanumeric code. For each of these sectors, using the specific alphanumeric code, the Austrian e-ID concept foresees a separate unique identifier, which is called the Sector Specific PIN. The ssPIN is created by combining the sourcePIN with the sector specific alphanumerical code and then applying a cryptographic one way function, a Hash-function, to the result. Different ssPINs are thus generated for each governmental department based on the unique sourcePIN of a person. Each of these ssPIN is different and due to the application of one way function it is neither possible to calculate the underlying sourcePIN nor any other sector’s ssPIN from a given ssPIN. In figure 2 the basic steps of the ssPIN creation process are illustrated.
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Fig. 2: Workflow to create ssPINs based on a given sourcePIN; 
it is neither possible to calculate the underlaying sourcePIN
 nor any other sector’s ssPIN from a given ssPIN
4 The Citizen Card Concept

The Citizen Card Concept is the technological framework for the Austrian e-ID concept. It is used for the electronic identification and authentication of citizens. For authentication issues, the Citizen Card Concept makes use of electronic signatures according to the European Directive on Electronic Signatures and the Austrian Signature Law respectively. Thus, the basis for a Citizen Card following this concept is a secure signature creation device. Moreover, in order to use the functionalities of e-government applications, the Citizen Card Concept defines a very abstract interface, the so called Security Layer [9]. By using the abstract Security Layer commands, applications can initiate the creation of electronic signatures by the use of the underlying signature creation device. Since the Security Layer is very abstract, therefore there is no technological limitation for the technical realisation of the Citizen Card Concept. Such an implementation can be built up by the use of smart cards, but can also be realized using any other technical device which fulfils the requirements given in the concept, i.e. the requirements for the secure signature creation device. In the rest of this paper, an implementation of the Citizen Card Concept is denoted as Citizen Card Environment (CCE).

For identification purposes the Citizen Card Concept makes use of the sourcePIN as defined before. In order to authenticate a citizen in relation to the sourcePIN, the so called Identity Link is introduced. The Identity Link is a data structure that combines the sourcePIN of the citizen with the public key used for electronic signature. The Identity Link is signed by the Source PIN Registration Authority to endorse its authenticity. By the use of the Identity Link it is possible to create the relation between an electronic signature and the claimed identity. To do so the verifying application has to prove the electronic signature created by using the citizen card with the public key wrapped in the Identity Link. If the public key can be mapped to the electronic signature, the electronic signature can be considered as a proof of authenticity. In other words, it can be strongly assumed, that the person who posses the signature creation device (i.e. the citizen card) and knows the secret PIN to create signatures with it, is the person described in the Identity Link.

From the principle, an Identity Link is similar to a digital certificate for electronic signatures. In contrast to a certificate, the Identity Link contains the sourcePIN which remains the same for a citizen throughout his lifetime, which cannot be guaranteed for the serial number of the digital certificate.

The Identity Link is one of the few places where the sourcePIN is stored since the Identity Link itself is securely stored in the CCE thus it is under the sole control of the citizen. Storing the sourcePIN in the citizens’ digital certificate for electronic signatures directly is not possible, since certificates have to be publicly available for signature verification purposes, but the sourcePIN has to be kept secure and secret.

5 Integration of Foreign Electronic Identities
The Austrian E-Government Act defines two qualities of identities, as follows [10]:
Unique identity: designation of a specific person by means of one or more features enabling that data subject to be unmistakably distinguished from all other data subjects

Recurring identity: designation of a specific person in a way which, while not ensuring unique identity, enables this person to be recognised by reference to a previous event, such as an earlier submission;
As described before, the sourcePIN is a unique identity in the meaning of the E-Government Act. In contrast to this, a recurring identity has not to provide unique identification throughout a citizen’s lifetime. Thus, a recurring identity can be assigned to persons not registered with one of the Austrians base registers as well, i.e. citizens of other member states. The basis for creating a recurring electronic identity are data which at least guarantee that the person associated with these data can be repetitively recognised according to [10]. Especially in the case of foreign e-IDs, the unique identification number used in a foreign e-ID fulfils this requirement thus can be used. In other words, the unique PIN of a foreign e-ID is used to create a substitute for the sourcePIN—the so called substitute sourcePIN (subsourcePIN).

In addition to the requirements for the foreign unique identification number, the foreign e-ID itself has to make use of electronic signatures according to [1] as required by the Austrian Citizen Card Concept. However, a recurring identity is created in form of an Identity Link combining the subsourcePIN and the public key of the underlaying electronic signature. The Identity Link thus created can be used in Austrian e-governmental applications as recurring identity similar to an ordinary Identity Link of an Austrian citizen.

From the technical point of view, the foreign e-ID and the underlaying signature creation device—i.e. smart card—has to be integrated into a Citizen Card Environment (CCE) which then allows using the foreign e-ID by the use of the abstract Security Layer interface. The Identity Link containing the recurring identity created is also stored in such a CCE. Furthermore, the CCE must be able to integrate the foreign signature creation device from the technical point of view, which is not a big issue since many signature creation devices—e.g. smart cards—make use of standardized interfaces such as PKCS#11.
5.1 Integrating Finish and Italian e-ID

As a case study, we have integrated the e-IDs of Finland and Italy following the principle described above. Both, the Finish and the Italian e-IDs, make use of electronic signatures according to [1]. Thus, these e-ID systems follow suit the requirements of the Austrian Citizen Card Concept.

To integrate these foreign e-IDs, from the technical point of view, we have developed a new prototype of a Citizen Card Environment. This new prototype enables us to incorporate arbitrary signature creation devices through the standardized PKCS#11 interface. Since both the Finish and the Italian e-IDs support the PKCS#11 interface, our prototypical Citizen Card Environment is able to integrate both of them seamlessly.

From the point of view of identification, substitute sourcePINs (subsourcePIN) are required for the foreign e-IDs. In the case of the Italian e-ID it takes the tax number assigned to every Italian citizen as a unique personal identification number. Therefore, according to the regulations of the Austrian E-Government Act, we used this tax number as the basis for a subsourcePIN for the creation of a recurring identity. The Finish e-ID does not provide any similar unique identifier, so we have to use the serial number of the digital certificate for electronic signature as the basis for a subsourcePIN. Since we do not create a unique identity it is not required that the subsourcePIN remains the same for persons throughout their lifetime. For recurring identities even the e-Government Act allows explicitly to use the serial number of digital certificates as the basis for the subsourcePIN. 
The process of creating the subsourcePIN for the Finish and the Italian e-ID is depicted in figure 3. Since the tax number and the certificate’s serial number are not secret a recurring identity, the subsourcePIN respectively, could be created by anybody. Thus due to privacy reasons the creation of the subsourcePIN is mainly done by applying a keyed hash-function (HMAC). The key used is kept secret by the issuing authority—the Source PIN Registration Authority. As a result, it is neither possible to calculate the base identification number from a given subsourcePIN nor to create a subsourcePIN without knowing the secret key.
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Fig. 3: The derivation of the Substitute Source PIN  (subsourcePIN)
 in the case of the Finish and Italien e-ID

The subsourcePINs thus created are treated like other sourcePINs. They are also wrapped into an Identity Link combining the public key of the electronic signature with the subsourcePIN created. The subsourcePIN inside the Identity Link is marked as a recurring identity; the whole Identity Link is signed by the issuing authority. Thus, by the use of the so created Identity Link, based on foreign e-ID and by the use of our prototypical Citizen Card Environment, the citizens of Finland and Italy could access all Austrian e-government services requiring recurring identities.

In the course of a proof of concept, we developed a web service which offers the possibility to request for an Identity Link based on a subsourcePIN generated by using a foreign citizen card. Therefore, the user is asked to request for getting an Austrian identity based on a subsourcePIN. This request has to be signed using their qualified certificate. After verifying the signature, the service uses the certificate coming along with the signature to gain all necessary data in order to generate a subsourcePIN. Finally, the subsourcePIN thus created is wrapped into an Identity Link which is then stored in the Austrian Citizen Card environment, e.g. our prototypical CCE mentioned above. As a result, the requester is enabled to use e-governmental applications with the Austrian e-ID just having been created.
6 Conclusion:

Our project has proven the concept of interoperability using the e-ID systems of Austria, Finland and Italy. We have demonstrated that using a simple approach we can incorporate the e-ID of one member state into the e-ID system of another member state. Each card that achieves sufficiently secure electronic signatures is suitable for the Citizen Card Concept. The Austrian signature law equally applies to e-commerce and e-government. The cards that are used for e-commerce solutions, and are consistent with the principles of the Citizen Card Concept in this context, can likewise be used in e-government. In this manner a citizen can benefit from any e-government service of any member state using his e-ID for identification, authentication and electronic signatures. Our solution will also encourage citizens across Europe to possess an e-ID as it will open a door to new services provided in other member states which were previously not available to citizens living in a particular member state. Such a solution will also bring huge savings to member states in the domain of time, transportation, issue of permits etc. as it will reduce the paper work that was being done in the past because of inexistence of interoperable e-ID solutions. Our project will also offer an opportunity for businesses to expand their clientage as now businesses can be sure of their client’s identity.  
The project presented in this submission is not only a theoretical work but also a report of a successful implementation. Within the next few months it will be possible to use foreign e-IDs using our approach with Austrian e-governmental services. We plan to incorporate the e-ID cards issued by other member states in the Austrian e-government; however the availability of relevant knowledge base and software remains a bottleneck. 

There are a number of projects going on in EU which are working to find an interoperable solution for a pan European e-ID. In brief, the scarcity of information about the e-ID projects in member states is a serious bottleneck. Some member states have websites relevant to e-ID projects but many of them offer contents only  in the national language. Further, these websites mainly provide general information about their projects. Even if some technical information is available on the websites, it’s again only in the national language. Lack of information about the specific e-ID project implementation of a member state does not help other member states to find an interoperable solution. In our view, IDABC can run a project that collects information from all the member states on the e-ID projects and provide it on a central portal. Such a portal shall hold the details and links of the e-ID projects in each member state. It should also offer contact information of the relevant people so that policy makers and developers can share important information. IDABC can then ensure that every member state updates this portal frequently and keeps it current. 
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