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Abstract
Homeland security has assumed a lot of importance in the past few years.  Terrorist attacks have urged the government come out with a security framework that tries to prevent such things from happening in the future. As a trial, independent systems have been used to aid security officials in tracking and screening people who enter United States and locate their whereabouts to identify possible chances of malicious intent. A homeland security framework that encompasses multiple systems working in tandem, each catering to a different stage in security is needed. The paper describes a suggested framework for homeland security that includes CAPPSII and NIMD systems linked to the government and commercial databases and federal information to identify security threats. The paper raises issues of trust and access control related to this system and suggests trust model and tools to alleviate these problems. The paper suggests access control techniques that can be applied to the framework. The paper also raises some open issues related to such a security framework
Introduction
In the wake of the heinous acts on September 11 homeland security has assumed far greater importance in the past few years. There is now a concerted effort to improve the security of the country by identifying and then tracing and tracking the people whom the security services believe are a threat to the country. This is a fairly daunting task and requires a complicated security framework to be set up.  The process involves the pre screening of the people even before they enter the country. On entry into the country the names of the people are entered into an immigration database and this is used to track and trace the peoples’ whereabouts in the country. During the pre and the post screening process the security framework is used to build a personal profile about each person. This involves intelligence and information gathering about the person from various sources. Information can be obtained about the persons past and current actions, his whereabouts etc. Bank records and other official information may be scrutinized. Getting information about people in this manner is not an easy task. Not all information about a person is present in a single database. Different sources and information agents need to be contacted for this purpose. There are lot of trust security and privacy issues associated with information gathering. Some of the issues are listed below

How do we trust the source of information? We may not always know firsthand about the source. He may have been recommended by another person known to us. So in this case how much do we trust the source?

Intelligence gathering is through a network of informants. So how do we build such a network? This network is essentially based on the trust that the sources have for each other. So essentially, the problem boils down to establishing a trust network or a chain of trust. 

The established trust network can deteriorate over time as sources can get compromised. How long do we retain the established trust in the source, before we try to vet the source again? 

Many a time information may be provided by the source on condition of anonymity. If so how do we protect the source by not revealing his name but at the same time be sure that the information is authentic?

Once this database is built, arises the question of how do we secure the database? What are the access control measures that we need to apply on the database? Intelligence about a person is not necessarily just textual information. There may be photographs, audio and video footages. So how do we secure all these information? How do we apply security levels to these data types?

One of the moral issues that need to be addressed is whether the building of such a database is an encroachment into the privacy of a person? Will such a database be unfair to people who have no malicious intentions?

As a part of the immigration framework, a system that prescreens the people before they enter the country called CAPPSII (Computer Aided Passenger Prescreening System) has been introduced. This system tries to gather information about the people and based on the obtained information provides a security rating for these people. After entering the country the people are entered into specific databases for example the SEVIS database for students. The NIMD system tries to access massive amounts of data from various sources and analyze this data to identify unusual occurrences that might be due to malicious intent. 
The goal of this paper is to propose a security framework that incorporates CAPPS II , with SEVIS and Cyber terrorism tracking system (NIMD) working in tandem with CAPPS II to provide a comprehensive tracking system for homeland security. The paper will also suggest tools that will improve the security, trust and access controls in information gather and analysis for the CAPPSII and the NIMD system.

The first section of the paper provides the overall architecture of the CAPPSII system. The second section covers the SEVIS system and the issues related to this system. The third section of the paper talks about the Cyber Terrorism system (NIMD). The fourth section covers the type of trust models that can be used when gathering information about people and the issues related to this aspect in general and in particular in the CAPPSII and NIMD systems. The fifth section of the paper covers the access control issues related to CAPPSII the SEVIS database and NIMD. Finally, we will provide a conclusion and highlights the issues that need to be addressed with regard to this framework.  

CAPPS II

Since the terrorist attack on September 11th, the US government has established the Transportation Security Administration (TSA) to oversee the security of the transportation system in the US. TSA have implemented a lot of programs to improve security, such as installing explosives detection systems and substantially expanded the Federal Air Marshal Service. [1] To further increase the security of flying, TSA is developing the CAPPS II. CAPPS II stands for Computer Assisted Passenger Pre-screening System. The system originates from the original CAPPS I system and is use to determine whether a person seeking to board an aircraft poses a threat or belongs to a terrorist organization. The original CAPPS system was developed by Northwest Airlines in 1996, and other airlines start using the system as recommended by the White House commission on Aviation Safety and Security. [2] 

However, the original CAPPS I system was not too effective because passengers that made last-minute reservations, short trips, or made cash payment for the tickets will all be flagged by the system for further investigation. Statistics have shown that the CAPPS I system can flag up to 50% of passengers in short haul markets. In addition, the CAPPS I system does not interface with any federal system, and thus, does not use information that could have possibly identified a passenger as a terrorist or that is involved in criminal activities. [1] However, the idea of a passenger pre-screening system is very effective in spotting terrorist, and hence, the TSA has determined to improve the CAPPS I system, and the CAPPS II project was commenced. 

Currently, most of the CAPPS II specification is still in the design stage, however, the proposed CAPPS II system will only require a portion of the information from the “Passenger Name Record” or PNR from the airline in order to perform the pre-screening. PNRs are airline records of each passenger which is created when a reservation is made. The PNR contains the passenger’s information, such as name, address, phone number, flight number, travel agent’s information and the person pay for the ticket, etc. [3] 

The CAPPS II system works as follow 

1. CAPPS II will require the name, address, phone number, and date of birth from the PNR to be transmitted to TSA at the time of reservation or itinerary changes in order to perform the pre-screening. 

2. At a specified time prior to the flight, CAPPS II will request, from commercial data providers, an identity authentication. This authentication is done by CAPPS II sending the passenger’s personal information – full name, home address, home phone number and date of birth to the commercial data provider. This information will be verified by the commercial data providers and a response will be sent back to TSA. The response will be a numerical value, called an identity authentication score, which identifies the level of confidence that the data provided by the passenger is authentic.

3. After the identity authentication score is obtained from the commercial providers, CAPPS II will conduct risk assessment analysis using a variety of government database, including warning lists, such as terrorist and “no-fly” lists, classified and intelligence data, to computer a risk score. Depending on the score, the passenger will be categorized into one of the three categories – acceptable risk (green), unknown risk (yellow), or unacceptable risk (red). The threshold for action can be adjusted based upon existing external threat intelligence. For example, if we have information that an attack is imminent, the threshold for the categories could be lowered. 

4. During check in at the airport, the passenger’s risk category will be transmitted to the check in counter. If the passenger’s risk category is acceptable or unknown risk, the risk level will be encoded into the boarding pass so that checkpoint screeners will know the level of screening required for the passenger. Passengers with an unacceptable risk will not be issued a boarding pass and instead, law enforcement agencies will be notified and the law enforcement officials will determine whether the individual will be allowed to proceed through the screening checkpoint of other actions are required.

5. Finally, the data generated from the pre-screening will be deleted from the system after a pre-determined amount of time after the completion of the passenger’s travel. 
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On first glance, the CAPPS II system seems to be very secure as only the passenger’s name, home address; home phone number and date of birth are being transmitted from the TSA to the commercial data providers. However, a closer inspection will uncover myriad problems concerning trust, security, and privacy. In a system that involves multiple systems from multiple domains, trust, security and privacy concerns cannot be left as an after though, they need to be considered at the inception of the project. 

As mentioned earlier, the CAPPS II project is still in its infancy and currently there is no plan that controls or oversees the use of the CAPPS II system. In order to protect the privacy of passengers, CAPPS II’s mission clearly stated that the system will only be used for pre-screening passengers and identifying suspected terrorists and threats to national security, and that it won’t be use for other purposes, such as identifying drug couriers or monitoring criminal warrants. So how can we prevent the system from being used for purpose other then determining a passenger’s risk? 

Also, as mentioned above, the system consists of commercial data providers and government sources. There are several problems related each of these parties. 

Commercial Data Providers

The commercial data providers are responsible for validating the subject in question. How can we trust that these commercial database systems are real? In other words, how can we be sure that terrorists have not setup a fake database that mirrors the real database and intercepts and inject fake information only when a specific terrorist have been queried? 

Another problem that arises through the use of commercial data providers is that, since these providers need to provide a way for the CAPPS II system to query the system, a secure data model, along with a robust access control model need to be implemented to provide adequate security so that unauthorized entities cannot gain access to these databases. Even if we could somehow build a 100% secure network, how can we be sure that the data in these systems have not been manipulated by hackers or insiders hired by terrorist at the source of the database? We can clearly see that a robust access control model and a trust system are needed to safeguard this portion of the CAPPS II system. The other issue is related to the accuracy of information stored in these commercial databases. The inaccuracy of information can cause false alarms while the actual issue is overlooked. 
Government Data Providers

After CAPPS authenticates the user, it will compare it with the government’s internal databases and other data sources such as wanted lists and no-fly lists maintained by different agencies.  The system can use federal sources of information and informants to compile dossiers about people. Thus similar to the situation in the commercial systems; we need a trust network that can extend trust all the way to individuals working in the agencies to make sure there is no unauthorized modification to these lists and to make sure that the information got from the federal informants is credible and accurate. 
Finally, what if a passenger is categorized as a terrorist and is not allowed to fly? Fortunately, there is a suggested process in which a passenger can challenge the TSA and try to clear his record.
SEVIS
Similar to CAPPS II, SEVIS is one of the systems designed to fight against terrorism. SEVIS, which stands for Student and Exchange Visitor Information System, was first introduced in 1993, after the world trade center bombing [5]. The project is originally planned to be finished on 2005. However, after the 911 terrorist attacks, the congress wants to speed up the development of the student and exchange visitor tracking system. As a result, SEVIS was brought earlier than planned on January, 2003, and is maintained by the Bureau of Immigration and Customs Enforcement (BICE), a bureau within the Border and Transportation Security Directorate (BTS) of the Department of Homeland Security (DHS).

SEVIS works as a computerized system which allows government maintains and manages foreign students and exchange visitors’ date while they are staying in United States. Before SEVIS, the government was using a paper-driven system to maintain such information [6]. A computerized system will improve the effectiveness and correctness of the data, and also improve the ease of maintaining the information database. In order to collect data as complete as possible, the government requires every school and institutions in United States register with SEVIS. The school will be asked to report a student status 30 days within school registration date [6]. The school must report every student who fails to enroll. Therefore, the ICE will be informed and decide to take appropriate action. This will guarantee the government knowing if anyone enters United States with student visa for purpose other than studying. SEVIS can also act as an information source to the NIMD system described in the next section.
The congress has already mandated August 1, 2003 as the deadline for all new and continuing students and exchange visitors to be entered in SEVIS [5]. SEVIS is a web accessible application which was developed using Sun Microsystem’s Java2 Enterprise Edition (J2EE) and Extensible Markup Language Schema [5]. The data will be stored in an Oracle 9 database on an IBM P660 server running AIX. A batch specifications which utilize XML Schema rather than DTD is released by INS. SEVIS provide a web “real-time interactive” method for data submission. Schools first have to generate XML batch files compliant with SEVIS XML Schema, and establish a secured connection with SEVIS. After uploading the files, the schools have to wait 24 hours for SEVIS to process the data. The processed data will be downloadable with a zip file with PDF form files in it. The schools process the downloaded results, and record each new individual student SEVIS IDs into their own database. PDF files of I-20s or DS-2019s will be printed out with the specific resolution printers and the school will have to do these procedures again for the next registration time [7].

One issue of concern in SEVIS is how secure the system is. If the process of uploading and downloading is not protected, hackers or terrorists would have a chance to interrupt the data, or even modify the data. This is why SEVIS applies secure socket layers (SSL) to establish a secure connection. This will ensure both ends of the connection are from the appropriate source, such as government or schools, but not from the third party. Moreover, SEVIS uses digital certificate granted by VeriSign [7]. VeriSign is the only vendor certificate that INS approved to authenticate the submission of the files. Therefore, even if hackers and terrorists steals into the connection, the data and files they submitted will still be guarded by the VeriSign. 

The second issue of concern SEVIS is how to control the access of the system. Some may worry that what if the school staff who inputs data is a terrorist? He may modify the information from the school systems and nobody will ever know. We may also limit access for each person; therefore it will reduce the chance for terrorist to find what he wants because his access is limited. 
An improvement would be getting more information from the SEVIS database. Other than share the data to other parties as mentioned in last paragraph, we may also integrate the current SEVIS database with other data source in order to extract information from them. For example, SEVIS may integrate with the CAPPS II. Currently, both CAPPS II and SEVIS database are working separately. However, an integration of both may provide us useful information such as if any student enrolled got a “red” alert? Or are there any red alert students who are not enrolled currently? Data mining may be prepared and it may help the government to make further homeland security issues. We may consider using ontology as the mediator of the integration. At this moment, SEVIS is using XML schema and a relational database. XML schema and relational database may only be able to show the inheritance relationship between data [8]. However, an ontology approach may help us to gather more relationships between data, instead of only inheritance relationship. SEVIS is now using inheritance relation for student data (XML structure). For example, it uses unique ID to identify every students, and places gender, birthday and other data under student. If one wants to query data from SEVIS, he may need to know about the structure of SEVIS first, and find the data levels by levels. Currently, the SEVIS may only accessed by the government and this is not an issue probably. However, in order to improve SEVIS, a friendlier database system may need to be implemented. For the sake of homeland security, the SEVIS would integrate with the CAPPS II in order to extract useful data and pattern. In conclusion, SEVIS is proven to be an essential system for immigration security

NIMD (Terrorism control mechanism)
The US government has initiated a series of measure to obviate terrorist attacks. The government encourages developing the information technology systems in order to detect and capture suspect and security risks. Database technology is extensively defined as software and methodologies for modeling and storing large volumes of data of arbitrary types and structures and responding to queries and update requests against the data. The Database technologies, such as data mining, multimedia data search, speech understanding, document featured extraction [10], are extended to enhance US homeland security. 

The government is financing series powerful systems using these database technologies called Advanced Research and Development Activity (ARDA), which could mine millions of public and private records for information about terrorists [9]. ARDA sponsors corporate and university research on information technology for U.S. intelligence agencies. One detail program in ARDA system is called ``Novel Intelligence from Massive Data” (NIMD) [11]. It is developing computer software that can extract information from databases as well as text, voices, other audio, video, graphs, images, maps, equations and chemical formulas. 
Novel Intelligence is actionable information, and it cannot be predicted by people. The NIMD focuses on anglicizing and finding the important information in massive data to avoid strategic surprise. Massive data has multiple dimensions that may cause difficulty; they are heterogeneity, breadth, and complexity. Different formats data, such as spoken text and audio, video, tables, graphs, maps, may also be considered gigantic because of its inherent complexity. For instance, a single document contains numerous links between multiple information objects, with the meaning of any object dependent on information contained within other objects. The program might need to consider social, military, economic, political, governmental, scientific and technical issues in one sample.

The NIMD program can learn from the knowledge through the interactive and increasing process. The central focus of NIMD is on analysts and how they work, and more specifically on supporting analysts as the directors of the analytic process [13]. 
Key abilities of NIMD systems are to identify structures within massive data, to generate novel and plausible explanations for those structures, and then to communicate these findings to analysts in ways that support further investigation. Having developed the structures and explanations, a NIMD-enabled system will help analysts evaluate them and track their plausibility as events unfold - gathering and tracking evidence related to multiple chains of reasoning, making it easy to recognize and simultaneously evaluate multiple alternatives objectively. In particular, the system will alert analysts when a less-attended candidate becomes more deserving of attention [13]. 
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To fulfill this vision, the NIMD program focuses on research in five areas and in the inter-relationships among them:
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(1) Modeling analysts and analytic processes;

(2) Recognizing, representing, and using prior and tacit knowledge;

(3) Generating, representing and tracking multiple scenarios, hypotheses, and/or   

      strategies;

(4) Massive data structuring/organization, normalization, ingest, and analysis; 

(5) Methods for human information interaction.

For Example, the US government maintains large numbers of databases to monitor foreigners. After the original data have been collected, this can be several petabytes (2 to the 50th power (1,125,899,906,842,624) bytes. A petabyte is equal to 1,024 terabytes), massive data have a variety of characteristics that complicate the process of extracting novel intelligence. Intelligence analysts construct a coherent picture from the speckled heterogeneous fragments of information across all the dimensions of massive data. Temporal and spatial data dimensions need to be understood to track events, transactions, and activities through time and by geographic location, allowing recognition of a sequence of inter-related events [13]. The goal in the NIMD Massive Data program is to manage the massive information automatically. The information management system imposes semantic structure on data knowledge base or streams in order to make novelty easier to spot and to construe in context.

ARDA projects are quite powerful and can work in conjunction with the CAPPS II program to establish a good security framework and can act as a good information source to the CAPPS II system for determining a passenger’s risk. This system can also help in tracking individuals after they enter the United States. However, as a developing system, ARDA still needs to be improved. Most of the problems are related to data security, trust and privacy. 

The first problem is the source of the collected data. As we know, the federal government maintains large numbers of database to monitor both citizens and non-citizens. The same works happens also in the state governments and municipal governments. The different departments in the different governments have their own policy to collect the data. One of the important requirements for the purpose of ensuring homeland security is to ensure that each database at every level of the government that has high relevance to homeland security be up to date and easily accessible. One existing problem is that many of the government databases are legacy desktop database system [10]; in other words, these databases are not designed for the homeland security after 911, and they might be not compatible for the NIMD system, not only the data format, but also the data trust and security. Though the existing system is quite stable, one still needs to worry about the trustworthiness of the data. 
Another problem is the access rights on the usage of data. How much data does the NIMD system need? Will information that affects a person’s privacy be collected? In what area will these data be used? The government collects people’s data for national security, but the public won’t know what data are collected. Thus there is a big problem related to the misuse of personal information. There are some major issues pertaining to this system that are common to the CAPSSII system The issues relate to the fact that just like the CAPPSII system, commercial databases are accessed and information is obtained from federal information sources. Thus there is this issue of trust always involved. The question is how we trust the information sources we may not know first hand. There are also the issues of access control related to the databases that are used by the 2 systems. These issues pertain to access of information in the corporate database and access control on personal information stored by these systems. The issues of trust have been researched in the field of semantic web technologies and some trust models have been proposed to solve these problems which can be applied to the homeland security framework. 
Trust and Trust Models for the CAPPSII and the NIMD system. 

The CAPPSII system obtains a score after comparing the government records with the records present in the commercial database. So the question now arises as to how much you can trust the commercial database to be accurate. Also how do you know that the database has not been tampered with to modify records? The CAPPSII system performs a risk assessment of the person after obtaining a score from the commercial database. Similar to the CAPPSII system NIMD also accesses databases and information sources for it analysis. Internal government sources like NSA and other security agencies can be contacted regarding this assessment. The security agencies may need to obtain information regarding the persons through informants especially if the person is considered suspicious Gathering information about a person is not an easy task. Especially since the information may need to be obtained from multiple sources. One needs to build a trust network of sources from whom the information can be collected. Also one needs to identify how much trust can be vested in the commercial databases. As the number of such records that need to be checked is quite large, it may be necessary to automate it and use underlying agents to perform the operation thereby it is quite related to the semantic web in functionality. Some issues related to trust have been mentioned above. In addition there are certain other issues. Trust can be thought of as being multidimensional. That is trust can be context based. A may trust B in one context but may not trust B in another context. Each person may use a different benchmark of values when trusting people. Trust thus may need to be fine grained. As the CAPPSII and the NIMD systems are going to be used for providing a security rating to a person and to track people’s activities to identify malicious intent, there is a very little margin for error. 

The paper on trust management in the semantic web [14] talks about a way of assessing the credibility of the source of information. As we may not know all the sources of information first hand there needs to be a way of checking the credibility of the information sources. The paper proposes a web of trust scheme where the user specifies a small set of trusted users and when ever the user needs to obtain the credibility of a source, the user contacts these trusted sources and uses the web of trust recursively to compute the trust it has in the source. This can be quite easily related to the real world where the intelligence sources have a set of trusted informants whom they contact to get information about a person. Here trust is represented as a value in the range [0, 1] and the belief that the source has in the statement is also a value in the [0, 1] range. The network of sources is represented as a graph and the only the paths to sources that have a personal belief in the statement are considered. The trust values along the path are concatenated using a selected concatenated function and then aggregating these values using an aggregation function to obtain a final trust value for the source. The paper suggests path algebra and probabilistic methods to find the trust value. The probabilistic method induces randomness in the trust calculation as the agent randomly access one of the trusted sources to forward its trust query and obtain sources that are able to certify the credibility of a statement made about the person whose risk assessment is being done. Thus the probabilistic method might be better suited for intelligence gathering trust networks as it is more robust and reduces the chances of malicious sources providing wrong information. Though the scheme is good at building a trust network, it does not take into consideration the fact that trust may need to be finer grained and context based. 

The reputation of the source of information is of great importance in intelligence gathering context. The paper on distributed reputation system [27] considers trust to have a local and a subjective angle where as reputation is considered to be the average of the trusts that all other entities possess and thus has a global aspect to it. The trust that the CAPPSII or the NIMD system has in a source of information has to be based on the experiences that the system or other trusted sources have with the source in question in that specific context. Thus to evaluate the trust the system needs to be able to decide whether the experiences have been positive or negative. The system needs to obtain information about the person through recommendations from the commercial databases and from the federal informants. Also if there is a web of informants then the trust vested on the sources can be determined by recommendations that trusted sources provide you with. Thus a trust model that incorporates handling of recommendations would be best suited for these systems. 

One such trust system has been proposed in [27]. For a recommendation to be of good quality the system should provide a feedback by which negative experiences can be noted and such sources which are the result of negative recommendations can be blocked from the system. In systems such as CAPPSII and NIMD, there is a possibility for people with malicious sources to modify recommendations or try to provide sources that can vouch for them. Many times the sources may want to be kept anonymous, due to fear of repercussions, but this defeats the cause of trying to assess the reputation of the source. Thus here is a need to link the recommendations to the recommender irrefutably so that the recommender can be identified and his feedback processed. Thus recommendations should be written using pseudonyms that links the recommender to the recommendation without revealing its real world identity. One needs to make sure that the recommendations are sent only to the authorized people. Thus some kind of identity management needs to be provided in these systems for authorization and authentication. To prevent recommendations being provided in some other recommender’s name to cheat the authorities, digital signatures are needed. 

The model proposes to have many categories for a trust value and confidence vectors for each category as trust is diverse and can be fine grained. The confidence vector enables judgment of the quality of the trust value and thus includes the number of direct experiences in that category with the source in question, the number of indirect experiences from categories related to this category and a trail of last n direct experiences with the associated confidence ratings and a black list flag. Thus 20 to 30 good experiences have a larger impact on the trust that can be vested on the source than 1 good experience. The black flag prevents the recommendations form being taken into account in that specific category. So this still allows the recommendations to be considered for a different category. This thus supports the fine grained nature of trust. The trust network is modeled as a category dependency graph with weighted vertices representing the impact of the source category on the target category. 

The knowledge model emphasizes both own expertise and relevant expertise of others. Own expertise is very important. Kleinberg, J [26] talks of the importance of an authoritative source on the internet. A similar approach would be well suited for the CAPPSII and NIMD systems. The reason being a greater amount of trust can be vested in the sources that are authorities on a specific subject. For example we can trust the government database like that of the Immigration and Naturalization Service as when compared to the commercial databases, with respect to the person’s name location and immigration status, as it is an authority on the subject and is possible more secure than commercial databases, with respect to tampering. To evaluate the trust in other sources the system will need to request recommendations from trusted sources. A source that knows many recommenders in a specified category is called a hub and the source that has many stored recommendations is called an authority. Mainly a recommendation contains a target a rating and a digital signature. A confidence value is included with the rating that indicates the recommender’s personal confidence in the statement. This confidence value has an impact on the trust update when processing the recommender feedback. When the system sends out a recommendation request for a source, the same recommender can receive the request via different paths. Thus the strongest chain of trust has to be considered to attach one trust value to each received recommendation. The strength of the chain of trust is determined by keeping track of the number of direct and indirect experiences and the trust in the next immediate recommender and choosing only those recommenders who have had direct experiences greater than a threshold value. An approach similar to the one taken in [14] can be considered for computation of the trust values along the chain of trust. 

The model also provides for a feedback that indicates whether the recommendation was fitting or not. With this rating the requester has made an experience with the recommending identity which can either be a good on or a bad one and for each identity the experience is updated in the trust model. For systems like CAPPSII and NIMD, it is necessary to keep evaluating the reputation of the sources from time to time as it may be possible for a person with malicious intentions to compromise the information sources, to suite his needs. Thus the frame work has to periodically request recommendation and refresh the trust vested in the source. Also there needs to be an aging factor associated with the recommendations with older ones being given lesser importance as they may be no longer accurate and once the age value goes below a threshold, the recommendations need to be deleted from the trust model and new ones requested. When discrepancies are detected in the recommendations and malicious intent is discovered, such recommenders must be blacklisted and the distrust factor should be forwarded to the other recommenders so that a quick action can be taken by blocking the recommender from the trust model.

There are some tools that have been developed that enable users to derive assessments about information sources which can be included as a part of the CAPPSII and NIMD systems to compute the trust in the information sources prior to using the information to decide about a persons security rating. One such tool is TRELLIS [16]. TRELLIS enables users to annotate how they analyze and use information during a decision making process and help them in information analysis. TRELLIS includes a language that can be used for annotating information analysis. This language can be extended by users to suite their needs. The language makes use of statements. A statement is a piece of information that is related to the analysis for Ex “Person A lived in place B for 2 years”. The tool allows statements to be extracted summarized or concluded from a document where a document can be a picture, text, a web resource, audio, video or any such source represented by a Uniform Resource Identifier. Every document will have a creator information section that indicates the name of the creator and the time of creation and source description. Each statement and its source can have a specified degree of reliability and credibility. Users are allowed to create statements to induce a hypothesis or a conclusion or observation, being backed up by documental evidence. Multiple statements can be linked together by constructs to form a compound statement. Reliability and credibility are considered two different qualifiers as a source may be quite reliable based on its reputation but still a statement made by it need not be credible. TRELLIS uses the default rating of reliability and credibility that is used in the intelligence gathering context. Reliability is specified by a range of 6 values ranked A to F (completely reliable, usually reliable, fairly reliable, not usually reliable, unreliable, and not possible to judge). Credibility can have one of six values on a scale (confirmed by other sources, probably true, possibly true, doubtfully true, improbable, and not possible to judge).

statement {and statement}* construct {and statement}*

is {not} likelihood-qualifier because

according to source-description which is

reliability-qualifier because statement and

credibility-qualifier because statement

For example:

Person A has lived in place B for 2 years and has been a student

according to source INS database

which is completely reliable (A)

because INS is an authority on Immigrants and Naturalized Citizens 

and probably true 

because University C supports his student status for the mentioned time in place B. 

TRELLIS allows users to include references to sources that have been rejected with the reason for rejection being specified. Users create multiple analyses that refer to common sources. TRELLIS allows a consensus assessment to be created about the source in question. The way it is done is a rating is derived for each source referenced in the analysis. The rating is done based on the reliability and the credibility values. If these values are unspecified then the statements are traced back along the analysis tree to determine whether the source has been used before in a similar context and if so the reliability of the source. For each of the source statement pairs the following ratings are used 

1. C(s,a) - Credibility - based on credibility qualifications over all the units that specify this qualifier for the source. On a scale of 1 to 6.

2. R(s,a) - Reliability - based on reliability qualifications over all the units that specify this qualifier for the source. On a scale of 1 to 6.

3. U(s,a) - Used - a count of the number of times it was used to reach a conclusion.

4. T(s,a) - Tainted - a count of the number of times it was found to be tainted.

5. N(s,a,) - Not Used - a count of the number of times it was unused in reaching the final conclusion.

The system's overall rating O(s,a) of the source-statement pair is derived from the normalized averages of the above ratings:

O(s,a) = k1 * (C + R) + k2 * U - k3 *T – k4N 

The coefficients k1, k2, k3, and k4 reflect the relative weight given to each individual factor. If the reliability and credibility values are not mentioned then the systems substitutes an average value 3 for it and uses the other factors like U, T, N in reaching a conclusion. The overall rating O(s) for a single source is the average of all the ratings of its associated statements: O(s) = 1 / N ∑ (i = 1 to n ) O(s, ai). Trellis derives and updates these ratings automatically as new analyses are added to the system by the users. Thus TRELLIS provides a means to procure all recommendations and then generate a final trust value for the source. Adding TRELLIS to CAPPSII and NIMD will greatly enhance the security assessment accuracy of these systems and help the security analysts by providing him with information that can be trusted.
Another tool that can be used to aid the analysis done by CAPPSII and NIMD is called SEAS (Structured Evidential Argumentation System) [28]. This system is complementary to the TRELLIS system. While TRELLIS helps decide the reputation of a source of information, this system is designed to aid analysts in predicting the potential problems that can occur. This system is designed as a web server that supports construction and use of corporate memory filled with analytical products and interrelationships. The foundation for the corporate memory is a structured argument ontology that comprises of arguments argument templates and situation descriptors. The paper on capturing analytical thought [22] clearly talks about the methodology used in the SEAS system. The argument template records an analytical method as a hierarchically structured set of interrelated questions. An argument instantiates an argument template by answering questions posed relative to a specific situation. 

The key to this scheme is a structured argument based on the hierarchical set of questions. These questions can go down a few levels deep before fanning out into multiple choice questions that need to be answered. Leaf node represent primitive questions where as the internal nodes represent the derived questions. The scheme allows the analyst to answer some initial questions and the other inferred questions will be automatically answered by the system. “SEAS” acts as a discovery tool that can be used to acquire relevant information to answer questions in an argument template. The situation descriptor identifies the kind of situations in which the argument template will come handy. The arguments and the argument template with the situation descriptor are stored for future reference. Most of the information used in the situation descriptor is derived from a situation ontology that provides the necessary keywords and indices that will enable an easy access to the information at a later stage. Any information used as an evidence to support an argument can be recorded as a part of the argument. Any information potentially relevant to answering the question is considered as an exhibit. An exhibit is provided with a url and a citation string. As the relevance of the statement with respect to the argument is determined it can be used as evidence. 
The SEAS system thus enables an analyst to refer to past situations that are similar and understand the train of thought that was applied in that situation. It also allows the analyst to study related scenarios before analyzing the current situation. This system will be very handy as a part of the homeland security framework when trying to assess the security threat posed by a person. This will help the security analyst generate a security rating based on provided information from commercial databases and other federal sources and guide his decision based on decisions taken on relevant and previous information of the same kind. The SEAS system will thus aid analyst in the decision making process, help them generate security ratings that are more accurate and justifiable. 
Access control mechanism for homeland security 

The purpose of access control is to limit the actions and operations that a legitimate user of a computer system can perform. Access control makes sure what a user can do directly, as well what programs executing on behalf of the users are allowed to do. Access control is concerned with limiting the activity of legitimate users. It is important to make a clear distinction between authentication and access control. Authentication service ensures the correctness of the users identity and Access control assumes that authentication of the user has been correctly verified before enforcing access control policies. The effectiveness of the access control depends on correct user identification and on the correctness of the authorizations [33].

The 2 cornerstones of access control are policies and mechanisms. Policies are high level guidelines to determine how accesses are controlled and access decisions determined. Mechanisms are low level software and hardware functions which can be configured to implement a policy [29].

Access Control Methods for CAPPS II, NIMD and SEVIS
In this section various access control approaches and methods are discussed. This gives the idea of what are different ways we can enforce the access control mechanism, what are the advantages and disadvantages of each approach.
The discretionary access control model

The central idea in this model is assigning privileges on objects to subjects. An access control decision is based on the user’s identity, an access mode, an object, and some access rules with predicate.

In discretionary protection access control the access of users to the information user's identity and authorizations rules for that user or group of users. Each request of a user to access an object is checked against the specified authorizations. If there exists an authorization stating that the user can access the object in the specific mode, the access is granted, otherwise it is denied [30].

Advantages

· It is flexibility and works fine in cooperative autonomous environments.

· Many recent Internet information systems use this model or a variation of it, because access control lists (ACLs) are intuitive to understand.

Disadvantages

· It provides no assurance on information flow, and dissemination is not controlled. 

Mandatory access control model

It is based on classification of subjects and objects. A security level is assigned to each subject (clearance) and each object (classification). Different levels can be built with this as in military environments this could be top secret, secret, confidential, and unclassified. 

The mandatory model’s main goal besides enforcing integrity is to keep secrets. The concept of read down assures that a person can only read classified information, which is lower than or equal to her/his clearance. Similarly, a subject is prevented from writing information into an object with a lower security level than the subject’s clearance [30,35]. 

Here access is based on classification of subjects and objects in the system. Each user and each object in the system is assigned a security level. The security level associated with an object reflects the sensitivity of the information contained in the object,

Advantages

· This model works well in rigid environments (e.g., military), since it assumes the ownership of information by a central authority.

Disadvantages

· It suffers from the inability to properly represent the variety and nature of social roles of users. 

· It may lead to poly-instantiation problem where simultaneous existence of multiple information instances referring to the same real world concept, but differing by their classification level and by their contents [30]. 

The role-based access control model

In the role-based model first roles in a system are identified. Subjects are then mapped to these roles. A role can be defined as a set of actions and responsibilities associated with a particular working activity. Then, instead of specifying all the accesses each user is allowed to execute, access roles are specified for this [29].

Users can exercise several roles at the same time or they can be forced to assume only one role. Depending on activities the user executes the roles are assigned. Roles can form a hierarchy of roles, and inheritance can be used to propagate properties of roles [30].

Advantages [30]:

· Authorization management: Role-based policies benefit from a logical independence which simplifies security management.

· Hierarchical roles: In many applications there is a natural hierarchy of roles, based on

the principles of generalization and specialization. Hierarchical roles further simplify authorization management. 

· Least privilege: Roles allow a user to sign on with the least privilege required for the

particular task at hand. Users authorized to powerful roles do not need to exercise them until those privileges are actually needed. This minimizes the danger of damage due to inadvertent errors or by intruders masquerading as legitimate users. 

· Separation of duties: Separation of duties refers to the principle that no user should be given enough privileges to misuse the system on their own. 

· Object classes: Role-based policies provide a classification of users according to the activities they execute. This approach has the advantage of making authorization administration much easier and better controlled. Moreover, the accesses authorized on each object are automatically determined according to the type of the object without need of specifying authorizations upon each object creation.

Disadvantages:

· One of the challenges is the mapping of authentication credentials to roles.

Access Control for CAPPS II, SEVIS and NIMD
As discussed in CAPPS II and SEVIS description one of the main issues are of access control to the data and information being used. When using the data for gathering information about a person to determine if he/she is a possible threat for the home land security, it is necessary to check the trust and correctness of the source providing the information. Access control methods also come into play to protect the data from being used maliciously. 

In CAPPS II it is essential to incorporate the access control methods. One of the important methods we can use is Mandatory access control model to enforce and make sure that only authorized persons have access to the system. Also we can categories the security in various levels as to top secret, secret, confidential. Again we can incorporate the capabilities for this different level of the information to discriminate the access at each level. The powerful concept of access matrix model’s to differentiate the Authentication from Authorization can be used to differentiate authentication and authorization process. This can help to introduce a neutral third party authorizer to avoid the misuse and partial distrust problem.  

Role based access control can be embed at the top level so that a person can have the flexibility to access different level of information. Roles will allow a user to sign on with the least privilege required for the particular task at hand. Users authorized to powerful roles do not need to exercise them until those privileges are actually needed. This will minimizes the danger and damage due to inadvertent errors or by intruders masquerading as legitimate users. Thus by introducing a hierarchical level of different access controls methods we can make the CAPPS II and SEVIS information more secure.

It is also important to understand that access control is not a complete solution for securing a system. It must be coupled with auditing. Audit control makes the analysis of all the requests and activities of users in the system. Audit control discourages users from attempting violations if they know all their requests are being tracked. Auditing is also useful for determining possible flaws in the security system. Finally, auditing is essential to ensure that authorized users do not misuse their privileges [29]. This is very important because it could happen that the controlling authority can misuse its rights and he himself becomes a big threat for the system. 

In general, to impose a very high security in these systems we can use the combination of various access control methods at different levels. There can not be a single policy and access control method that can be used alone. Also it is not that one method is better than others, rather there exist policies and access control methods which ensure more protection than others. However, not all systems have the same protection requirements and it depends on the system we are using.
In CAPPS II and SEVIS the information is gathered in many forms. One of the forms of data in these is multimedia, pictures, jpeg, and digital data. Pictures are of very useful for identification purpose. It is very essential to have a controlled environment to access these digital images and pictures for security purpose. A very good approach suggested in [24] by which one can ensure the access control to these images by embedding metadata information with each image. This metadata contain information about the image, when it was taken, by whom, with what equipment (digital or web-camera, scanner, mobile phone), copy/distribution restrictions. Access restrictions are given for these and one can use this information with valid authentication and authorization. This method can be useful in both CAPPS II and SEVIS to govern the access control for legitimate users only. 

SEVIS used ontology and XML schema. Extensible Access Control Markup Language (XACML) [38] can be used in SEVIS to define a core schema and corresponding namespace for the expression of authorization policies in XML against objects that are themselves identified in XML. XACML enables the use of arbitrary attributes in policies, role-based access control, security labels, time/date-based policies, indexable policies, 'deny' policies, and dynamic policies — all without requiring changes to the applications that use XACML. We can think this as one of the ways to provide access control and security in SEVIS.

The following section of the paper provides a block diagram of the homeland security framework that comprises of the CAPPSII system and the NIMD system working in tandem to identify possible security threats. The framework also includes tools like TRELLIS and SEAS to improve the accuracy of intelligence analyses and intelligence gathering 
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Suggested Security Framework for Homeland Security
Conclusion

 The paper talks about the heightened concerns regarding homeland security in this country since the incidents of September 11 and the actions taken by the government to prevent such incidents from happening again, by creating a security framework. The paper discusses important systems that can be components of this framework like CAPPSII and NIMD and shows how they can act in tandem in the framework. The paper looks at the issues of trust that arise when intelligence has to be gathered regarding people entering and staying in the United States and suggests possible trust models to solve these problems. The paper suggests tools like TRELLIS and SEAS to augment intelligence gathering and analyses and incorporates them as a part of the framework. The paper also looks at the crucial access control issues that arise in these systems and try to provide solutions for them. 
There are still a lot of open issues that need to be addressed with respect to these systems which we believe will be of great interest to the government and the research community in particular. One of the important issues that the framework has to contend with is that of identity theft. If a person manages to assume the identity of another person and masquerade him successfully and builds a good history with impeccable behavior, then it is quite possible that the person can get through the system, as these systems rely greatly on the information in commercial databases. 
The other issue is that of right to privacy which is a moral one. The framework scrutinizes a lot of personal information related to the person. Is this right? How do we assure that this information will be used only for the right cause and people involved in the framework will not misuse it? Should we think on the lines of having an access control structure where it will not be possible for one person to get access to all information, but a group of people will have to provide their security keys to access the data, which circumvents a single person in a key position from being compromised to compromise the system? 
Another issue of interest is the precision and recall properties of this framework. Is it possible that the system can wrongly accuse innocent people of being terrorists and thus subject them to unnecessary harassment? Thus the question we need to ask ourselves if this cost of breach of personal privacy and possible inaccuracies in prediction of the framework justified. 
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Figure 1. NIMD Notional Architecture. The NIMD-enabled environment recognizes analyst interests, biases, and prior/tacit knowledge, using them to guide automated analysis of massive data and return only novel intelligence to the analyst.
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