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Abstract

The call processing language(CPL) is a language designed for end users to create service based on Internet telephony. It is simple, extensible and powerful to describe a service but  is designed to run on the server only for security purpose. CPL can be edited by graphical tools and represented by XML document. Since CPL is not a Turing-completed language, it dose not provide loop, recursion and calling external programs. CPL is a signaling protocol independent language, it is anticipated to be used on SIP and H.323 in the future. This paper focus on the structure of CPL and aims to give a basic idea of how CPL is used to describe Internet telephony services.
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1.Introduction

       With the maturity of IP technology, Internet telephony is getting more and more attractive compared with the conventional telephony. Internet telephony creates the chance of adding new services and features much easier which can not be provided by PSTN. The key of popularity of Internet telephony is the new service, for example, integration service which combines email, web, video and other media in the telephony; Another example is control service [1] which allows the users to define some parameters in the telephone service.

       The challenge in Internet telephony is the service programmability issue. It was mentioned in [1] that there were two solutions of service programming, SIP CGI and CPL, respectively. Who can write the service? General speaking, they are system administrator, third-party provider and end users. CPL is targeted for end user service creation, however the other users can use CPL as well. 

       CPL is independent on signaling protocols. Since SIP and H.323 are the two most popular signaling protocols in Internet telephony, CPL is expected to be used in SIP and H.323 in the future. CPL is a very simple script language which is represented in XML document. To help the readers fully understand the following contents, in chapter2, we start with the related technology background which is SIP,H.323 and some XML terminology. 

       Before we go into the details of CPL, we should clarify the objective of CPL. In chapter3, the framework of CPL will be presented briefly. 

       In chapter4, we shall describe the details of CPL. The components, representation, node categories will be given in separately sections. As we mentioned early, CPL is anticipated to be used in SIP and H.323, in this chapter, we will show the possibility of using CPL in SIP and H.323 along with the description of node categories. Some CPL examples will be presented at the end of this chapter.

       Recently, CPL extension has been proposed to complement the basic CPL. The main contribution of CPL extension is the concerns of security issues. A brief introduction is presented in chapter5. 

       Finally, we draw a conclusion and address the future work in chapter6 and chapter 7.  

2. Technology Background

2.1 Internet telephony and its signaling protocols

       What is Internet Telephony? According to the definition of International Engineering Consortium, all in a word, Internet Telephony is nothing but the telecom services transported via internet protocol rather than PSTN[2]. In this paper, we only talk about internet telephony.

      There are many advantages in Internet telephony. The two distinguishing advantages are: flat phone call rating and innovative services. Customers enjoy long-distance phone calls but only paying the internet access while the calls routing over internet. Meanwhile, new services such as instant message, white-board chatting and video make internet telephony compete PSTN traditional telephony. The deployment of internet telephony is hindered because of the quality of voice over internet especially voice delay and jitter. With the development of high speed internet, I believe the problem of voice quality will be solved in near future.

    The Architecture of Internet telephony is composed of four components according to IETF Internet telephony work group, however, the classification of the components could be different in literature. And the components can be implemented by software or hardware and some components can be united in one single unit [3]. 

· End devices; The devices where the users can place a call. These may be either traditional telephones, PC, or single use appliances.  

· Gateways; The devices which are responsible for translating the transmission format, signaling procedures and audio codes of a traditional phone to the transportation format over IP.

· Gatekeepers/proxies; The components which provide centralized call management functions; they may also provide call admission control, bandwidth management, address translation, authentication, user location, etc. 

· Multi-point conference units; these are the components which manage multi-party conferences.

      They communicate with each other over signaling and voice-transporting protocols. To ensure interoperability between products of different vendors, standardization bodies have elaborated standards for both classes of protocols (signaling protocol and voice-transporting protocol). In this paper, we only discuss signaling protocols because CPL is used on the signaling servers. There are two important signaling protocols in Internet telephony, SIP and H.323. 

      SIP, the Session Initiation Protocol, is a signaling protocol for IP conferencing, telephony, presence, events notification and instant messaging. SIP was developed within the IETF MMUSIC (Multi-party Multimedia Session Control) working group, with work proceeding since September 1999 in the IETF SIP working group.

     SIP is designed to be scalable, flexible and easy to implement. As HTTP which is an IP protocol used for hypertext transfer, SIP is a signaling protocol designed for establishing real-time calls and conferences over IP Protocol networks. Many types of data such as video and audio can be included in each SIP session.

     There are four main entities in SIP architecture. The User Agent, the SIP Proxy Server, the SIP Redirect Server and the Registrar[4]. 

· User Agent: also called SIP endpoint, functions as a client  when initiating requests and as a server when responding to requests. Each user agent has a SIP URL such as: SIP:john@example.com. 

· SIP Proxy Server:  forwards requests from the User Agent to the next SIP server.  

· SIP Redirect Server: responds to client requests and informs them of the requested server’s address.  

· SIP registrar:  accepts the registration information from SIP User Agent, and stores it in a location service via non-SIP protocol.


H.323 standard is published by ITU for multimedia terminals in networks is gaining increasing popularity because of its interoperability with PSTN. The H.323 is an umbrella for many other standards covering signaling, real-time voice transports, codecs, etc. There are three main entities in H.323: [4] 

· Terminal: A device with which a user can place a call. 
· Gatekeeper: Provides address translation and controls access to the network for H.323 terminals and other endpoints. 

· Gateway: Translates calls between an H.323 network and other networks, typically the public-switched telephone network.

2.2 XML

       CPL is represented by XML document. XML is designed to make it easy to interchange structured documents over the IP. XML is a language that can be used to pass information about the component parts of a document to another computer system. XML is flexible enough to be able to describe any logical text structure.

       By defining the role of each element of text in a formal model, known as a Document Type Definition (DTD), users of XML can check that each component of document occurs in a valid place within the interchanged data stream. An XML DTD allows computers to check, for example, that users do not accidentally enter a third-level heading without first having entered a second-level heading, something that cannot be checked using the Hypertext Markup Language (HTML).[5] 

3. CPL framework 

3.1 CPL network model

       CPL works on a generalized internet telephony network model. In CPL, the network model consists of two main components: [6] 

       End system: A device from which and to which calls are established. It originates or receives the call’s media (audio, video, or the like). For example, telephone devices, PC telephony clients and automated voice systems. These may be SIP user agent or H.323 terminals.  In CPL framework, gateway which connects IP network and PSTN is also considered as an end system.

       Signaling server: A device which handles the routing of call invitations. It does not process or interact with the media of a call. It may be a SIP proxy or redirect server, registrars, or an H.323 gatekeeper. Usually, a signaling server can perform some actions on the call signaling, maintain user location information, keep a transaction log and send email to notify users. [6]

· Actions on call signalling:

· Proxy: Forwards the call to one or more other network or end system but only returns one of the response received.

· Redirect: Informs the sending system a new address where it should send the call request to. 

· Reject: informs the sending system that the call could not be completed.

· User location information: Usually a signaling server maintains the user location information by the means of registration, static configuration or dynamic configuration. It also has the means of determining the current user location.

· Transaction log:  A signaling server has the means of keeping the information which passes through it.  

· Email capability: The signaling server is able to send emails to the destinations. 

3.2 How does CPL work

       A CPL script runs on a signaling server, and controls that system's proxy, redirect, or rejection actions for the set-up of a particular call. It is not designed to coordinate the behavior of multiple signaling servers. It could be considered as a list of condition/action pairs. Each signaling server has a database of CPL scripts associated with Internet telephony address. When a call establishment request arrives in the signaling server, the server associates the source and the destination address with the CPL scripts database, if one match occurs, the corresponding script will be executed. Actually, CPL replaces the user location function in signaling server. If there is no match, the signaling server will take the default location lookup service.

3.3 Creation, Transportation and Execution of CPL

Although CPL is designed for end users to create their services, other parties are possible to create CPL as well. For example, the third party can use CPL to customize services for clients. After uploaded, the script can be run on the servers owned by end users or service providers. Administrator is another possibility to use CPL to create simple service or describe policy on the server he controls. There are many proposals for web middleware to create CPL script through web application, the CPL will be created by the web on behalf of users.

There are many possible ways to create CPL scripts.  The knowledgeable users can create CPL by hand authoring; the average experienced user would like to create CPL by GUI tools; Web application makes automatic creation possible. 

Scripts are created on end devices. The end devices are not necessary the devices which a call is placed. For example, CPL scripts can be created on PC, while the call could be made on a simple telephone. 

      The CPL script is actually running on the signaling server which is also a CPL server. After creating the CPL, a transportation mechanism is needed to transmit the script to the server. The exact means of transmission remains to be determined. 

As addressed before, scripts are usually associated with an IP address. In Internet telephony network, an IP addresses includes user address and device address. User address refers to a particular user, regardless where he is and what device he is working on, e. g. SIP: joe@example.com; Device address refers to a particular device, e.g. SIP:x26063@phones.example.com. Scripts are also possible to be associated with all address handled by a signaling server or part of them, for example, an administrator wants to configure a system for preventing calls from or to specific addresses. 

When a call establishment request arrives, the source and destination address will be checked in the CPL script server. If both of them are associated with scripts in the database, the script associated with source address has higher priority. If the script performs proxy action, a new IP address is assigned. The signaling server will check if the resulted proxy address is in the script database, if is, the script associated with the resulted address will be executed. For understanding the execution of CPL script, we need to know the order of the execution priority and the recursion execution allowed in the signaling server. The following Figure3.3.1  illustrates the execution of CPL script:
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Figure 3.3.1 1 CPL Execution Model

The CPL script database functions as user location lookup service in signaling server.  In the situation without CPL, the signaling server decides which actions to perform based on the user location information; When the CPL is involved in the signaling server, the CPL script decides the action to perform. The recursive execution means that the signaling server will execute the CPL script associated with the new address which is assigned by the actions until there is no CPL available for the new address.

3.4 CPL language requirement 


In [7], Jonathan et al summarized the language requirement of CPL. Based on these requirements, CPL can be implemented in different ways, but they must fulfill the requirements.

· Verifiability: A service provider should be able to verify if the CPL script is well formed when submitted to the server, as any errors occurring at run time will probably cause an unreachable call. Although there is no guarantee for verifying every error before executing the script, the server should provide some mechanism to prevent the potential errors. 

· Completion: It must be determined at the submission time that the service should be finished in a finite amount of time. In another word, the service can not be programmed by a Turing-completed language in case of infinite loop; The other circumstance of generating looping calls should not be allowed. For example, the error such as A has call forward to B, and B also has call forward to A; this type of error could be prevent before execution.

· Safety of execution: The service description should not be able to destroy the server resource such as deleting files; It should be prevented from use large amount of memory and CPU time, that might cause the server down.

· Readable and producible by humans and machines: The average users are supposed to be possible to create an authoring tool which can generate service descriptions. However, more advanced users, will want to have the added flexibility that hand authoring provides. Furthermore, it is important that authoring tools be able to understand hand generated services completely, and that humans can read, debug, and edit descriptions created with authoring tools. 

· Protocol independence: The CPL scripts should be executed on different signaling protocols, SIP or H.323 as described before, that the service descriptions can therefore be portable between different servers or vendors. 

· Ease of transport: Because the service descriptions can be created outside the service provider, there must be a way to transport the service descriptions easily and reliably from end user to service provider.

· Security of transport: Since the CPL may contain some sensitive user information such as user name, password or phone number, there must be some secure transportation mechanism when transporting the CPL script to service provider. The service provider also needs to verify the authorized user who can modify and handle the call instructions. This requires encryption and authentication in the transportation.

4. Overview of CPL

To fulfill the language requirements of CPL does not mean to create a new language. There were many possible approaches in CPL design:[7]

1.Describing services with a restricted subset of an existing language, such as PERL, TCL, or Java

2.Designing a syntax for a new programming language, similar to, for example, the e­mail filtering language Sieve. 

3. Basing service descriptions on the Extended Markup Language, XML.

      Using the existing language to implement CPL requirement has two inherent disadvantages: 

The first disadvantage is because of the turing-complete of existing languages. A program might take arbitrary long time and arbitrary amount of memory and may never end. [6] For call processing, this sort of resource usage is undesirable. One example of this model is the e­mail filtering language Sieve which deliberately restricts itself from being Turing-completed.


The second disadvantage is that the expressively complete language makes automatic generation and parsing of scripts difficult, as every parsing tool must be a complete interpreter of that language. For example, text markup language which is used for document-creation, such HTML or XML can be handled by smart editors, however, some powerful document programming languages such as LATEX and Postscript can not be easily manipulated by smart editors.[6]

The third approach which develops CPL based on XML is more acceptable as following reasons: [7]

1. Be Readable and creatable by users and machines: XML shares one of the same goals of CPL which is readable and creatable by humans and machines while this feature is difficult to support in other programming languages. There are some certain tools for generating codes in Java or C++, but the code generated by machine is hard to understand by human. 

2. Suitable for represent the DAG: Decision Graph(DG)  is a way of describing service in Intelligent Network. DG is a collection of choices and actions in the course of performing service. An example of DG is represented in Figure 4 [7]. These choices and actions in DG are arranged in a Directed Acyclic Graph (DAG). The service starts with the root node of DG; each node can have several outputs and each output can lead to further decisions and actions. XML can easily represent this tree structure.
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Figure 4 Decision Graph (copied from [7])

3. Easy to be verified by DTD: The syntax and semantics of XML can be easily verified by Document Type Definition (DTD). Any other existing programming language doesn’t have this guarantee.  

4. Easy to extend: A parser can immediately determine whether it can support all the requested features since every tag and attribute has a name explicitly specified; and decide what to do if it cannot support them. Furthermore, XML has built­in mechanisms for the additions of new tags and attributes by specifying the namespaces in the head of the document.

After considering the disadvantages and advantages of the above approaches, the third approach has been accepted by IESG(IP Engineering Steering Group); The IP-Draft 'CPL: A Language for User Control of Internet telephony Services' has been approved in IESG as a proposed standard in Feb. 2002. [8]. A standardized DTD is appended in [9].


The following sections describe the language structure and language primitives which have been accepted by IESG, although it is not a IETF standard, we may learn more about CPL from this IP draft study in [9].

4.1 Components 

       A CPL script is composed of two parts: Ancillary information and Actions. Ancillary information is not directly describe the operations, currently there is no definition of Ancillary information. Actions describes the operations and decisions which a signaling server will perform on a call set-up event. Actions are future divided into sub-actions and top-level actions. Figure4.1.1 illustrates the high level structure of a CPL script.
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Figure 4.1.1 CPL Components 
       Action: A CPL action is actually a collection of nodes which describe the operations and decisions.

       Node: may have one to many parameters and outputs.

       It is important to understand the relationship between node, parameter, output and action because these concepts will be used in the graphical representation and XML representation. Figure4.1.2 is helpful for us to understand the concepts.
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Figure 4.1.2 Action components 

4.2 Representation 

4.2.1 Graphical representation 

       Figure 4.2.1[9] shows the graphical representation of a CPL action. Graphical representation composes of nodes and arrows. Nodes are arranged in a tree, the action starts at the root node. Outputs of nodes are chained to the other nodes. When an action is performed, the top-level node is performed. Based on the results of the previous node, the corresponding nodes are performed. The process continues until the node which there is no specific output defined. [9]
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Figure 4.2.1 CPL graphical representation (partly copied from [9])

    In the above figure, there are many types of nodes involved, we shall explain the node types in section 4.3. The example shows an incoming call starting with the root node at box1, the original address in the incoming call is associated with the CPL script, the action is composed with node1,2 and 3. If the original address is sub-domain of example.com as indicated in the condition part of root node, node2 will be executed; the output of node2 is node3 as the arrows shown in Figure4.2.1.

    Box4 represents a sub-action. When there is no condition(“otherwise”) matching in the root node or the output of proxy node is one of “busy”, “timeout” or “failure”, the voice mail sub-action will be executed, the voice message is forwarded to SIP:jones@voicemail.example.com.

    The graphical representation is straightforward. This representation implicitly guarantees most of the CPL's safe execution requirements. Because the graph is acyclic, The service will complete after a bounded and predictable number of nodes are visited.

4.2.2 Transfer graphical representation to XML

      There are some rules to change graphical representation to XML. The conversion is based on the DTD description. Basically, the rules are as follows:

      Both nodes and outputs are represented by XML tags; parameters are represented by XML tag attributes. Typically, node tags contain output tags, and vice-versa  with a few exceptions.[9]

      Example: the XML version of the graphical representation (Figure4.2.1).[9]

   <?xml version="1.0" ?>

   <!DOCTYPE cpl PUBLIC "-//IETF//DTD RFCxxxx CPL 1.0//EN" "cpl.dtd">

   <cpl>

     <subaction id="voicemail">

       <location url="sIP:jones@voicemail.example.com">

         <redirect />

       </location>

     </subaction>

     <incoming>

       <address-switch field="origin" subfield="host">

         <address subdomain-of="example.com">

           <location url="sIP:jones@example.com">

             <proxy timeout="10">

               <busy> <sub ref="voicemail" /> </busy>

               <noanswer> <sub ref="voicemail" /> </noanswer>

               <failure> <sub ref="voicemail" /> </failure>

             </proxy>

           </location>

         </address>

         <otherwise>

           <sub ref="voicemail" />

         </otherwise>

       </address-switch>

     </incoming>

   </cpl>
We notice that the namespace in XML  <!DOCTYPE cpl PUBLIC "-//IETF//DTD RFCxxxx CPL 1.0//EN" "cpl.dtd">; the RFCxxxx will be replaced by the real RFC number after CPL becomes a standard.

The sub-action box starts with “subaction” tag with an “id” attribute, which is used when the output of other nodes refer to the sub-action. An action starts with incoming or outgoing tags as specified in CPL DTD. In our example, since the call is an incoming call, we start with incoming tag. After studying the following node categories, the reader should be able to understand this example more clearly.

4.3 Node Categories

     To design CPL language, the essential is to define the language primitives as mentioned in [6]. There are four categories of nodes in the proposed standard of CPL in [9] : Switches, Location modifier, Signaling operations and Non-signaling operations. In the literature of CPL, the node categories are also called language primitives. 

      Switches: Represents choices which CPL can make. In graphical representation, a switch node is represented by a list of conditions as shown in the following figure4.3(a part of Figure4).
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Figure 4.3 switch node 
      Each condition represents an output of a switch node, each output points to a node to execute. The conditions are tried in the sequence from top to bottom. Once a condition is true, the node connected with the output of the condition will be executed. For example, in Figure4.3, the conditions are tried by the order of condition1, condition2. If the address is sub domain of example.com(condition1 is true), node1 will be executed. Condition2 will not have a chance to be tried.

    There are four types of switches in CPL: Address switch, String switch, Time switch, priority switch. The syntax of each type of switch is given in [9] in detail.

    As an example, we discuss the syntax and an XML example of address switch.

    Address switches allow a CPL script to make decisions based on one of the addresses present in the original call request. The syntax of address switch is summarized in Figure4.3.1 [9]:
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Figure 4.3.1 Syntax of Address Switch ( copied from [9])

The node’s output is “address”. The mandatory parameter is “field”; it identifies which address is to be considered, it could be “originate”, ”destination” or “original-destination” . The parameter “subfield” is optional; it indicates which part of the address is to be compared.

The “address” tag has three attributes: is, contains and subdomain-of. The syntax is well explained in [9]. The following example in Figure 4.3.2 shows how the address switch node is used to represent an incoming call screening service.
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<incoming>
<address-switch field="origin" subfield="user">

<address is="anonymous">
<reject status="reject’
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   Figure 4.3.2: Incoming Call Screening Using Address Switch (copied from [9])
The above example shows that if the user part of the originate address of an incoming call is equal to “anonymous”, the signaling server will perform “reject” action.

Location Modifiers
     To simplify CPL, the set of the location to which the call is to direct is not given as a node parameter. Instead, the location information is stored in an implicit global variable throughout the execution of the action. The information can be retrieved from the external source, without burdening the language to support the information retrieve functions. For an incoming call, the location set is initialized to be empty. While in an outgoing call, the location set is initialized as the destination address.        

     Location modifiers are the operations which add or remove locations from the location set. Location modifiers consist of explicit location, location lookup, location removal. Explicit locations add locations to the current location set; location lookups obtain locations from some outside source; and location filters remove locations from the set.

     For more detailed syntax and examples of location modifier, please refer to [9]. 

signaling operation:

     The operation which cause signaling events in the underlying protocol. Signaling operations include: Proxy, redirect and reject operation.

As an example, we address the syntax of proxy node in Figure 4.3.3 from [9]:
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Figure 4.3.3 Proxy node syntax (copied from [9])
    The above syntax shows that a proxy node has five outputs: busy, no-answer, redirection, failure and default. The parameters of the proxy node are: timeout, recurse and ordering. All the tags of outputs don’t have attributes.

     The signaling server chooses a “best” response after the proxy action has completed, one of the five outputs will be chosen based on the signaling protocol or administrative configuration rules.

    If the call attempt was successful, CPL execution terminates and the server allows the call to set up. Otherwise, the next node corresponding to one of the   "proxy" node's outputs is taken.

 non-signaling operations: operations which trigger behavior which does not effect the underlying protocol. Non-signaling operations are divided into: mail and log operation.

     The mail node causes the server to notify a user of the status of the CPL script through electronic mail.

     The Log node causes the server to log information about the call to non-volatile storage.

5. CPL extension

     There are scenarios that are difficult or impossible to solve with CPL. In particular, CPL does not enable users to make call processing dependent on authentication status. CPL extension is proposed to provide the ability of authentication by adding authentication switch and database access.[10]

6. Conclusion 

   The development of CPL is an ongoing project. Although there is no practical application existing so far, we believe the users will benefit from CPL for creating new services and features in the recent future.

7. Future work

    CPL is an active research area. Many problems remain unsolved, for example the transportation mechanism needed to transport scripts from user side to the signaling server is undetermined. We have to find a solution which is secure, efficient and lightweight. By allowing the users to create services by themselves, the feature interaction problem must be taken into consideration. How to solve the feature interaction is another challenging problem to be solved before CPL is widely used.
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