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Similar to the way a network becomes more and more useful with the number of systems participating on that network, data interchange between those systems becomes more and more powerful as the interchange conforms to a common format. Everybody can come up with their own protocols to exchange data, and in the past, many people indeed have designed such protocols, but to make distributed application development a reality and have it be truly useful, clearly a common, open, standards-based, universally adopted mechanism needs to be agreed upon. And this is where the more narrow definition of a Web Service comes in: A Web Service is a Web application using the SOAP protocol. [1]
The Role Of The SOAP

SOAP stands for Simple Object Access Protocol. SOAP was designed with the following three goals in mind:

· It should be optimized to run on the Internet.

· It should be simple and easy to implement.

· It should be based on XML.

SOAP is an open Internet standard. It was originally proposed by IBM, Ariba, and Microsoft, and the W3C has taken on the initiative to develop it further. SOAP, somewhat contrary to its name, is fundamentally just a protocol that lets two systems—a client and a server—exchange data. Of course, the client system may be, and often is, just another server machine, not a human end user. Although the SOAP specification was written in such a way as to be implemented on a variety of Internet transport protocols, it is most often used on top of HTTP. 

SOAP supports two message patterns: the first is a simple one-way exchange, where a client issues a request against a server, and will not receive an answer back. I focus on the second message pattern, which consists of a request-response interaction, familiar to all Web developers. A client issues an HTTP request for a resource on a server, and the server replies by sending an HTTP response. SOAP adds to that a standard way to pass data back and forth, including a standard way to report errors back to the client. [2] 

In traditional Web applications, the only thing that’s standardized in a Web request is the URL, the HTTP verb (GET, PUT, and so on), and some of the HTTP headers. Everything else is specific to the application at hand, particularly as it relates to the passing of application-specific data and data structures. A client can, say, POST additional information using the form submission mechanism. But imagine that you’d like to post a series of floating point numbers to a server. How would you do that?

How would you ensure that the server understands what you’re sending it? How would you ensure that the data goes to the right place on the server? SOAP addresses these challenges by defining the following:

· A mechanism to pass simple and structured data between clients and servers using a standard XML syntax.

·  A mechanism to call objects running remotely on a server 

SOAP has two faces. On the one hand, stressing the second item in the preceding

list, it may seem that it is a remote procedure call (RPC) protocol. On the other hand, putting more emphasis on the first item, you can consider it a standardized way to interchange (XML) documents. [3]
However, SOAP being a “simple” protocol, it does not by itself define a number of added-value mechanisms familiar to application developers using not so-simple protocols (such as Common Object Request Broker Architecture [CORBA] or Component Object Model [COM]/Distributed COM [DCOM]):

· Security

· Transaction management

· Guaranteed delivery


Why Web Services?

The recent emphasis on Web Services denotes a noteworthy shift in application development: away from insular, monolithical solutions and towards truly distributed, modular, open, inter enterprise Internet-based applications. The hope certainly is that Web Services will do to enterprise applications what the World Wide Web did to interactive end user applications. Web Services are primarily a technique that allows disparate server systems to talk to each other and exchange information, and maybe less a mechanism directly encountered by human end users, for which the Web and the traditional Web browser remains the primary data access point. Integrating one system with one other system, although often very complex, can usually be done somehow, but integrating many systems with many other systems is really beyond the capabilities of

any of the current middleware solutions, particularly if done intercompanywide over public networks. SOAP and Web Services offer hope here, because that technique is simple, and because it is a universally accepted standard. [1]
The imagine came true: massively distributed applications, integrating data from many sources from many different systems all over the world, very fault-tolerant, and accessible at all times from anywhere. 


The World Of Web Services 

Web Services are useful only if clients can find out what services are available in the first place, where to locate them, and how exactly those services can be called. A number of initiatives are under way driven by the major vendors in the Web Service area to address those application development and business needs. Two of the more important ones are the following:

· Web Service Description Language (WSDL) An XML format to describe how a particular Web Service can be called, what arguments it takes, and so on.

· Universal Description, Discovery, and Integration (UDDI) A directory to publish business entities and the Web Services they offer, and where you can find those services. UDDI is implemented as a Web Service itself.

Additionally, there’s DISCO, a mechanism based on XML developed by Microsoft to dynamically discover Web Services running on a particular machine. [1]

Security Of Web Services 

The SOAP specification does not touch security.  It can be seem as a plus, because it keeps the standard small and implementable. RPC protocols that do define security, such as CORBA and COM/DCOM are far more complicated, harder to implement, and don’t work well on the Internet. On the other hand, as a developer, you obviously shouldn’t ignore security altogether. In the end, you have two possibilities:

· Leverage the security features made available by IIS and ASP.NET.

· Do it yourself.

If  the first option is chosen, user can secure his/her Web Services by using the security features of IIS, such as Basic Authentication (probably over SSL), NTLM, or Kerberos-based authentication if he is on an intranet, or authentication-based on Public Key Cryptography (PKC) using client certificates. [2]
Additionally, features provided by ASP.NET can be used on top of what you can do on the HTTP protocol level.ASP.NET allows you to use Microsoft Passport to authenticate users, although you will have to pay licensing fees if you want to go down this way. 

ASP.NET also allows users to grant and deny users of your services every imaginable kind of rights once they have been authenticated (this is called authorization).

Yet another interesting option is to use SOAP Digital Signature. Also based on PKC, it enables you to digitally sign the body of a SOAP envelope and to include the signature information in a special SOAP header. This does not actually encrypt the SOAP message, but it does guarantee its integrity, that is, you know that nobody has changed its content as it traveled from one machine to another.
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