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Abstract

The growth of telecommunication networks and their role in modern society are enormous, as well are enormous the efforts to manage them. Over the past decade the importance of network management systems technologies in the telecommunication industry has increased significantly. This paper discusses the technological challenges facing the network operation support systems entering the 21st century. We will focus on several key technologies, such as distribution of data, control and processes, intelligence in management, and virtualization of the decision space. In more detail we will discuss the distributed service architecture of the next generation network operations support systems, and demonstrate how the principles of these architecture have been realized in GRACE, a global real-time distributed event correlation system, developed at GTE Laboratories
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1. Introduction

1.1 Quo Vadis Network Operations Support?

The growth of telecommunication networks and their role in modern society are enormous, as are the efforts to manage them. We are already witnessing that the expense of managing networks, being it voice or data, wireline or wireless, local or long-distance are growing faster than the increase in the cost of the networks that are being managed. The need for new network management software has pushed the annual growth rate of the network Operations Support Systems (OSS) in the U.S. to close to 7 percent and the anticipated total OSS market will reach $40B by 2004  [1].

 At the same time, deregulation is making and will continue to make the marketplace more competitive turning it into a “killing field” for less competitive players. Competitive markets are stimulating diversity of products and services, putting downward pressure on prices, and forcing rapid innovations. Scaling up the networks and inter-network connectivity create complex heterogeneous networks with hardly observable dimensions and unclear management responsibilities and optimization goals.  Network operators are liberal in responding to the market needs for global interconnectivity and are eager to introduce increasingly more sophisticated integrated services, while at the same time taking a hard stance on cost-effectiveness, maintainability, and ease of use of the network OSS. 

Over the past decade, the role that networks management system technologies are playing in the telecommunication industry, has increased significantly. One can identify three major phases in the evolution of the network management systems technologies: the support, enabling, and driving phases. Each phase illustrates the increasing role that the network management system technologies play: from the subordinate role to the tactical, and to the strategic role. 

During the initial support role phase the network management technologies performed the functions strictly defined by the structure and objectives of the existing businesses processes. During the second phase the technologies played a tactical role by enabling the re-organization and optimization of business processes, but still within the pre-defined business functions. Currently we are witnessing the move of the network management systems technologies into the third phase, where they are starting to play a strategic role by defining new business opportunities.
This paper discusses the technological challenges facing the network operation support systems entering the 21st century. We will focus on several key technologies, such as distribution of data, control and processes, intelligence in management, and virtualization of the decision space. In more detail we will discuss the distributed service architecture of the next generation network operations support systems, and demonstrate how the principles of these architecture have been realized in GRACE, a global real-time distributed event correlation system, developed at GTE Laboratories

1.2. Distribution of Data, Control and Processes

Distribution of data, control and processes will be a “genetic” feature for the next generation of operation support systems. It is irrelevant where the managed objects and management processes are located. Distributed operations support services, which are language, operating system and platform independent, will reside and move on multiple virtual servers. The use of distributed middleware technologies, like DCOM [2], CORBA [3], and RMI [4], opens a universal connectivity pipe to manage any object from anywhere. Object wrappings and encapsulation of their idiosyncrasies will reduce the impact of heterogeneity of the managed networks. 

1.3. Virtualization of the Decision Space
 The network operating space loses it unique physical identity: the border between real and virtual in operation support becomes fuzzy. Computer generated 3D visual operational spaces and objects are becoming synergistic with real world spaces and objects. Revolution in broadband is not only opening options for new telecommunication services, but is also opening doors for new paradigms in network management. The question posted in this paper is not so much what network management should do for managing the broadband networks, but rather, what broadband can do for network management. We will discuss the paradigm of intelligent multimedia information space, proposed in [5], and show how this paradigm will be used to visualize managed networks and the control functions over the networks.

1.4.  Intelligence in Management

Components of complex systems are built having intelligent capabilities to perform operational data filtering, data interpretation, and surveillance and control functions. There will be a fundamental move from individual correlation functions [6] to a global inter- and intra-correlation between management layers and functions of TMN [7]. The establishment of a common lingua franca between the management layers of TMN, and within the management functions on one layer, is an imperative of the future success of network operations support. Advanced human interface technology makes the system configuration, fault, performance, administration and other data directly available not only to the daily operational personnel, but also to managers and executives.  The systems will be able to reason about domain objects, as well as give explanations about the reasoning process. The data will be aggregated over space and time, and interpreted according to the required level of management abstraction.

1.5 Internet-Based Management

The Internet (provided over fixed, cellular, satellite, or cable networks) is becoming a universal information transportation and service media. Web access to network resources and management functions is already taking place. New opportunities will be open for customer-oriented network management.  Web-based management becomes an even more effective tool, as high-performance solutions such as network graphics and 3D images, are deployed for managing data intensive tasks from a browser.

2. Service-Based Network Operations Support

2.1. The Framework

One of the most fundamental changes in the architecture of network management systems is the move from embedded and monolithic architectures towards distributed, open, component-based architectures. The basic framework of this architecture is shown on Figure 1. By its organization, this is a multi-level hierarchy of services, where services at a higher level are built from lower level component services. We identify four levels of these services: the System Services, the Infrastructure Services, the Application Services, and the Integrated Services. 

2.2. System Services

The System Services form the core set of distributed services that are used for building the next level of services. The OMG [8] defines specifications for standard CORBA services. These services include COSNaming, COSEvent, COSNotification, COSTransaction, COSTime, COSProperty, COSPersistence, and other services.  In addition to these standard services, other services can be added. 

2.3. Infrastructure Services

The Infrastructure Services layer contains basic management services, whose functionality and implementation are oriented towards specific network management tasks. Some of the most significant Infrastructure Services are:

· Event (Message) Parsing Service.

· Event Correlation Service

· Network Topology Service

· Modeling Service

· OLAP (On-Line Analytical Processing) Service

· Network Visualization Service

· Network Element Mediation Service 
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Figure 1. Network Management Service Hierarchy

2.4.   Application Services

Application Services are built from the Infrastructure Services, and may include:

· Fault Management

· Performance Management

· Test Management

· Configuration Management 

· Security Management

· QoS Management

· System Administration

2.5. Integrated Services

At the top-level of the service hierarchy, Integrated Services are formed by instantiating and combining Application Services. Some examples of the Integrated Services are: 

· SONET/ATM Network Management

· SS7 (Signaling System 7) Network Management

· IP Network Management

· Wireless Network Management

· Switched (POTS) Network Management

· Satellite Network Management

3. Distributed Network Management Service 

3.1. Architecture

In this section we will discuss how to build distributed event management architectures from the services presented in the previous section. Figure 2 shows an example of this architecture that was actually implemented as a common event correlation solution to manage GTE networks. 

We want to stress the following important features of the architecture: the encapsulation of the implementation idiosyncrasies of the components (in our case – CORBA objects), the use of standard event (CORBA structure events) passing protocol, and the use of a common knowledge/data transport format in XML [9]. Thanks to these features, one can build customized network management systems of different functionality, scale, and complexity. Different instances of the infrastructure services can be used, as long they all satisfy overall functional and data semantic constraints. For performance, reliability, or functional reasons multiple processes of the same service could be launched. For example, a hierarchy of event correlation processes could be created. This hierarchy could be used to implement a multi-level network management paradigm, e.g. to implement local and global correlation functions. 

In this particular sample architecture of network event correlation, we divided the services into real-time services: the Network Mediation, Message Parsing, Event Correlation, Network Monitoring, and the Event Notification Services, and into interactive services: the Database and Network Topology Services.  This division supports our desire to have fast channels of real-time event processing and to make available interactive (on-demand basis) services to provide required knowledge, models, and data to support non-real-time processes. The real-time services are sensitive to performance, and require a certain level of fault tolerance. 
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Figure 2. Distributed Event Management System Architecture

The Network Mediation Service provides connectivity to network elements, protocol conversion, data adaptation, and network alarm/fault, performance, configuration and test data collection. The Network Management Service is a basic network management operation that provides network fault, configuration, performance, test, administration, and security management functions. The Event Correlation Service is designed to perform real-time event correlation, explanation, and correlation application development functions. The Message Parsing Service performs event (message) parsing functions, and may also perform single network element level information processing functions, such as event filtering and automatic clearing of events. The Network Topology Service provides network topology (network element and network representation, and network connectivity and containment information) modeling and repository functions. The Database Service is a general service for data storage and retrieval. 

3.2.  Event Notification Service

The Event Notification Service enables sophisticated event passing interfaces between distributed objects – the producers and consumers of events. The interfaces are mediated by event channels that allow decoupling of producers and consumers in the sense that they possess no knowledge about each other. The CORBA standard for the Notification Service, the OMG’s [8] COSNotification Service defines several important features of the Notification Service, including asynchrony, event subscription, multicast event routing, event filtering, quality of service, and structured events. The outputs of one channel can be chained to the inputs of another channel to create a notification chain.  Each of the nodes in a notification chain may cache events, take actions, perform some transformation on the events, and forward them along the chain.  Services may select relevant events via filters. It becomes easier to replace these chained services with newer or alternate versions because the interaction is decoupled.  It is easy to add supporting functions, such as validation and logging by creating a service and having it subscribe to a pre-existing channel.

3.3.  XML as Lingua Franca for Data/Knowledge Exchange

XML – Extendable Markup Language, is becoming the de facto standard for transporting data and knowledge between the distributed components.  XML represents arbitrary semantics as strings.  It is not necessary to predefine the contents of these strings for the sake of the transport medium, making XML ideal for transferring data of arbitrary semantics over CORBA. While the distributed systems will define their framework in CORBA IDL [3], they will define much of the data semantics in XML.  This approach will allow components of the system to be decoupled supporting a consistent knowledge and data transport mechanism. 

4. Virtualization of Network Management

4.1. Multimedia Information Space

Multimedia information space is a multi-dimensional collection of seamlessly integrated pieces of information in different sensor presentation forms (visual, auditory, tactile, etc.), that appear to the human observer (user) as one continuous reflection of the reality.
The multimedia information space has different dimensions: we will consider only two of them, levels of abstraction and views. One and the same network element, e.g. a switch, could be visually presented as a pixel, icon, schema, 3D model, photographic image, or video. This sequence of presentations with a decreasing level of abstraction could be used in different network management contexts. Some other abstraction of the same switch could be text (system description or operational code), table, or even voice annotation. Different levels of abstraction of the network element presentations correspond to different levels of abstraction of the information space. Similarly to network elements, the levels of abstractions of the information space could be used to present network events, network controls, etc. 

Another dimension, along which to describe networks and network management-related tasks is associated with the different views of the network. The organization of the information space along the views is one of the fundamental principles of managing large telecommunication networks. The purpose of the structuring could be quite diverse, including the reduction of the scale of the network, and focusing on different aspects of the management tasks. 

4.2. Network Management Visualization

Visual presentations are widely considered as an effective method to manage large sets of data, complex systems, and dynamic processes. The first significant results were achieved in the scientific data visualization area where computer graphics technology was used to help to interpret complex physical processes. The high bandwidth of human visual perception permits much faster interpretation of structural, geometric and spatial information than any other information perception channel. This makes visual presentations highly desirable for data, voice, and video network management.

The visual media covers a full range of static (text, tables, charts, maps, graphs, icons, 3D models, images) and dynamic (animation of static presentations, recorded or live video) presentations. The presentations could overlay each other (e.g. networks on geographic maps), or linked by cross-media references (e.g. an alarm icon is linked to a full text describing the alarm or to an image of the network element, which generated the alarm).  In the network management domain the following main tasks of visualization may be defined:

· Network visualization - visualization of network elements and links (trunks

· Environment and infrastructure visualization - visualization of buildings, cell sites, towers, power supplies, etc

· Visualization of events - alarms, faults, status of network elements or environmental objects

· Data visualization - network performance, usage, traffic and other data visualization

· Map information visualization - geographic, administrative, service area and other maps.

Network visualization opens new cognitive dimensions in presenting the physical nature of the network (wireline, cellular, satellite), network provided services (voice, data, video), spatial and geographical dimensions of the network (LAN, WAN, regional, national, global), nomenclature of the component network elements and their internal structure, network connectivity and overall network architecture.

Different relations between network elements have natural visual presentations, such as connectivity (e.g. connection of a DS0 trunk to a physical port), containment (e.g. a board within rack), and spatial relations (e.g. behind, above, etc.).  Visualization of the near environment includes visualization of buildings, rooms, doors, security conditions (door closures, motion sensors, intruders), environmental conditions (temperature, fire, humidity, gas leaks), power supplies (generators, power lines, circuit breakers, etc.), etc.

Direct manipulation as a concept beyond programming languages has been used in display editors, spatial databases, and especially, in video games.  The advantages of using direct manipulation of visual objects in network management tasks are obvious: 

· Access to the network elements in a way which closely mimics the actual physical operations

· Immediate display of the results of the operations; easily reversible commands

· Physically obvious and intuitively natural means of representing topological, spatial, structural, geographical, and other constraints and relations. 

Some examples of direct manipulation are using drag-drop operations to instantiate network elements, connecting network elements on screen, rerouting traffic by moving or re-directing visual objects which represent the traffic flow, and dragging a wireless network cell site antenna icon to change the antenna height. 

Map information visualization is becoming an indispensable feature for almost all network management systems. Map information systems include geographical, administrative, marketing and other maps displaying, roads, streets, bodies of water, terrain, vegetation, elevation including, special, atmospheric, seismic, political, and other conditions. There are a variety of digital 2D and 3D map information systems available.

4.3. Integration of Voice

Advancements in computerized speech analysis and generation makes possible the use of voice communication for network management. Potential applications may include voice commands to apply network controls, request data, or generate voice narratives for explanations and help. A promising research direction is to integrate voice with manipulation of visual objects on the screen. 
5. Intelligent Network Management Based on Event Correlation

5.1. Event Correlation Domain

Event correlation will play a critical role in managing the complexity of modern telecommunication and data networks. Several major network operations support functional areas based on real-time event correlation have emerged, including:

· Reduction of event flow by context-sensitive event filtering, aggregation of events, and temporary event suppression.

· Fault management by fault diagnostics, localization, root cause identification, generation of corrective actions, trouble ticketing and pro-active customer service contacts.

· Status reporting of complex multi-level hierarchical networks by semantic generalization of low-level events.

· Network behavior monitoring by analysis of time-series events and time-dependent trending of events.

· Network security protection by correlation of external events of unlawful access to network resources and data, e.g. intrusion detection and fraud.

Event correlation is defined as a conceptual interpretation procedure in the sense that a new meaning is assigned to a set of events that happen within a predefined time interval. The conceptual interpretation procedure could stretch from a trivial task of alarm compression to a complex pattern-matching task. A typical real-time event correlation is determined by a dynamic pattern matching over a stream of network events. In addition, the correlation pattern may include network connectivity information, diagnostic test data, data from external databases, and any other information. Depending on the nature of the operations performed on events, several types of event correlation are considered, such as event filtering, compression, suppression, counting, generalization, aggregation specialization, and clustering.

5.2. Future Directions of Event Correlation

In the future developments, three major forces will drive event correlation advancements: globalization of the utility of event correlation, distribution of the event correlation service architecture, and the use of the Internet.  Event correlation services will be an integral part of next-generation network management systems, based on distributed service architecture and the technologies such as CORBA, XML, and Java [10].

Globalization of event correlation breaks the existing application and technology boarders of event correlation, and can be considered at several levels. At the topology level, it means correlation between the events of different network elements, different networks, and different network management planes. At the functional level, it means cross-correlation between different network management, such as the alarm/fault, performance, security, and configuration functions. The subject for event correlation, for example, could be not only “natural” events like network fault alarms, but also “artificial” events, such as performance events generated by thresholding performance data over some time interval. At the domain level, global correlation means cross-correlation between TMN domains, such as correlation between network and service management. 

Various approaches to event correlation exist, including rule-, case-, and model-based reasoning, finite state machines, petri nets, and binary coding methods. We see the need for important technological advancements of event correlation in the following areas:

· Explanation of the content of the derived solutions and their logical reasons.

· Discovery of correlation knowledge, e.g. learning correlation rules.

· Extension of correlation paradigms with hypothetical reasoning, inexact (fuzzy) knowledge, and the logic of time, space and action.

· Multi-paradigm event correlation. Different solutions can be used to implement the same network management functionality, based on alternative reasoning paradigms. A paradigm will be selected based on the specificity of the tasks, the operational context, and the goals of the management process.  For example, the system may have a choice of either rule-based or case-based event correlation services. 

5.3 Internet-Based Correlation Service

The amount of information provided over Internet is enormous, however, the utility of the provided information grows slower than the amount the information itself. Internet-based information (event) correlation technology increases the utility of information and opens new business opportunities for Internet information services, such as Stock Market Correlation Service, Health Care Correlation Service and Home Security Correlation Service (Figure 3). 

[image: image3.wmf] Network

Topology

Correlation

Knowledge

 Event

Database

 Output

  Events

 Input

Events

  New

Events

Stored

Events

Knowledge

Management

Component

KB

Editors

KB

Editors

KB

Editors

CORBA

CORBA

Event

Explanation

Component

Event

Correlation

Component

CORBA

Network

Management

Service

CORBA

CORBA

Event

Notification

Service

 Correlation

Knowledge &

Network

Topology

GRACE


Figure 3.  Internet-Based Correlation Service

5.4. GRACE

GRACE – Global Real-Time Advanced Correlation Environment, is a distributed event correlation service developed at GTE Laboratories. The business objective of GRACE is to provide GTE with a common event correlation solution for a variety of telecommunication and data network correlation needs. GRACE itself is a part of a general distributed event management framework, which is based on the architectural solutions, discussed in Sections 2 and 3.  

The implementation of GRACE focuses on globalization of event correlation, distributed service architecture, and the use of common event processing and data/knowledge presentation formalisms. Several specific applications have been identified for GRACE, including global correlation for POTS switched networks, SONET/ATM/IP event fault and performance management, and special service circuit event correlation. GRACE is programmed in Java, C++, and CLIPS [11]. OmniORB[12] is used for ORB programming, while the CORBA COSNotification (with a few small exceptions) was implemented at GTE Laboratories. The current system runs on Solaris, Linux and AIX. 
The GRACE architecture is based on distributed CORBA components. These components communicate via CORBA IIOP (Internet Inter-ORB Protocol), while XML provides an extended semantics for encapsulation data and specifications within GRACE. Three major components, the Event Correlation, the Knowledge Management, and the Event Explanation Components comprise the high-level architecture of GRACE (Figure 4). During one GRACE session, which is 
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Figure 4. GRACE Architecture

managed by the GRACE Supervisor, multiple event correlation and event explanation processes could be launched. Different Event Correlation Components can be used which exploit different event correlation paradigms. In the current implementation of GRACE, a model-based approach to event correlation is used, similar to what was initially implemented in the IMPACT system [5]. Several extensions to the IMPACT correlation model were developed, including the use of finite state machines, new principles of the event explanation functions, and the use of scripting services to access external functions. 

6. Conclusions

The services provided over the telecommunication networks are as good as the networks operate. We learned how to provide high quality of services using reliable high quality networks. Can we provide the same level of services with less reliable networks?  This is one of the questions that can be posed as a task for future network OSS. The evolution of the network OSS technologies form supporting to enabling to business driving role opens new business opportunities for network services. 

In this paper we discussed some key OSS technologies, that we believe will shape the network/service management arena in the next century. Most likely we will witness the increasing role of the Internet-based network management and more synergy between the methods of virtual network management and the intelligent decision support systems. 
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