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Abstract
This paper deals with the remote laboratory VirtualLAB (VL) developed at Technical university of Košice. Aim of the project is to design and realize conception of the VirtualLAB, the remote access to WAN segment which is used in practical education in CNAP (Cisco Networking Academy Program). Remote access for configuration of devices is realized through Internet. This tool allows students to control devices and  practice on real remote processes through the Internet, and to focus on education.
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1.Introduction
This paper discusses remote laboratory techniques, which are now getting wide attention because it is expected that it will provide hands on experience, which is crucial in engineering education, would provide a basis for such topics as theory which is to be learned by doing.
The web–based laboratories are divided in two classes: the virtual labs and the remote labs. The main difference between them is that virtual labs allow to remotely run simulations with possible animations of the controlled system, while remote labs are laboratories where students can remotely interact with real experiments and devices. The VL at the Technical university of Košice is an example of remote laboratory and is attracting the interest of many students from our campus and from other national and international institutions.
Virtual labs are good to assimilate theory, but they cannot replace real processes, since a model is only an approximation which cannot reproduce all the aspects of the process, such as for instance unexpected non-linearities. On the other hand remote laboratories allow students to directly act with real processes, which is very important especially for engineering students. From a pedagogical point of view, remote labs allowing students to control they education are the most exciting. 

2.VirtualLAB overview
This project is directed on use-full utilization of Training set model (segment of WAN network) in education within CNAP program, by using remote access via Internet. VL is realized in co-operation of Regional Cisco Networking Academy (RCNA) at Technical University of Košice (software solution) and Local Cisco Networking Academy (LCNA) at High Industrial School of Electrotechnics on Adler street in Bratislava (conception of technical solution and realization). 

VL maintains a wide range of training and education offerings that enables students to develop their skills and knowledge in internetworking technologies and would provide not only access to sources for students from CNAP but for anybody from non-academic sphere. Therefore the other priority task is to solve the problem of charging and booking of using shared sources and detail monitoring of common pursuit (included in Module of Management).  Final product helps in more effective using of high-cost devices in laboratories and provides connection out of usual operational time. Now, it is possible to access VL for every authorized user of Internet browser supporting Java Applets.

2.1Conception of solution
Within the frame of project, common conception of Virtual Lab has been intended and it includes realization of Virtual Lab WEB portal which would provide central access to physical sources (Laboratory Training set – marked as CCNA Lab Kit). Assuming that physical sources of every institute engaged in CNAP program would be shared by this project (together 45 of  High Schools and Universities.) The basic conception of Virtual Lab is shown in fig. 1. 
This picture shows final arrangement of interconection of all ComAccess servers creating common domain of shared devices with central management via Virtual Lab WEB Portal.
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Fig. 1

2.2 Technical solution
The fundamental of technical solution is switch called TO108 (project signing). The main function of TO108 is to inter-switch RS232 output of computer with specific console input port of Cisco devices. Interconnecting matrix, which is pure analog, is able to switch the signal of frequency max. 15MHz and frequency of ON/OFF switching is maximum of 5MHz. So it is possible to use it as a multiplex, which means simulatenous sharing of devices at one time. The active interface is always indicated by LED. Shown in fig. 2.
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Fig. 2

Switch provides connection to Training set of CNAP Lab Kit via console cables and it is connected to ComAccess server via serial port (RS232), where are installed programs managing all phases of communication.  Serial Port (COM1) is used for management of TO108 and also for communication of user with connected routers. 

Full control over conected devices is provided by second switch called PS108, it is power switch through witch user can reboot any device. Shown in fig. 3.
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Fig. 3
2.3 Software solution

Software solution has a modular model and it is composed from ComServer and ComClient applications and Virtual Lab information system based on J2EE technology.  This portal is used for basic access, verification of users form SQL table and education control. This module of VL is implemented as complex tool for management of users, as information system ISVL, with new tools supporting communication between users and cooperation. Big advantage is access to lab manuals through this system.The management of ComAccess server is suplied by this portal too (fig. 4).
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Fig. 4
JAVA Application ComServer provides basic communication between attached routers and remote users. It captures, checks and distributes messages from client and analyzes and redistributes message from router to user. Remote client is using ComClient application and this connection is realized trough TCP ports (sockets). Datagrams sended through this TCP ports is compatible with XML standard, and this feature provide a lot of various combinations of usage (chat, logging errors, commands, messages..).

ComClient Application is classic JAVA Applet with SWING design, which emaulates simple console. It supply definition of many usefull functions for more comfortable and productive work with Training set (fig. 5)
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Fig. 5

Lab exercises are configured in a user-oriented way. User interface offers windows for lab guide, topology overview, console, user list and communication. With Lab guide one can configure pre-defined tasks. 

3.Implementation notes
In this section a brief description of implementation aspects is provided.

The home page and other descriptive pages are stored in a unique server which is common to every process. Several pages regarding the laboratory environment are dynamically generated by means of the JSP language, and all data about users and controllers are stored in a MySQL database, MVC architecture on J2EE basis. When an set is chosen, the user host is re-addressed to the machine directly connected to the set (Fig. 1). Data are exchanged through the Internet by a TCP connection between the user (client) and the CA server. On the client side, Java applets are used, so that platform compatibility is assured. In this way, the user can operate through a very easy to use graphical interface, where he can study and communicate.

For students is accessible now the laboratory set of this topology(fig. 6).
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Fig. 6

4. Conclusions
Most of the current e-learning systems are developed based upon the theory that we understand things by applying structured knowledge. Thus they devote their efforts how effectively we can transfer our structured knowledge. But situations are quickly changing. We come across unexpected situations more and more so that understanding the situation or situated understanding as is called in psychology becomes more important. Thus, it becomes more evident that some topics should be taught not by principles but by doing. Internetworking technologies certainly belong to these category. Remote Laboratory will provide not only hand on experience, but also it is expected to provide a versatile tool for such learning by doing.

This project is actualy in phase of testing and tuning up of functionality. Now it is possible to use this product for full-value remote configurating of Cisco devices. The ability of using this product by several user is in phase of solving. Complex architecture of ComAccess domain and it’s simple management is in phase of solving. It is not known any serious bug of Virtual Lab.
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