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Abstract:

Workflows that span the boundaries between separate organizations are in practice mostly evolutionary.  The act, by autonomous organizations or persons, of agreeing and evolving a shared workflow is itself a process - here termed a meta-process.  The nature of such meta-processes is discussed by means of an analysis of what happens in different types of Virtual Enterprises (VEs) and at different stages of the VE life cycle.  A multi-layer model, sitting on top of the ISO-OSI Application Layer, is proposed, and candidate protocols for each layer are discussed.
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1. Introduction

Business-to-business (B2B) E-Commerce (EC) generally is characterized by various types of alliances, which range from continuing formal contracts to informal deals, and which endure beyond a single transaction, project or marketing campaign.  A feature of all such alliances is that they are the results of negotiation, entail the agreement of joint procedures and protocols, and operate in a number of business cases. The conditions of the alliance are changed, and eventually the alliance is discontinued.  The organizations that are the partners in such alliances retain ultimate autonomy, in that they do at least retain the option to quit.

From another viewpoint, business processes and workflows, especially when they involve distinct organizations, are not simply created at one point in time and then remain permanent and unchanging.  When an individual organization (or person) decides to participate in a virtual enterprise (VE), it needs to go through a meta-process to establish what processes the organization will be required to follow once it joins the VE.

Negotiating an efficient business process is important because the timing of tasks in a process can make critical differences to business value for the organization.  For example, when new business is being sought and tendered for, the timing of bidding and evaluation activities clearly affects the relative bargaining position between the partners in the VE.  Getting the process right is more important today than ever, especially with the increasing prevalence of contracting in modern organizational practice.

The issue addressed in this paper is how information technology can help organizations involved in Virtual Enterprises, not just in routine business operation, but throughout the VE life cycle.

2. A review of related work on inter-organizational workflows
Research into inter-organizational workflow has accelerated in the last five years, driven largely by the needs of business-to-business (B2B) electronic commerce.  It is difficult to keep up with all the strands that have appeared.

Tagg [1] addressed the needs of groups of small-to-medium enterprises (SMEs) and individuals wanting to coordinate cooperative activities.  He proposed the use of a lightweight workflow server, which could be provided by a third party agent.

Wing Liu and Colomb [2] introduced the notion of incremental trading, which implies a loosely-coupled VE in which the members gradually get to know more about each other.  As a result any workflow specifications must be evolutionary.  The authors proposed a document-oriented approach to workflow as most suitable, since documents that carry their own routing instructions can be readily passed between members.  Collections of documents could over time evolve into classes with similar rules.

Papazoglou et al [3] discussed interoperable workflow support for SME cooperation fostered by chambers of commerce in Germany and the Netherlands.   The authors describe a layered approach, in which the Workflow Layer comes below a Contract Layer and above layers for Business Services, Transaction and Enactment.  They envisage an EC Brokering and Notarial Service (ECBNS) that would act as a high-level object request broker.

Van der Aalst [4] analyzed a number of alternative architectures for inter-organizational workflow, primarily from the aspect of the degree of coupling between participant Workflow Management Systems (WfMS).  Tagg has also analyzed alternative approaches, but more from the viewpoint of the organization of the co-operation process [5] and of different styles of VE [6].

Riempp [7] distinguishes an equal partnership model from hierarchy or market models.  In a hierarchy model one of the organizations initiates the processes and decides how any workflow will be carried out.  In a market model there is no formal agreement, but the organization initiating the workflow can choose a service provider, including the interface they offer for data interchange and workflow.  Riempp regards only an equal partnership model as representative of a true VE.

Schulz and Milosevic [8] have carried out one of the most recent analyses of cross-organizational process architectures, primarily oriented to B2B E-commerce.  They have compared a number of potential process interoperability standards and have proposed an overall model.  This model clearly separates the shared and private parts of an inter-organizational business process.  Roles are included at the shared level, as is a register of the services that autonomous partners can provide.

A number of recent studies have addressed inter-organizational workflow from the viewpoint of one particular industry sector.  One such project is VEGA for large scale engineering [9], which uses the model developed in [8] above.  Another notable project is RosettaNet for IT, semiconductor and related electronics manufacturers [10].

A common theme in most inter-enterprise processes and VE-related meta-processes is negotiation.  Action Workflow [11] is a well-established workflow approach (and software product) that is based on a pattern of exchanges of information along the lines of offer and acceptance.  More recently, support for negotiation in a B2B procurement environment has also been addressed by Bichler et al [12].

Finally, in our current work we use a categorization of shared business processes and workflows into tightly coupled, loosely-coupled, and client/server.  These categories are analogous to the same-named categories proposed by Sheth and Larson [13] for distributed databases.

3. Life cycle stages of a virtual enterprise
The earlier paper by Tagg [6] introduced 3 stages in the life of a Virtual Enterprise, VE Establishment, Business Development and Business Execution.

In the VE Establishment stage the processes are often oriented to building relationships, something which is fundamentally iterative.  So there will be bids, offers and haggling; identification, authentication and credit checking of potential partners; advertising and recruitment.  The process itself is part of what has to be negotiated.  

In the Business Development stage [14, 15] there are likely to be more formal cycles of invitations to tender (ITTs), joint proposals, cooperative market research.  However for some types of VEs (especially the non-supply-chain types), this phase is likely to be either a once-off initiative or performed ad-hoc.

It is in the Business Execution stage that the processes and workflows are most similar to single-organization ones.  Any type of production or administrative pattern is possible, depending on the type of business.  Smaller groups may have as much to gain as larger ones, since their administrative overheads may be higher as a proportion of total costs.

Table 1 shows examples of the process types at each of the above life cycle stages.

VE Establishment stage
Business Development stage
Business Execution stage

· Identifying broad areas of market opportunity

· Forming and recruiting an executive and committee members

· Identification and recruitment of partners

· Partner applications to join

· Credit and reference checking of partners

· Partner renewal, lapsing and severance processes

· Proposal and approval of agreed protocols between partners


· Cooperative marketing, including capture of market statistics

· Accreditation to get on an external (end client) bidding list

· Circulation of Invitations To Tender (ITT) from end client

· Bidding against ITTs

· Joint proposals led by a delegated partner, but with effort from other partners

· Opportunity-by-opportunity individual effort, involving partners on an ad hoc basis


· Project management, progress reporting and logistics

· Message passing with "our ref / your ref"-style identification of business cases

· Message passing with a dominant player's forms and case identifiers

· Delivery of goods and services

· Invoicing and payment for operators, including collection of VE agency fees

· VE or project accounting

· Receipt and inspection of deliverables

· Reporting on key issues

· Proposals, Agendas, Minutes, Actions

· Publishing of Journals, Newsletters, Working papers, Journals of Development

Table 1: Examples of Business Processes and Workflows at Different Life Cycle Stages

Please note that in our analysis, we do not limit the functions of a VE to mainstream B2B activities, such as negotiation, trading and execution of deals to provide goods and/or services.  We include a wider range of functions of a VE, including joint document preparation, customer contact management, committee work and regulatory compliance.

In all cases, what qualifies any form of cooperation as a VE is that there must be some sort of explicit or implicit contract.  That contract must be continuing, although it is very likely to come and go.  The processes of forming, changing and dissolving the relationships can be as important as the processes for continued operation.

4. Meta-process activities
A meta-process is defined as the process by which an organization (real or virtual) establishes the process to be followed.  It is of interest primarily in the VE environment. In all three life cycle stages, the partners have to decide which parts of the activity of the VE are to be controlled by an overall process, and which are to be left under the control of each partner. The default is that there is no overall workflow, and each organisation "does its own thing" in its own time scale - in other words, co-operation without coordination.  In practice, even the loosest-coupled VE will introduce some rules; for example - how long should a partner be given to reply to a proposal before counting that partner as a "no show"?

Meta-process activities are essentially decision-making processes such as the following:

· Deciding on a coordination style, e.g., fully-specified sequence of steps, circulate documents with routing slips, formalize a goal and a set of constraints, issue email reminders but otherwise leave it to each partner

· Deciding on how the VE will handle exceptions and delays, e.g., ad hoc with time limits on response, simple send and acknowledge

· Deciding what parts of an agreed formal workflow can be executed simultaneously

· Deciding how to transfer business cases and work, e.g., data formats, routing instructions, XML DTDs, references to shared files or databases

· Deciding whose system is to act as workflow server for the overall VE process, e.g., one of the partners, an independent workflow agent

· Deciding on the rules for bidding when there is competition between partners within a VE

Table 2 below shows how relative bargaining strength may affect the meta-processes.

REQUESTER
PROVIDER
(
(

(
Big Business (BB)
Small Business (SB)
Individual Customer (C)

Big Business (BB)
Formal negotiation, with systems and legal advisers from each business
Big business imposes its procedures
Individual always fits in with business

Small Business (SB)
Big business imposes its procedures
Formal agreement often using a broker; tailor existing patterns
Individual always fits in with business

Individual Customer (C)
Individual always fits in with business
Individual always fits in with business
VEs are usually working groups - processes are proposed by a committee and approved by members

Table 2: Influence of Bargaining Strength on Meta-processes

In a formal VE, the processes that the founding (or dominant) members have agreed or imposed, including the processes for agreeing new processes, are likely to be more tightly defined. If the VE is more loosely coupled, then partners may need to examine the structure of the proposed processes.  A cooperatively interactive process model on an electronic whiteboard would be one way in which computer technology could support this meta-process.

As well as agreeing process patterns, there is also the need to agree case identifiers when transferring work or business cases.  Where a dominant or delegated partner is the process initiator or service provider, that organization may be able to impose the protocol - in other words the junior players must fill in "Big Brother's" forms.  Otherwise both partners' case identifiers must be quoted.

If the separate partners already have their own workflow systems, then there are likely to be incompatibilities to resolve between these systems.  For example, one partner may use process-driven workflow and another, document-driven workflow.

A further possibility is the potential use of a Process Warehouse.  A third party, e.g. a workflow agent or a consultancy, could provide a library of frequently used process patterns.  Such a process warehouse could also offer patterns for common meta-processes.

5. Different shared workflows and meta-processes in different styles of virtual enterprises
In Tagg's analysis of workflows in VEs [6], a number of major styles of VE were proposed.  Table 3 below suggests typical meta-process patterns that might apply to each of these styles.

Style of VE
Examples
Typical Meta-Process

Formal joint

venture
Oil exploration and/or production consortium; Banks' ATM consortium; cooperative Research consortium
Start with top management memo of understanding; then negotiation of detailed rules

Informal supply chain with no dominant player
Unplanned network of continuing contracts; Trade association; Research collaboration
Informal to start with; rules may evolve and be enforced by partners

Supply chain with dominant player
Automobile manufacturer and parts suppliers; major clothing retailer and jobbing tailors; building contractor and subcontractors; staff recruitment with agents; government department and bidding lists
Trivial - have to accept dominant player's rules

Agency with freelance operators
Agencies for actors; musicians; models; freelance computer consultants and programmers; home knitters, weavers, potters
Agency sets most of the rules, but may allow exceptions

Marketing

co-operative
Computer consultants' co-operative; dairy products and farmers; fruit products and growers
Formal, like a Joint Venture but smaller scope

Cartel
Manufacturers Association; Oil companies' forum
Less formal than JV - "gentlemens' agreements"

Professional association
Associations of accountants, lawyers, engineers
Formal rules handed down but members can propose amendments

Voluntary working group or committee
Voluntary social service groups; special interest groups; computer society working groups
Minimal formal rules - agreement on objectives and style more significant

Table 3: Examples of Meta-processes in Different Types of VE

6. A Proposal for a Multi-layer Metaprocess Model for Evolutionary Shared Workflows
The evolution of business processes for a VE can be seen as a multiple set of layers of metaprocess.  Since the computer implementation of the processes will generally involve application layer protocols, it is useful to regard the metaprocess layers as an extension of the standard ISO/OSI [16] communications profile.

Layer
Nature of interaction

11
Informal discussions of terms of agreement, procedures and rules

10
Discussion and tailoring of proposed or potential process patterns by cooperative and interactive use of a whiteboard or blackboard (physical or electronic)

9
Drawing up and agreeing formal and/or executable models incorporating process and data

8
Domain-specific models for process, task and data transfer

7a
Standard message structures for carrying transferred processes, tasks and data

7b
Requests between computer systems across data communication facilities 

Table 4: Multiple Layers of Metaprocess, Represented as an Extension above the ISO/OSI Communications Profile

Layer 11

In commercial VEs, the highest level of interaction is the informal one of businessman to businessman.  Prevailing human interaction cultures provide many protocols for this, depending on such things as geographical location, type of business etc.  However if businessmen strongly want to reach agreement, but are having difficulty in doing so, they may introduce a mediator, or may resort to a tried and tested negotiating "dance" such as an auction with set rules.

The main aim is to agree the broad description of the business process to be shared.  This includes determining which parts of the process are under joint control and which are totally delegated, i.e. how tight should the coupling be?  The looser the coupling is, the smaller is the high-level workflow that the partners need to agree, most subworkflows being a purely local responsibility.  

Person/role information forms part of any workflow definition, but between autonomous organizations the allocation of persons to roles should always be distributed, and the same goes for automated agents.  Thus we can talk about passing a task "to your Chief Accountant" or "to your Sales Enquiry service", but not to "John Smith" or "Program (or Method) salesenq". Task allocation rules, i.e. resolving which of the persons who could do the task should actually be given this task, are also the responsibility of individual partners in the VE.

The only data being passed at this layer is likely to be free text based, e.g. a memoranda of agreement, or just an exchange of emails.

Layer 10

If the informal discussions have left the details of the cooperation to be agreed, then we should assume that specialist assistants from each organization, including lawyers, accountants and business process analysts, will be asked to get together to flesh out the agreement.

Traditionally, the people negotiating the shared process would most likely meet in a room with a white (or black) board and interactively agree the processes and data standards.  Some computerized whiteboard products allow users to jointly operate a drawing package on an electronic whiteboard space.
Just as lawyers create new contracts from existing templates, business process analysts will be at an advantage if they can refer to a "process warehouse" of standard or template processes.  The negotiators can then use these patterns as a starting point to tailor an agreement for the particular VE situation.
Layer 9

Layer 9 is concerned with formal diagrams representing data structures and process patterns.  The typical diagram would be some sort of workflow model; however it should be noted that many WfMS employ more than one type of diagram for capturing the design of a workflow pattern.

Potentially, one or more object-oriented diagrams, such as those in UML, could be used.  However forcing strict encapsulation at this stage is not always helpful; the diagrams may still need to be discussed with users who are not familiar with technical computer models.

Layer 8

Level 8 covers data and process transfer structures that are particular to certain application domains, e.g. manufacturing supply chains, shipping, health care etc.  It is noticeable that some of the most notable efforts in E-commerce automation have been domain specific (e.g. RosettaNet for electronic manufacturing, CALS for military procurement [17] ).  However other proposals have attempted to present a fully global framework (e.g. BizTalk [18], ebXML [19]).

On the process side, the workflow diagrams would be transformed into a design repository, which can generally be represented as some form of structured text.  The transfer of process patterns between VE partners, if done to fit in with the autonomous nature of the VE, can be regarded as a true meta-process.  However transfers can also be made purely for load balancing purposes.
Most frequently, what needs to be transmitted is a task, which may be simple or compound.  Whether one looks at a task as a workflow that carries with it certain documents, or as a document that carries with it certain procedural rules, probably does not matter fundamentally.  We have to remember that the procedural rules may involve the invocation of programs (methods in an OO context).

Layer 7a

Layer 7a represents standard message structures.  This is separate from Layer 7b below, as there is a level of specification of the format within the standard fields of a basic message.  Any typical form design would be included, for example formatted messages in Microsoft Exchange, data structures in a Lotus database, or DTDs in XML or SGML.

Layer 7b

Layer 7b simply represents the basic request-response level at which general computer applications can interact over a network.  Such mechanisms can be synchronous (RPC style) or asynchronous (Message Oriented Middleware).

7. Current and Potential Protocols for the Layers in the Model
Figure 1 below shows where use could be made of standard protocols in the proposed multi-layer model.  These protocols are discussed layer-by-layer below.  We also consider the mapping between adjacent layers.
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Figure 1: Some Potential Protocols and Interconnections in the Proposed Model

Layer 11: The form of the protocol is essentially free text.  Standards may be set by major consultancy companies or common legal practice, with a style related to legal language or requirements specifications.

Mapping from Layer 11 to Layer 10: Converting agreed processes from free text to diagrammatic form is difficult if not impossible to reduce to a mechanistic procedure.  The reverse mapping is easier and could be used to check the validity of the diagrams.

Layer 10: If both parties use the same software, e.g. NetMeeting or a Groupware or CSCW tool that can support a common protocol for box-and-arrow drawing interactive cooperative diagramming may be possible; however this cannot be guaranteed.  Graphics exchange standards, such as IGES, do not address real-time co-operation.  The T.120 series of standards, in particular T.123 [20, 21] shows some promise, but this area is seen as not yet mature.  Other interesting papers on this topic are [22, 23].  [24] gives an interesting example of potential use of cooperative diagramming by lawyers.

Mapping from Layer 10 to Layer 9: This involves translation from generic box and arrow diagrams such as might be supported by a cooperative drawing tool into specific modelds such as Entity-Relationship Diagrams (ERD), Petri Nets, or commercial WfMS build tools.  Such models use special types of box and arrow, e.g. relationship diamonds, crows feet, transition bars, and also annotated properties of the boxes and arrows.  Approaches to this problem have been discussed [25, 26], but again the technology is not mature.

Layer 9: While ERD models are relatively settled, no universally accepted form of process model diagram has yet appeared.  Petri Nets are a common currency within the academic community, but have not been widely adopted in commercial tools.  One of the problems is that extensions to the basic Petri Net are almost always used, e.g. predicates, colouring, counting of tokens etc.  Commercial WfMS build tools show some convergence, but are often weak in some perspectives.

Object models aim to integrate both Process and Data aspects, but in spite of the wide adoption of UML, diagram conventions on the Process side have not reached maturity; those diagrams in UML that capture process semantics appear more programmer-oriented than user-oriented.

Mapping from Layer 9 to Layer 8: Most CASE-type tools do closely relate their diagrams to a design repository that is stored in the form of a relational or object-relational database.

Layer 8: The current candidate protocol for transferring process definitions is WDPL [27], and many WfMS vendors claim to support it.  This is domain-specific in the sense that it is particular to workflow, but not industry-specific.  WDPL omits some aspects of a general workflow definition, but it could be argued that in a loosely-coupled VE, then most such aspects (e.g. details of subworkflows, persons allocated to roles, task allocation basis etc) are purely local decisions.  Alternatives to WPDL, which may include a greater coverage of related perspectives, are Jablonski's MOBILE language [28], and Tagg & Lelatanavit's meta-model [29]; both these include data structures of workflow-relevant data.

Other Layer 8 protocols include RosettaNet (data and processes, specific to supply chains in the IT, Electronics and Semiconductor industries); Microsoft BizTalk Server 2000; and ebXML.  All these have been mentioned earlier.

The interchange of tasks could be simply passing of data. Passing tasks is addressed in the WfMC architecture by interface #4.  However the passing of documents that carry their own routing rules does not appear to have any standard protocols at the moment.  The interchange of business cases is a special case of passing compound task instances.  In the case of pure data, existing EDI protocols are quite highly developed.

Mapping from Layer 8 to Layer 7a: This Mapping involves the packaging of the processes, tasks and data structures into a format allowed by the top-level logical transport mechanism.  For example, if this transport mechanism is XML, the mapping is achieved through a DTD.

The proposed SOAP (Simple Object Access Protocol) uses a DTD to provide a structure for invoking methods (processes) with parameters, and is supported by Microsoft's as part of the implementation of its BizTalk 2000.  The proposal WPDL-XML [30] is also part of this mapping, since it has a set of DTDs defined.  The Workflow Management Coalition has also specified bindings for Wf-XML [31] and MIME [32].

Any IDL could also be regarded in a similar light, in that a process definition could be mapped as an interface containing remote methods.  However, especially in a loosely-coupled VE, it may not make sense to invoke method names at a software level.  The use of "logical" service names, which the autonomous partner could bind to an implemented method according to his own rules, would seem preferable. Kanaya et al [33] discuss the use and extension both of the WfMC proposals and of the XML-IDL module to provide a bridge for service invocation via CORBA IIOP.

Layer 7a: XML is becoming widely accepted as a standard means of expressing any type of data structure. The MIME standards for attachments to SMTP messages allow for reliable transmission of files of known formats (e.g. MS Word or Excel).  Microsoft Exchange supports messages with formatted fields, while Lotus allows equivalent functionality through its database formats.  Object Request Broker formats have also been proposed; these can sit on top of either RPC or messaging.

Layer 7b: HTTP is currently the most ubiquitous of request/reply protocols.  For asynchronous messages SMTP is the equivalent standard, although other message protocols (MSMQ, MQ IBM, MAPI) are more sophisticated.  RPC provides the standard for program-to-program calling, which is relevant if there is a need to invoke automatic actors.

The Mapping between layers 7a and 7b, the latter of which corresponds to the basic ISO/OSI Application Layer protocols, is in general already well defined.

Conclusion and Future Work
The sharing of workflows is a highly complex task and in spite of very successful standardization efforts by the Workflow Management Coalition, several problems do still remain unsolved at higher levels of co-operation.  That is why we have introduced a conceptual model for the communication between VE’s sitting on top of the ISO/OSI 7-layer architecture.  As our approach supports the idea that organizations participating in a VE should in principle remain autonomous entities, workflow patterns can be negotiated rather than having to be imposed.  At present, the evolution of shared processes, i.e. the meta-processes, is completely informal.

Further theoretical research in this field, especially in business development, as well as the test of the approach in a real world environment, should be the next steps.

There is also a need, at the infrastructure level, for the development of a truly global standard for shared use of box-and-arrow diagrams and their mapping to commonly used workflow process models and to DTD-specified equivalents.

As a final comment, there is a need to keep theoretical and software improvements in balance with current and realistically achievable future practices in the real world!
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