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Introduction

The Globus Toolkit 3 (GT3) [2] is a new release for Globus Toolkit and the implementation of GT3 Core is built on top of Web service. GT3 is based on Grid Security Infrastructure (GSI) [4] and PKI standards; it provides both transport-level and message-level security, while the latter is recommended.

As security is a performance bottleneck in GT3, we evaluate the performances of different security configurations in GT3 using a simple file download application.  In order to evaluate the possible performance gain with the help of a hardware accelerator, we explored the source implementation of GT3 Core for the proper integration point for the IBM eServer Cryptographic Accelerator (ICA) [5].

1 Cryptographic Accelerator

ICA is a server-class device that can provide high performance RSA Cryptographic operations (>1000 1024-bit Private Key Operations per second) in an architecture optimized for server platforms. The device driver for ICA (ICADD) and a Low Level Host Library (libica) are available on Linux operating system.

OpenSSL [6] [8] is an open source toolkit implementing the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) protocols. It is also an industrial strength general- purpose cryptography library. 

Since libica comes with an OpenSSL-Patches package for integration with OpenSSL, OpenSSL can access the ICA. Thus, the OpenSSL libraries can be modified to provide RSA encryption through ICA under the standard OpenSSL interface in C.

Using Java Native Interface, a Java wrapper can be provided around the OpenSSL’s C implementation. This could produce a Java implementation of RSA encryption using ICA. Since GT3 Core was developed in Java, a Java ICA implementation is what is needed to integrate ICA with GT3 security.

In this project, we try to find a suitable location in GT3 Core to accommodate the ICA device.

2 GT3 Security

2.1 Overview

In this project, we only handle the message-level security in GT3. According to “GT3 Security Support” [3], the message-level security is done entirely on the SOAP level and is based on WS-Security [7], XML-Signature [10], and XML-Encryption standards [11].

The message exchanged between a client and a server can be signed or encrypted per session or per message. To enable per session security, the Constants.GSI_SEC_CONV property needs to be set to either Constants.SIGNATURE or Constants.ENCRYPTION to indicate the desired message level protection. Likewise, to enable per message security, Constants.GSI_SEC_MSG needs to set. For example,

· To configure the client for a per-session secure invocation with encryption for whole message needs the following line of code [9]:

((Stub)portType)._setProperty(Constants.GSI_SEC_CONV, Constants.ENCRYPTION);

· To configure the client for a per-message secure invocation with encryption for whole message needs the following line of code:

((Stub)portType)._setProperty(Constants.GSI_SEC_MSG, Constants.ENCRYPTION);

To make a service secure, the security configuration file (security-config.xml) needs to be specified in the deployment descriptor (server-config.wsdd). Inside security-config.xml, the encryption method is specified.

2.2 Implementation

The message level security in GT3 is based on Apache's XML Security library [1], which provides implementation for XML-Signature and XML-Encryption. 

A handler class will handle the messages that are passed between client and service. Two such handlers are org.globus.ogsa.handlers.RPCURIProvider and org.globus.ogsa.utils.JAXRPCHandler. However message encryption is actually implemented within an Apache package. One such package is org.apache.xml.security.encryption, which provides the necessary classes for implementing XML Encryption. 

After exploring the source of GT3 Core and Apache it was found that the underlying encryption mechanism is supplied by a package called BouncyCastle. BouncyCastle is a Java Cryptography Extension (JCE) provider, which is an integration point for cryptographic packages. 

3 Integration of Cryptographic Accelerator

There are two approaches towards integration the ICA device. One approach is to integrate the device into a crypto package such as BouncyCastle. Another approach is to completely bypass BouncyCastle and to integrate the accelerator in a standalone fashion. The two possible integration points are shown in Figure 1.


Though we did not get to integrate the device into our project, we did attach our trace through the Globus, Apache, and service provider source code. The purpose of the trace is to show where a possible integration point for the device could be. In our case we chose to trace into a service provider that puts us on the right side of Figure 1. See the Appendix for our trace through the code. Be warned that it is not pretty. The purpose of the trace is to aid someone who would still like to integrate this device into Globus.
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Figure 1: Integration Point for ICA

4 Performance Evaluation

4.1 Test Description

We manipulated a sample file download service to get performance data for a signature operation under different encryption configurations. 

The basic operation of the file service is: upon a receiving file download request, the file server will open the requested file and transfer the file to the client. We measure the response time for a file download for request made at the client. We attempted to isolate the transfer time as best as possible by taking measurements as close to the client request and file arrival as possible.

When using a signature method, the server must also compute the message digest and sign it with the specified encryption method, besides the basic operations. The key used for signing can be either the private key of a given credential (message based) or a secret key created for the session.

We used three combinations of the client code and the security configuration file, corresponding to three scenarios:

1) No signature. No encryption is used. File is transferred as is.

In client code: no change

In security-config.xml:

<auth-method>
 <none/>
</auth-method>

2) Signature with per-message security. 

In client code: 

((Stub)portType)._setProperty(Constants.GSI_SEC_MSG, Constants.SIGNATURE);

In security-config.xml:

<auth-method>
 <pkey/>
</auth-method>

3) Signature with per-session security

In client code: 

((Stub)portType)._setProperty(Constants.GSI_SEC_CONV, Constants.SIGNATURE);

In security-config.xml:

<auth-method>
  <gsi/>
</auth-method>

4.2 Results and Analysis

In order to get a stable result, we measured each operation for 20 times and use the average response time. In the test, we found that the first run of each scenario was several time’s longer than the following runs. The reason should be the initialization of the file download service inside the Globus server. So we get rid of the first run from the final results.

Since we cannot separate the file system operation time and transfer time from the total response time, two files with different sizes, 7K and 30K respectively, are used to show the influence of file operation. The “no signature” scenario just serves as a baseline to show the time used for file system operation and transfer. The final test results are shown in Table 1.

Table 1: Test Results

	
	7 K file
	30 K file

	No signature
	35 ms
	36 ms

	Per-message Signature
	257 ms
	390 ms

	Per-session Signature
	271 ms
	416 ms


The performance comparison of the two signature scenarios is illustrated in Figure 2. Note that both cases compute a digest over the message and sign the digest. Therefore the difference in response times between the two scenarios using message signing is due to the different encryption method. 

In the per-session approach, the setup of secure session takes time; while for the per-message approach, there is no setup.  Since only one request happens in each session, the session setup time cannot be amortized over multiple messages. Thus, the comparison shows that the per-session method is more time-consuming than the per-message method. 
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Figure 2: Performance comparison of message and session based security 

5 Conclusions
In conclusion we found that session based security was more costly than message based security in our test cases. This was expected given that the messages we sent were relatively small and infrequent which does not warrant the use of session security. The method using no-encryption was obviously much faster than both encryption mechanisms since very little overhead is required. Unfortunately we could not use a file over ~30K in size, which limited our test cases. 
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7 Appendix

Trace starts in: apache\src\org\apache\xml\security\resource\config.xml
   <JCEAlgorithmMappings>

      <!-- Here, individual providers can be registered; each provider

           is identified by Id which is referenced by ProviderId of the

           Provider Element in the Algorithm Element -->

      <Providers>

         <Provider Id="BC"

                   Class="org.bouncycastle.jce.provider.BouncyCastleProvider"

                   Info="BouncyCastle Security Provider v1.09"

                   ProviderURL="http://www.bouncycastle.org/" />

         <Provider Id="SUN"

                   Class="sun.security.provider.Sun"

                   Info="SUN (DSA key/parameter generation; DSA signing; SHA-1, MD5 digests; SecureRandom; X.509 certificates; JKS keystore)"

                   ProviderURL="http://java.sun.com/" />

         <Provider Id="SunRsaSign"

                   Class="com.sun.rsajca.Provider"

                   Info="SUN's provider for RSA signatures"

                   ProviderURL="http://java.sun.com/" />

         <Provider Id="SunJCE"

                   Class="com.sun.crypto.provider.SunJCE"

                   Info="SunJCE Provider (implements DES, Triple DES, Blowfish, PBE, Diffie-Hellman, HMAC-MD5, HMAC-SHA1)"

                   ProviderURL="http://java.sun.com/" />

         <Provider Id="IAIK"

                   Class="iaik.security.provider.IAIK"

                   Info="IAIK Security Provider v2.6"

                   ProviderURL="http://www.iaik.at/" />

         <Provider Id="Cryptix"

                   Class="cryptix.provider.Cryptix"

                   Info="Cryptix JCE provider v3.001002"

                   ProviderURL="http://www.cryptix.org//" />

      </Providers>

Next looked in server-config.wsdd:

   <handler type="java:org.globus.ogsa.utils.JAXRPCHandler">

    <parameter name="className" value="org.globus.ogsa.impl.security.authentication.wssec.WSSecurityHandler"/>

   </handler>

org.globus.ogsa.impl.security.authentication.wssec.WSSecurityHandler
public class WSSecurityHandler extends WSSecurityBasicHandler {

    private static Log log =

        LogFactory.getLog(WSSecurityHandler.class.getName());

    // server

    public boolean handleRequest(MessageContext context) {

        return handleMessage(

            (SOAPMessageContext) context, WSSecurityRequestEngine.getEngine()

        );

    }

}

rg.globus.ogsa.impl.security.authentication.wssec.WSSecurityClientHandler extends WSSecurityBasicHandler 

    public boolean handleResponse(MessageContext context) {

        Object xmlSig = context.getProperty(Constants.GSI_XML_SIGNATURE);

        if (xmlSig != null) {

            context.setProperty(Constants.GSI_XML_SIGNATURE, Boolean.FALSE);

        }

        Object gssSec = context.getProperty(Constants.GSI_SEC_CONV);

        if (gssSec != null) {

            context.setProperty(Constants.GSI_SEC_CONV, Constants.NONE);

        }

        SOAPMessageContext ctx = (SOAPMessageContext) context;

        boolean v = handleMessage(ctx, WSSecurityResponseEngine.getEngine());

org.globus.ogsa.impl.security.authentication.wssec.WSSecurityBasicHandler extends GenericHandler 

    public boolean handleMessage(

        SOAPMessageContext ctx,

        WSSecurityEngine engine

    ) {

        SOAPMessage msg = ctx.getMessage();

        try {

            SOAPEnvelope env = msg.getSOAPPart().getEnvelope();

            Document doc = engine.processSecurityHeader(env, ctx);

            if (doc != null) {

                log.debug("Setting new envelope");

                EnvelopeConverter converter = EnvelopeConverter.getInstance();

                SOAPMessage newMsg = converter.toSOAPMessage(doc);

                ctx.setMessage(newMsg);

            }

        }

//note that org.apache.xml.security.Init.init() is only called in WSSecurityEngine &  WSSecuritySOAPEnvelopeBuilder. The init() function is where a particular encryption mechanism is associated with a provider, e.g. “BouncyCastle”.

org.globus.ogsa.impl.security.authentication.wssec.WSSecurityRequestEngine extends WSSecurityEngine
org.globus.ogsa.impl.security.authentication.wssec.WSSecurityEngine
    static {

        org.apache.xml.security.Init.init();

    }

public boolean handleEncryptionElement(

        Element element,

        MessageContext msgCtx

    ) throws Exception {

        ReferenceList ref = new ReferenceList(element, null);

        int len = ref.getLengthDataReference();

        if (len != 1) {

            throw new WSSecurityException(

                WSSecurityException.FAILURE, "invalidDataRef",

                new Object[] { new Integer(len) }

            );

        }

        DataReference data = ref.itemDataReference(0);

        log.debug("Looking for : " + data.getURI());

        Element encryptedDataElem =

            IdResolver.getElementById(

                element.getOwnerDocument(), data.getURI()

            );

        if (encryptedDataElem == null) {

            throw new WSSecurityException(

                WSSecurityException.FAILURE, "noEncryptedData",

                new Object[] { data.getURI() }

            );

        }

        GSSEncryptedData encData =

            new GSSEncryptedData(encryptedDataElem, null);

        return decryptGssXMLEncryption(encData, msgCtx);

    }

//here is the second place init() is called:

org.globus.ogsa.impl.security.authentication.WSSecuritySOAPEnvelopeBuilder

   static {


        Init.init();


    }

This is the actual init() function. The register function is the point of interest. We came to the conclusion that this is where BouncyCastle (“BC”) is associated with RSA encryption.

            

EncryptionMethod.register(EncryptionConstants.ALGO_ID_KEYTRANSPORT_RSAOAEP,  "org.apache.xml.security.algorithms.encryption.implementations.BC.KeyTransportImpl_RSAOAEP_BC");

Recall that GSSEncryptedData  comes from org.globus.ogsa.impl.security.authentication.wssec.WSSecurityEngine 
org.globus.ogsa.impl.security.authentication.GSSEncryptedData extends EncryptedData 

org.apache.xml.security.encryption.EncryptedData

void encryptElementAndReplace(Element plaintextElement, Key secretKey) 



EncryptionMethod em = this.getEncryptionMethod();



Canonicalizer c14n =




Canonicalizer.getInstance(Canonicalizer.ALGO_ID_C14N_WITH_COMMENTS);



byte plaintext[] = c14n.canonicalizeSubtree(plaintextElement);



byte ciphertext[] = em.encrypt(plaintext, secretKey);

org.apache.xml.security.algorithms.encryption.EncryptionMethod 

This class takes a provider and a URI from config.xml
   public static boolean register(String algorithmURI,

                                  String implementingClass) {

// search for repository of objects that implements EncryptionMethodSpi(abstract)


searchForWorkingClass: for (int i = 0; i < v.size(); i++) {

         try {

            String implementingClass = (String) v.elementAt(i);

            this._emSpi =

               (EncryptionMethodSpi) Class.forName(implementingClass)

                  .newInstance();

            if ((this._emSpi != null)

                    && this._emSpi.getRequiredProviderAvailable()) {

               cat.debug("Create URI \"" + algorithmURI + "\" class \""

                         + implementingClass + "\"");

               break searchForWorkingClass;

            }

         } catch (ClassNotFoundException ex) {

Finally have an encryption call in EncryptionMethod:
 public byte[] encrypt(byte[] plaintextBytes, Key contentKey)



       throws XMLSecurityException {



      return this._emSpi.engineEncrypt(plaintextBytes, contentKey);

}

org.apache.xml.security.algorithms.encryption.EncryptionMethodSpi
KeyTransportImpl  extends EncryptionMethodSpi 

Recall once again the register function in init().
EncryptionMethod.register(EncryptionConstants.ALGO_ID_KEYTRANSPORT_RSAOAEP,  "org.apache.xml.security.algorithms.encryption.implementations.BC.KeyTransportImpl_RSAOAEP_BC");

Recall that Init uses the call above to register the BC.KeyTransportImpl_RSAOAEP_BC class, which is below. Note that BC.KeyTransportImpl_RSAOAEP_BC  extends KeyTransportImpl. 

org.apache.xml.security.algorithms.encryption.implementations.BC.KeyTransportImpl_RSAPKCS15_BC extends KeyTransportImpl 

which contains the following:

   /** Field _cipher */

   PKCS15Cipher _cipher = null;

         Cipher rsaCipher =

            Cipher.getInstance(this.getImplementedAlgorithmJCE(),

                               this.getRequiredProviderName());

         this._cipher = new PKCS15Cipher(rsaCipher);

   public byte[] engineWrap(Key contentKey, Key wrapKey)

           throws XMLSecurityException {

      try {

         this._cipher.init(Cipher.ENCRYPT_MODE, wrapKey,

                           PRNG.getInstance().getSecureRandom());

         byte contentKeyBytes[] = contentKey.getEncoded();

         return this._cipher.encodeBlock(contentKeyBytes, 0,

                                         contentKeyBytes.length);

      } catch (BadPaddingException ex) {

   public Key engineUnwrap(

           byte[] wrappedKey, Key wrapKey, String wrappedKeyAlgoURI)

              throws XMLSecurityException {

      try {

         this._cipher.init(Cipher.DECRYPT_MODE, wrapKey, null);

         String keyAlgorithm =

            JCEMapper

               .translateURItoJCEID(wrappedKeyAlgoURI, this

                  .getRequiredProviderName()).getAlgorithmID();

         int keyType = JCEMapper.getKeyTypeFromURI(wrappedKeyAlgoURI);

         byte[] decoded = this._cipher.decodeBlock(wrappedKey, 0,

                                                   wrappedKey.length);

         if (keyType == Cipher.SECRET_KEY) {

            return new SecretKeySpec(decoded, keyAlgorithm);

         } else {

            try {

               KeyFactory kf =

                  KeyFactory.getInstance(keyAlgorithm,

                                         this.getRequiredProviderName());

               if (keyType == Cipher.PUBLIC_KEY) {

                  return kf.generatePublic(new X509EncodedKeySpec(decoded));

               } else if (keyType == Cipher.PRIVATE_KEY) {

                  return kf.generatePrivate(new PKCS8EncodedKeySpec(decoded));

               }

org.apache.xml.security.algorithms.encryption.helper.PKCS15Cipher 

contains the following import statement:

import org.bouncycastle.jce.provider.BouncyCastleProvider;

which contains:  (We are in BouncyCastle now)

 /** Field _cipher */

   Cipher _cipher; // javax.crypto.Cipher

   public byte[] encodeBlock(byte[] in, int inOff, int inLen)

           throws InvalidCipherTextException, IllegalBlockSizeException,

                  BadPaddingException {

      byte[] block = new byte[this.getInputBlockSize()];

      this._secureRandom.nextBytes(block);    // random fill

      block[0] = 0x02;    // type code 2

      //

      // a zero byte marks the end of the padding, so all

      // the pad bytes must be non-zero.

      //

      for (int i = 1; i != block.length - inLen - 1; i++) {

         while (block[i] == 0) {

            block[i] = (byte) this._secureRandom.nextInt();

         }

      }

      block[block.length - inLen - 1] = 0x00;    // mark the end of the padding

      System.arraycopy(in, inOff, block, block.length - inLen, inLen);

      return this._cipher.doFinal(block, 0, block.length); 

   }

The trail ends here. Therefore the implementation here must come from a file specified in a configuration file. Therefore:

apache\src\org\apache\xml\security\resource\config.xml
conifg.xml

   <JCEAlgorithmMappings>

      <!-- Here, individual providers can be registered; each provider

           is identified by Id which is referenced by ProviderId of the

           Provider Element in the Algorithm Element -->

      <Providers>

         <Provider Id="BC"

                   Class="org.bouncycastle.jce.provider.BouncyCastleProvider"

                   Info="BouncyCastle Security Provider v1.09"

                   ProviderURL="http://www.bouncycastle.org/" />

         <Provider Id="SUN"

                   Class="sun.security.provider.Sun"

                   Info="SUN (DSA key/parameter generation; DSA signing; SHA-1, MD5 digests; SecureRandom; X.509 certificates; JKS keystore)"

                   ProviderURL="http://java.sun.com/" />

         <Provider Id="SunRsaSign"

                   Class="com.sun.rsajca.Provider"

                   Info="SUN's provider for RSA signatures"

                   ProviderURL="http://java.sun.com/" />

         <Provider Id="SunJCE"

                   Class="com.sun.crypto.provider.SunJCE"

                   Info="SunJCE Provider (implements DES, Triple DES, Blowfish, PBE, Diffie-Hellman, HMAC-MD5, HMAC-SHA1)"

                   ProviderURL="http://java.sun.com/" />

         <Provider Id="IAIK"

                   Class="iaik.security.provider.IAIK"

                   Info="IAIK Security Provider v2.6"

                   ProviderURL="http://www.iaik.at/" />

         <Provider Id="Cryptix"

                   Class="cryptix.provider.Cryptix"

                   Info="Cryptix JCE provider v3.001002"

                   ProviderURL="http://www.cryptix.org//" />

      </Providers>

Alternatively we could associate provider in the actual code:

Security.addProvider(new BouncyCastleProvider());

We found this in a sample class, but its rare occurrence tells us that this does not have to be done in the code:

We think that a cipher object is created and returned by BouncyCastle here. Note that the “BC” is specified in config.xml. Also note that a base cipher object should now have the specific implementation. 

org.bouncycastle.jce.provider.JDKKeyStore:
    protected Cipher makePBECipher(

        String  algorithm,

        int     mode,

        char[]  password,

        byte[]  salt,

        int     iterationCount)

        throws IOException

    {

        try

        {

            PBEKeySpec          pbeSpec = new PBEKeySpec(password);

            SecretKeyFactory    keyFact = SecretKeyFactory.getInstance(algorithm, "BC");

            PBEParameterSpec    defParams = new PBEParameterSpec(salt, iterationCount);

            Cipher cipher = Cipher.getInstance(algorithm, "BC");

            cipher.init(mode, keyFact.generateSecret(pbeSpec), defParams);

            return cipher;

        }

        catch (Exception e)

        {

            throw new IOException("Error initialising store of key store.");

        }

    }

Here is the part of the apache\src\org\apache\xml\security\resource\config.xml where the providers are specified. This is where the URI is specified and the associated algorithms with the necessary id’s (JCE as well.

config.xml

         <Algorithm URI="http://www.w3.org/2001/04/xmlenc#rsa-1_5"

                    Description="Key Transport RSA-v1.5"

                    AlgorithmClass="KeyTransport"

                    RequirementLevel="REQUIRED">

            <!-- You have to provide a core RSA mechanism here, even for

                 the bouncy castle -->

            <ProviderAlgo ProviderId="BC"

                          JCEName="RSA"

                          RequiredKey="RSA" />

            <ProviderAlgo ProviderId="Cryptix"

                          JCEName="RSA"

                          RequiredKey="RSA" />

            <!-- <ProviderAlgo ProviderId="BC"

                          JCEName="RSA/PKCS1"

                          RequiredKey="RSA" />

            <ProviderAlgo ProviderId="Cryptix"

                          JCEName="RSA/ECB/PKCS#1" /> -->

         </Algorithm>

In:

javax.crypto.Cipher
public final byte[] doFinal()

    throws java.lang.IllegalStateException, IllegalBlockSizeException,

        BadPaddingException

    {



if ( mode != ENCRYPT_MODE && mode != DECRYPT_MODE )




throw new IllegalStateException("Cipher is uninitialised");

        return cipherSpi.engineDoFinal(null, 0, 0);

    }

tracing CipherSpi

javax.crypto.CipherSpi
org/bouncycastle/jce/provider/JCERSACipher.java:public class JCERSACipher extends WrapCipherSpi

org/bouncycastle/jce/provider/WrapCipherSpi.java:import javax.crypto.CipherSpi;

org/bouncycastle/jce/provider/WrapCipherSpi.java:public abstract class WrapCipherSpi extends CipherSpi
In org/bouncycastle/jce/provider/JCERSACipher.java:

public class JCERSACipher extends WrapCipherSpi

Code in org.bouncycastle.jce.provider.JCERSACipher:

import org.bouncycastle.crypto.AsymmetricBlockCipher;

import org.bouncycastle.crypto.CipherParameters;

import org.bouncycastle.crypto.InvalidCipherTextException;

import org.bouncycastle.crypto.encodings.ISO9796d1Encoding;

import org.bouncycastle.crypto.encodings.OAEPEncoding;

import org.bouncycastle.crypto.encodings.PKCS1Encoding;

import org.bouncycastle.crypto.engines.RSAEngine;

import org.bouncycastle.crypto.params.ParametersWithRandom;

public class JCERSACipher extends WrapCipherSpi
{

    private AsymmetricBlockCipher   cipher;

    public JCERSACipher(

        AsymmetricBlockCipher   engine)

    {

        cipher = engine;

    }

    public JCERSACipher(

        boolean                 publicKeyOnly,

        boolean                 privateKeyOnly,

        AsymmetricBlockCipher   engine)

    {

        this.publicKeyOnly = publicKeyOnly;

        this.privateKeyOnly = privateKeyOnly;

        cipher = engine;

    }

    protected void engineInit(

        if (!(cipher instanceof RSAEngine))

        {

            if (random != null)

            {

                param = new ParametersWithRandom(param, random);

            }

            else

            {

                param = new ParametersWithRandom(param, new SecureRandom());

            }

        }

    protected int engineDoFinal() {

        if (cipher instanceof RSAEngine)

            out = cipher.processBlock(bytes, 0, bytes.length);

}

}

In JCERSACipher .engineInit(),RSAEngine is used.
Code for org.bouncycastle.crypto.engines.RSAEngine
public class RSAEngine implements AsymmetricBlockCipher
{

    private RSAKeyParameters        key;

    private boolean                 forEncryption;

    public byte[] processBlock(byte[] in, int inOff, int len)

}

** This is the place in the code where we propose that the crypto accelerator could be used. Perhaps a simple call to the device could occur in this function? **
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