The Implementation of Program Slicing Encoding Algorithm
(Course Project Report for CMPS 290G, Winter, 2005)

3/18/2005

Kai Pan
1 Introduction
The program slicing encoding (PSE) algorithm [1] is an approach we proposed to capture the behavior characteristics of program functions by mapping program slices of a function to corresponding hash values. The behavior characteristics captured by the PSE approach enable efficient and accurate function identification and entity mapping analysis for software across versions. In the PSE approach, hash values will be generated for the slices with respect to sensitive elements of a function. A function may have multiple sensitive elements, such as return value, variable parameters, and global variables (the standard output and file system output can be viewed as global variables too). These hash values serve as the function identity that enables quick finding of similar functions or identical behaviors across versions even if there has been function renaming, function split, or software restructuring occurring between two versions. 
The program slice encoding (PSE) algorithm is based on the program dependence graph (PDG) defined by Horwitz [2]. A program dependence graph is a directed graph G=(VG, EG), where each vertex in VG represents a statement or predicate in the program, and each edge in EG represents a flow dependence or control dependence relationship between the two statements corresponding to the two vertexes connected by the edge. There are four kinds of dependence edges in a program dependence graph: loop-independent flow dependence, loop-carried flow dependence, control dependence, and def-order dependence. With the help of program dependence graph, to compute a slice with respect to a vertex becomes a vertex reachability problem, i.e. to find all the vertices that can reach the slice criterion vertex through the dependence edges in the program dependence graph. The detailed description of program dependence graph and the algorithm of computing program slices using program dependence graphs can be found in  [2].
The PSE algorithm is based on Horwitz’s isomorphic-testing algorithm described in [3]. The basic idea in PSE algorithm is that we transform the program dependence graph of a program slice to a normalized program dependence graph by making a deterministic walk in the program dependence graph and renaming the variables to normalized ones. After that, we encode the transformed program dependence graph to a string value. Finally, we use a hash algorithm to map the string value to a hash value.
In this class, we will implement a preliminary version of PSE algorithm for C language and integrate the implementation with Kenyon system [4]. In this implementation, a program analysis tool, CodeSurfer [5], will be used to generate the dependence graph and control flow graph for function slices. Overall, the goals of this course project are as follows.
1. Write Scheme script, which uses CodeSurfer programming APIs to generate program dependence graphs for function slices and saves them in XML format.

2. Implement a preliminary version of PSE algorithm, which processes, normalizes and encodes function slices. This version of PSE implementation can handle basic structured C programs. Composite datatypes, function pointers are not supported in this version.
3. Design the database schema for storing the PSE data and performing entity mapping analysis.

4. Integrate the PSE implementation with Kenyon system.
5. Test the PSE implementation on small sample C programs.
2 Design
This section describes the architecture of this project, program slice representation in XML, the database schema design, and the PSE algorithm.

2.1 Architecture

The major part of this project is the implementation of PSE algorithm, the PSE tool. This tool works with other systems such as CodeSurfer, Kenyon, DBMS, for entity mapping analysis purpose. Figure 1 shows the architecture of the PSE project and data flow among components in this architecture.
In this project, Kenyon is responsible for extracting project source versions from a repository for a project to be analyzed. Kenyon is a fact extractor designed to facilitate software evolution analysis. Kenyon provides access facilities to various SCM repositories such as CVS [6], SubVersion [7] and ClearCase [8]. By leveraging Kenyon in our project, we don’t need to worry about the underlying repository access, and Kenyon will take care of the task of extracting project revisions from the repository.
After Kenyon extracts the project source files of a revision to workspace, it invokes CodeSurfer to compile the project source code and extract program slices for all the functions in this project by running the PSE Scheme script. The PSE Scheme script is written in Scheme language. It makes use of the Scheme APIs provided by CodeSurfer to compute slices for every function in a project and transforms these function slices into XML format.  
The XML format of function slices generated by PSE Scheme script is, then, fed into the PSE tool, which contains the implementation of the PSE algorithm. For every function, the PSE tool reads its corresponding XML elements and encodes its slices. The results of the slice encoding process will be saved to a database for entity mapping analysis. 
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Figure 1. Data Flow in the PSE Project

2.2 XML DTD of Program Analysis Document
Since CodeSurfer only provides programming APIs in Scheme language, while the PSE tool implementation is in Java language, we design an XML format to save the resulting function slices extracted by the PSE Scheme script. This XML document for program analysis will serve as input to the PSE tool for slicing encoding. The DTD of this XML document is defined as below.
<!ELEMENT project ( functionGraph*)>
<!ATTLIST project  name CDATA #REQUIRED>

<!ELEMENT functionGraph (filePath, functionName, vertices, cfgEdges, depEdges, slices)>

<!ELEMENT filePath (#PCDATA) 

<!ELEMENT filePath (#PCDATA) 

<!ELEMENT vertices (vertex+)>

<!ELEMENT cfgEdges (cfgEdge+)>

<!ELEMENT depEdges (depEdge+)>

<!ELEMENT slices (slice+)>

<!ELEMENT vertex (vertexID, vertexKind, ast, lines)>

<!ELEMENT vertexID (#PCDATA)>

<!ELEMENT vertexKind (#PCDATA)>

<!ELEMENT ast (astNode+)>

<!ELEMENT astNode (astNodeKind, astNodeLabel, astNode*)>

<!ELEMENT astNodeKind (#PCDATA)>

<!ELEMENT astNodeLabel (#PCDATA)>

<!ELEMENT lines (line+)>

<!ELEMENT line (#PCDATA)>

<!ELEMENT cfgEdge (cfgEdgeSrc, cfgEdgeDest, cfgEdgeKind)>

<!ELEMENT cfgEdgeSrc (#PCDATA)>

<!ELEMENT cfgEdgeDest (#PCDATA)>

<!ELEMENT cfgEdgeKind (#PCDATA)>

<!ELEMENT depEdge (depEdgeSrc, depEdgeDest, depEdgeKind)>

<!ELEMENT depEdgeSrc (#PCDATA)>

<!ELEMENT depEdgeDest (#PCDATA)>

<!ELEMENT depEdgeKind (#PCDATA)>

<!ELEMENT slice (criterionType, criterionVertex, sliceVertices)>

<!ELEMENT criterionType (#PCDATA)>

<!ELEMENT criterionVertex (#PCDATA)>

<!ELEMENT sliceVertices (sliceVertexID+)>

<!ELEMENT sliceVerexID (#PCDATA)>
The root element of the slice XML document is project, which has a name attribute indicating the name of the project to be analyzed. A project element contains functionGraph elements for all the functions in this project. Each functionGraph element records the dependence graph, control flow graph and slices of a function. A functionGraph element is composed of a filepath element, a functionName element, a vertices element, a cfgEdges element, a depEdges element and a slices element. The filepath element records the path of the source file containing this function. The functionName element indicates the name of this function. The vertices element contains all the vertices in the procedure dependence graph of this function. The cfgEdges element records all the CFG edges, and the depEdges element records all the dependence edges in this function. The slices element records all the function slices with respect to the sensitive variables of this function.
2.3 Database Schema for PSE Data
In the PSE tool, we calculate slice hash values with respect to the return value, global variables, and reference parameters for every function in a software project. These slice hash values serve as fingerprint to identify a function and they are used to find entity mapping across versions. We store the slice hashes and other info for functions in two database tables, functionInfo table and functinSlice table. Saving the slice hashes in the database avoids recomputing the function slices for analysis from version to version and enables a quick search of entity mapping through simple database queries.

The functionInfo table records the basic information of a function, such as function name, position in the source code file, version number, etc. The functionSlice table records the slice hash values for functions. The relationship between the functionInfo table and the functionSlice table is one to many, i.e. one function may contain more than one slices. Figure 2 shows the relationship of these two tables.
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Figure 2. Database Schema for PSE tables

The fields in the functionInfo table and their descriptions are as follows.
FunctionSerialNo. A unique ID number in a project that indicates a function.

ProjectName. The name of the project.
SourceFilePath. The file path of the source file that contains this function.

FunctionName. The function name.

VersionNumber. The version number of the project.

StartingLine. The starting line number of this function in the source file.

EndingLine. The ending line number of this function in the source file. The startingLine and endingLine fields are used to retrieve the text content of this function from the source file if necessary.

TextDiff. The text different between this function with that in the previous version.
ChangeRatio. ChangeRatio field records the ratio of the line changes to the function text between this version and the previous version to the maximum number of text lines of these two versions. For example, if this function has 100 lines in the current version, while it has 90 lines in the previous version, and the total number of line deletion and addition between these two versions is 30, then the changeRatio value is 30/100 = 0.3. A major purpose we keep the TextDiff data and ChangeRatio data is to improve the PSE algorithm based on function change patterns in real world. In the case that a function has different slice hash values from those in its previous version, but the ChangeRatio is very low, say only 1%, we can examine what actually happens between these two versions. If necessary, we can adjust the PSE algorithm in some way so that it generates the same hash values for two slightly different function versions, rather than requires the two versions of function have exactly the same behavior. An example we can think of now is that two versions of function have different constant values in some assignment statements, while the other parts are the same. In this case, the adjusted PSE algorithm will generate the same hash values for these two function versions.
The fields in the functionSlice table and their descriptions are as follows.

FunctionSerialNo. The ID number of the function this slice belongs to.

CriterionType. The type of the slicing criterion. It could be “return”, “parameter”, “stdout”, etc.
CriterionLabel. If the CriterionType value is “parameter”, this field stores the parameter name.
SliceHash. The hash value of this slice.

NumberOfLines. This field records the number of LOC this slices contains. In the cases when a slice only contains a small number of source code lines, e.g. 3 lines, we may not want to use the hash value of this slice to perform entity mapping or clone detection.
SliceLines. This field stores the line numbers of the source code lines covered by this slice. This field uses a compact format to record the line numbers. For example, if this slice contains source code line 1, 5, 6, 7 and 10, the value in this field will be “1-5-6-7-10”. This field will be used to visualize the slice if necessary.
2.4 The PSE Algorithm
A major purpose of the PSE algorithm is to capture and preserve the behavior characteristics of functions by mapping program slices of a function to hash values. The PSE algorithm ensures that a subset of program slices that have different texts but the same behavior can be mapped to the same hash value based on the observation that some program modifications do not change the behavior of a program. These modifications include variable renaming and equivalent statement permutations that don’t affect the program dependence graph.
There are four major steps taken in the PSE algorithm.

1. Preprocess the dependence edges of the program dependence graph of a slice: add the operand number labels and the ordering number labels to the edges.

2. Transform the dependence graph by making a depth-first walk in the graph and replacing the variables in every vertex to normalized variable names.
3. Compute the string value of the transformed dependence graph.

4. Hash the string value got from step 3 to a hash value.
The detailed PSE algorithm can be found in [1].
3 Implementation

There are five major modules in the implementation of this project, which are PSE Scheme script
, PDG XML reader
, PDG enhancement module
, PDG preprocess module
, and slice encoding module 
. PSE Scheme script is written in Scheme language and uses CodeSurfer programming APIs to perform program analysis. The rest four modules, which are written in Java, belong to the PSE tool as described in Fig. 1. In the integration with Kenyon, the PSE tool serves as a fact extractor that analyzes the source code of every revision from the SCM repository.

3.1 PSE Scheme script
CodeSurfer provides programming APIs to compute control flow graphs, program dependence graphs, program slices, and other program analysis information for project source code. These APIs are written in Scheme language. In order to make use of the program analysis capability of CodeSurfer, we developed the PSE Scheme script, which generates program analysis information using the CodeSurfer programming APIs and saves them into XML format. The resulting XML document will be fed into the PSE tool for program slice encoding. Table 1 lists part of the XML elements in the resulting XML document for a function and their corresponding CodeSurfer APIs that were called to generate these XML elements. The relationships between these XML elements are described in the DTD document described in Section 2.2.
	XML Element
	CodeSurfer API
	Explanation

	<functionName>
	pdg-procedure-name
	The function name.

	<filePath>
	pdg-compilation-unit
	The path of the source code file that contains this function.

	<vertices> /<vertex>/<vertexID>
	pdg-vertex-id
	The unique ID of a vertex in this function.

	<vertices> /<vertex>/<vertexKind>
	pdg-vertex-kind
	The kind of PDG vertex, which could be one of 25 kinds of vertex.

	<vertices> /<vertex>/<characters>
	pdg-vertex-characters
	The string that represents the vertex. For a vertex of expression type, it is the statement text this vertex corresponds to.

	<vertices> /<vertex>/<fileOffset>
	pdg-vertex-charpos
	The text offset of the statement corresponding to this vertex in the source code file that contains this function.

	<vertices> /<vertex>/<variablesUsed>
	pdg-vertex-ids-used, abs-loc-name
	The variables used in this vertex

	<vertices> /<vertex>/<variableKilled>
	pdg-vertex-ids-killed, abs-loc-name
	The variables killed in this vertex

	<vertices> /<vertex>/<variablesCondKilled>
	pdg-vertex-ids-cond-killed, abs-loc-name
	The variables conditionally killed in this vertex. It is usually the pointer deference case.

	<vertices> /<vertex>/<ast>
	pdg-vertex-expr, ast-class, ast-class-name, ast-label, ast-child, ast-abs-loc, 
	The AST of the statement corresponding to this vertex. The AST element is got through recursive search in the AST data generated by CodeSurfer.

	<vertices> /<vertex>/<lines>
	pdg-vertex-charpos 
	The line numbers in the source file that covered by the statement corresponding to this vertex.

	<cfgEdges>
	cfg-edge-set-traverse, pdg-vertex-cfg-targets
	The control flow graph (CFG) edges in this function.

	<depEdges>
	pdg-edge-set-traverse, pdg-vertex-intra-targets
	The dependence edges in this function.

	<slices>/<Slice>/<criterionKind>
	pdg-formals-out, pdg-vertex-kind
	The kind of slicing criterion, which can be ‘return’ or ‘parameter’.

	<slices>/<Slice>/<criterionVertex>
	pdg-formals-out, pdg-vertex-id
	The vertex ID of the slicing criterion vertex.

	<slices>/<Slice>/<sliceVertices>
	s-slice
	The vertices included in this function slice.


Table 1. The XML elements for a function and the corresponding CodeSurfer APIs used.
3.2 PDG XML Reader
The PDG XML reader module is responsible for reading the XML document generated by the PSE Scheme script into memory for further process and analysis. The PDG XML reader uses the SAX [9] parser included in JDK to parse the XML document containing program analysis results. SAX, Simple API for XML, is a standard interface for event-based XML parsing. To write an XML parser using SAX, developers provide the callback methods, and the parser invokes them as it reads the XML data. A major advantage of a SAX parser is that it doesn’t need to read the entire XML document into memory before processing it, whereas it can parse and process the XML elements with callbacks while reading the data. This is the reason PDG XML reader uses the SAX parser, since a resulting XML document generated by the PSE Scheme script for a software project could be very large. For example, if the size of the source code of a project is 10M in byte, the resulting XML document could be 100M in byte.
PDG XML reader reads the XML elements for each function in a project into a PDGGraph class in memory. The PDGGraph class has a ‘vertexList’ field, a ‘sliceList’ field, a ‘cfgEdgeList’ field, and a ‘dependenceEdgeList’ field. The ‘vertexList’ field contains all the vertices of a function, the ‘sliceList’ field stores the slices belonging to this function, the ‘cfgEdgeList’ field stores a list of CFG edges in this function, and the ‘dependenceEdgeList’ field contains a list of dependence edges in this function. A PDGGraph object contains the basic information for a function that will be processed and encoded by the PSE algorithm.
3.3 PDG Enhancement Module
The program dependence graph generated by CodeSurfer contains less information than the one required to compare the isomorphism of two slices, so we have to compute more information for program dependence graphs in order to perform program slice encoding. The major tasks we have to take to enhance the program dependence graph are as follows.

1. Add labels to control dependence edges.

2. Differentiate loop-carried flow dependence edges from loop-independent flow dependence edges.

3. Compute def-order dependence edges.

4. Differentiate ‘for’ predicates from ‘if’ predicates and predicates in the conditional expression such as ‘i=0 ? j:k’
Adding Label on Control Dependence Edges. Based on the construct of PDG in Horwitz’s paper [2], there should be a label, “true” or “false”, on the control dependence edges from a predicate vertex to the components immediately nested within the predicate vertex. A control dependence edge is labeled as “true” or “false”, if the destination vertex of this edge occurs only when the predicate is evaluated to “true” or “false” respectively. But, the control dependence edges generated by CodeSurfer don’t have this information. We have to compute these labels for control dependence edges using the control flow graph (CFG) for loop statements or conditional statements. The basic idea in computing the labels on control dependence edges is first to make a depth-first search on the CFG starting from the predicate vertex until a vertex is revisited, or the ‘exit’ vertex is met. Then, for every vertex on the CFG walk path, check whether there is a control dependence edge between it and the predicate vertex. If there is, set label, which is determined by whether “true” or “false” branch is taken for this walk path, on this control dependence edge. 
Loop-carried and loop-independent flow dependence edges. CodeSurfer doesn’t differentiate loop-carried flow dependence edges from loop-independent ones, but this is required by PSE. To compute the loop-carried flow dependence edges, our implementation makes a depth-first search on the CFG starting from the predicate vertex until a back edge to this predicate vertex is met, or a vertex is revisited, or the ‘exit’ vertex is met. We also need to consider the existence of the break and the continue statement, which adds difficulty to this task. Basically, we ignore the CFG edges that jump out of a loop.
Def-order dependence edges. CodeSurfer does not generate def-order dependence edges for program dependence graphs. We need to add def-order dependence edges to the program dependence graphs computed by CodeSurfer before normalizing and encoding them. The way to compute def-order edges is to find out two vertices that are flow dependent by the same vertex (def-order witness vertex) and they are defining the same variable(s). The fileOffset field of the two vertices is used to determine which of them occurs first in the source code. The vertex occurring before the other one is the source endpoint of the def-order dependence edge.
Differentiating ‘for’ predicate from ‘if’ predicate. CodeSurfer normalizes a ‘for’ statement to a ‘if” statement with a back edge to the condition predicate from the last statement enclosed by this ‘for’ loop. Besides, CodeSurfer normalizes a conditional expression such as ‘i>0 ? j:k’ to a ‘if’ statement too. The problem is, from the predicate vertex itself, we are not able to judge whether this predicate vertex is a predicate of a regular ‘if’ statement, or of a conditional expression, or in a ‘for’ statement. The way we differentiate a ‘for’ predicate vertex from regular ‘if’ predicate vertex or ‘if’ predicate vertices for conditional expressions is to make a depth-first CFG walk to find a back edge to this predicate vertex. If this edge exists, this predicate vertex is the one for a ‘for’ statement. In this algorithm, we also need to consider the break and the continue statement which may break a loop or lead a back edge to the predicate before the last statement in the loop is met.
3.4 PDG Preprocess Module
This module is an implementation of the preprocess step in the PSE algorithm. To set the operand number for a flow dependence edge, a pre-order AST walk is made on the AST field on the vertex (in program, it is the PDGVertex class) at the destination endpoint of this flow dependence edge. The purpose of the pre-order AST walk is to find out the order of the variables used appearing in the statement corresponding to this vertex. The order of the killed variable of the source vertex in the variables used in the destination vertex is set to the operand number for this flow dependence edge. To compute the ordering number, the def-order edges computed by the PDG enhancement module are used. 
3.5 Slice Encoding Module
This module includes three parts. The first part makes a depth-first walk in the program dependence graph to normalize the variable name in every vertex in order. The depth-first walk path is determined by the rule specified in [1]. The second part constructs the encoding string for a slice by making another depth-first walk in the normalized PDG in the same order and printing out the encoding string for every vertex along the PDG walk. The encoding string for a vertex is got by a pre-order walk in the AST for this vertex and printing out the text on every AST node. The third part of Slice Encoding Module calls an md5sum command to hash the encoding string for a slice to a hash value.
4 Running Results

We tested the PSE implementation with some simple C programs. Figure 3 shows a function in two revisions. Kenyan is responsible for retrieving these two program revisions and feeding them to the PSE implementation. For the function m() in version 1, the resulting encoding string generated by the PSE tool is =(_v0 _v1 );int _v1;=(_v1 0 );=(_v1 +(_v1 _v2 ));while(<(_v2 5 ));int _v2;=(_v2 1 );=(_v2 +(_v2 1 ));, and the corresponding MD5 hash value for this encoding string is 763243b5a9b3ad312fabeb543419be96. In this encoding string, the statement strings corresponding to vertices are separated by semicolons, while the statement string for a vertex is the output of a pre-order walk on the normalized AST for this vertex.
Though the function m() in version 2 has different source code from its previous version, it has the same behavior as version 1 with some modifications that do not change the program behavior such as variable renaming and statement permutations. The behavior equivalence of the function m() in the two versions can be verified by the run result of the PSE tool on both of them: the encoding string and hash value for the function m() in version 2 are the same as in version 1.
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Figure 3. Two versions of function that have the same encoding.

Figure 4 shows a sample C function that has two slices: one is with respect to its return value, and the other is with respect to the reference variable sum. The PSE tool computed the encoding string for each of the two slices. The encoding string for the slice with respect to the return value is =(_v0 _v1 );int _v1;=(_v1 1 );, and the corresponding hash value is bf7f76e39789f2003937d9781c28ae23. The encoding string for the slice with respect to the reference parameter sum, is =(ptr(_v0 )+(_v1 1 ));if(<(_v1 5 ));int _v1;=(_v1 1 );int* _v0;, and the corresponding hash value is 2a07164eb04cf072fea3d57e16aeb2cb. 

[image: image4]
Figure 4. A sample function that has two slices.

5 Future Work

In this course project, we only implemented a preliminary version of the PSE algorithm. At this point, the PSE tool can process the C programs with assignment statements, if statements, for statements, while statements, do statements, switch statements, break statements, continue statements, and pointer variables. But, it still needs the following future works to make it applicable to actual projects. 

1. It needs the capability to process composite variables such as the variables with struct type in C language. At this point, our implementation can only handle scalar variables.
2. It needs to handle function calls and function pointers.

3. It needs more tests on pointer variables, switch statements, for statements, break statements, and continue statements. 
After these features are added to the current PSE implementation, we will apply it to entity mapping analysis across revisions.
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int m() {


    int k =0;


    int i = 1;


    while(i<5){
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    return k;
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int m() {


    int def = 1;


    int abc =0;


    while(def < 5)  { 


       abc=abc+def;


       def=def+1;


     }


     return abc;


}
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int m(int * sum) {


   int k = 1;


   if (k<5) 


     *sum = k+1;


   return k;


 } 














