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Abstract

Grid computing has recently emerged as a vision for future network computing, by enabling seamless integration of computing systems and  clusters, data storage, specialized networks, and sophisticated analysis and visualization software. New technologies, including intelligent software agents and Web services, will play an important role to help achieve the Grid vision. In particular, grid application software will serve a diverse class of users over distributed environments and by way of various media and computing platforms (laptops, handhelds and mobile phones). This diversity will make the maintenance of and access to individual or shared user profiles a very important issue. This paper presents our recent work and ongoing research on developing a framework for user profile management in distributed computing environments. The requirements for a User Profile Agent (UPA) are presented followed by the description of our proposed UPA framework. The framework, based on an existing FIPA standard, provides the necessary architecture, schema, protocol, and security reference models.  Several application scenarios are discussed so as to bring out further details and underline the significance of the framework.

1. Introduction

Grid computing is a new and exciting area of research and application that is concerned with the exploitation of a varied set of networked computing resources, including large and small computers, file-servers, graphics devices and PDAs. Several recent workshops have taken place on the subject of Grid Computing at IEEE and IEEE/ACM international conferences [1,2]. 
There are two key challenges that need to be addressed for Grid computing, namely: scalability and adaptability [3]. Our work addresses aspects of the second of these challenges by proposing a user profile management framework for a distributed grid computing environment. 
It is obvious that the number of people using computers in their daily lives continues to grow rapidly. New applications are becoming available on a variety of internet connected desktop and mobile platforms. The amount of information these applications deliver is increasing and the content and media format is becoming more diverse (e.g., text, image, audio and video). The variety of users and platforms has necessitated the use of user profiles as a method of personalizing the functionality and interface of many software systems such as web browsers, email clients and word processors. A user profile must take in to consideration the following factors: 1) device, media and application specifics; 2) explicit user preferences and implicit user models; 3) an ease-to-use but secure mechanism for storing and accessing profile data. This paper proposes a framework for user profile management based on distributed computing methods, intelligent agents and web services.

The rest of this paper is organized as follows. In section 2 we review the relevant background. In section 3 we describe our user profile framework after defining several major requirements. Section 4 presents a few distributed grid computing scenarios so as to illustrate implementations of the framework. In section 5 related works is discussed in the light of the proposed framework. Finally section 6 summarizes and discusses future work. 

2. Background
This paper develops an agent-based profile framework following existing FIPA (Foundation for Intelligent Physical Agents) standards [4]. So a reasonable question is “Why use an agent-based system?”  An agent is an encapsulate computer system that is situated in some environment, that is capable of flexible, autonomous actions in that environment in order to meet its design objectives [5]. An agent has many features including autonomous, proactive, reactive, rational, learning and communicative. One special features is that interactions among agents generally happen via a high-level agent communication language (often based on speech act theory [6]) thus making interaction conducted at the knowledge-level that depends on an ontology of discourse [7].   The exchange of user profile data for variety of applications and users is likely to require this level of communications. 
An equally important question is “Why use the FIPA standard?” Intelligent agent technology is a promising design paradigm, but implementations will be incompatible without reference architecture, standard communication protocols and information formats. FIPA is an international, non-profit association of companies and organizations. FIPA’s purpose is to promote the development of specifications of generic agent technologies that maximize interoperability within and across agent based applications [4]. FIPA not only provides standard specifications about all the topics concerning agent technology (for example the agent life-cycle, communication between agents, agent mobility and security), but also specifies an agent communication language and ontology necessary for developing agent systems. For example, one specification defines the relationship between agents and software systems which makes it possible for an agent to interface with and control existing software systems such as a database and web-browsers [4].  For these reasons we have chosen the FIPA standard as general framework on which to build a framework for user profile management.

Agent Communication Language (ACL):  One of the main design features of intelligent agents is their ability to “interact” with each other to achieve their individual or common goals, through coordination and cooperation.  Towards this end, an agent should have a communication component in its architecture. This component can be divided into three layers (conversion, message and physical) in a way well suited to an agent’s interactions with other agents. The physical layer hides the low-level details of the connection by providing, to the upper layers, an abstract view of several basic operations needed by the agent, such as send and receive. The physical layer receives all messages sent by other entities of the environment and sends all messages to other entities formed at the message layer. The message layer maps between the physical layer and the conversion layer. This layer performs two main operations: 1) it constructs the outgoing messages in a common language, such as Knowledge Query Manipulation Language (KQML) [8] or FIPA’s Agent Communication Language (ACL); 2) it parses the incoming messages received by the physical layer from KQML or FIPA-ACL.  The ACL is a high level language that enables and facilitates agents to send and receive messages between each other using predefined mechanisms and protocols. Unlike HTTP and IIOP, ACL is on a logic level above the transport protocol.  The conversion layer provides a well-formed language (in terms of structure) that will ensure the sending and receiving of the intended messages between the agents. This layer determines how to transmit/accept messages effectively without misunderstanding.  Figure 1 shows an example for FIPA-ACL message format.  
	(inform

:sender          agent6

:receiver        auction-server

:content         “price(cd263956,20)”

:in-reply-to    rou04

:reply-with    bid01

:language       sl

:ontology       auction

)



Figure 1. FIPA-ACL syntax sample.
3. User Profile Framework

3.1. Requirements
The purpose of a user profile framework is to provide a standard reference model for developers of software systems in a distributed network environment. This should begin with the specification of the requirements of such a framework. This section identifies the major requirements: a standard object-oriented schema, standard communication protocols and associate set of functions, and a set of recommended security mechanisms.

Standard Object-oriented Schema: The user profile agent (on the server side) shown in Figure 2 is responsible for creating, updating and providing profile information to client applications on behalf of a user. A user profile is a structured representation of the characteristics and preferences of any individual user [9]. According to the FIPA standard [4], a user profile is a source of information on the objects that are of interest to a user. FIPA defines the user profile as having two components: the user preference (dynamic information about the user in the context of applications and devices) and the personal property (static information concerning age, social status, education and so on). 

Standard Protocols and Functions: Standard protocols and associated agent functions are required for communication among agents.  This is true for the user profile framework that will exist in a distributed computing environment. 
We have identified six fundamental functions of a user profile agent: (1) create a user profile for a new user; (2) delete a user profile which is no longer needed; (3) write information to a user profile; (4) read existing user profile information; (5) remove information from a user profile; (6) execute a user profile method and return the results; (7) provide status information in the user profile and UPA. Each of these functions requires an associated protocol element defined within the user profile agent framework.

Security: Security mechanisms are needed for maintaining the integrity and privacy of user profile data when stored within the UPA and when in transit between a client application and the UPA. The user of a client application should be authenticated before the user profile data is transferred and when that data is transferred it should be properly protected for reasons of privacy.  In addition, it is beneficial to consider secure access rights by portions of the user profile information and methods.  For example, a user may be part of a project group in which certain user profile data would be best shared, such as a collaborative web-filtering profile for the purposes of efficient and effective project work.   This may require the concept of a group user profile or at least the management of group identification for shared access. 

3.2 User Profile Framework Architecture

The user profile framework is composed of two main components, namely: the client part and the server part, as shown in Figure 1. The client part consists of two entities: an Application and Interface Agent (IA). The server part consists of the User Profile Agent (UPA) that manages access to the user profile content and a DBMS that contains the profile data.

The IA can be embedded in or be independent to the application which invokes the IA. The IA can send request messages to the UPA through the internet using the ACL standard protocol. The UPA receives the request messages from IA and executes the appropriate functions. For example, a web-browser application might request the users colour preferences, this would be passed to the IA using the IA interface protocol.  The request would be formatted into ACL by the IA and send to the appropriate UPA for service.  The UPA would interact with the DBMS to retrieve the requested colour preferences, formulate the response in ACL and return the information to the IA. The IA would then parse the ACL message and forward the response to the web-browser via the IA interface protocol. 


Figure 2. User profile agent framework
3.2.1. Interface Agent Architecture
The IA acts as the front end of the framework and its main responsibility is to accept request messages sent from software applications and provide the results provided by the UPA. All communication between the IA and UPA is performed using FIPA-ACL.


Figure 3. Interface agent architecture
The IA consists of two main components as shown in Figure 3, the interface module and the communication module. The interface module facilitates all the interactions between the user application and the framework. All the processes performed by the interface are transparent to the application. This means that the user application developer does not need to know the following things: the details of the UPA environment; how the IA and the UPA work together to obtain the requested information; where the profile is located; and how the profile is transferred. The interface module receives the requests and passes them to the communication module to formulate the UPA request into an ACL message packet. When the response is returned by the UPA, the interface module extracts the response from the ACL message packet and passes it to the user application in a format desired by the application. 

3.2.2. User Profile Agent Architecture
The UPA is the main component of the framework. The UPA is responsible for performing all activities and actions on the user profile. 


Figure 4. User profile agent architecture
As shown in Figure 4, the UPA consists of three modules: communication module, security module and action module. 

The communication module provides the UPA with the capability to exchange messages with other interface agents and potentially other UPAs. When the communication module receives an ACL request message from an IA, it parses the message and passes the request to security module.  

The security module is responsible for authenticating and authorizing the user’s request according to access rights contained in the requested user profile.  The module must ensure that only those applications that have the right to read, write or execute a user profile attribute or method can do so. The security of the data when in transit will be handled by standard encryption methods at the transport layer, for example HTTPS. 

The action module’s responsibility is to carry-out the UPA functions authorized by the security module. For example, if a user application requests the user’s complete profile, the action module retrieves the profile from the DBMS and transfers the entire profile to the IA via communication module.

3.3 User Profile Schema

      In our proposed framework, XML is used to define the schema of the user profile. XML has several advantages; one of them is that the data defined in XML can be read by different types of applications, which makes it easier to exchange, share or store data among the components (agents, applications and database) in the framework. Besides, FIPA has defined syntax for an XML based representation of ACL [4]. Figure 5 shows an example of a user profile schema. The user profile includes both general user information that is applicable over all applications (referred to by FIPA as more static personal property) and more volatile application specific information (referred to by FIPA as more dynamic user preferences). 
	<?xml version="1.0" encoding="ISO-8859-1" ?> 

<UserProfile>
    <UPAProfileID>upid</UPAProfileID>
    <UPAObject>

      <ObjectName>general</ObjectName>

      <ObjectAccess>aupid</ObjectAccess>

      <Attribute>

         <AttributeName>UserID</AttributeName> 

         <AttributeType>alphanum/AttributeType> 

         <AttributeValue>….</AttributeValue> 

      </Attribute>

      <Attribute>
         <AttributeName>UserName</AttributeName> 

         <AttributeType>alpha</AttributeType> 

         <AttributeValue>….</AttributeValue> 
        </Attribute>

         ….......

     </UPAObject>

     <UPAObject>
      <ObjectName>App1</ObjectName>

        <Attribute>
         <AttributeName>….</AttributeName> 

         <AttributeType>….</AttributeType> 

         <AttributeValue>….</AttributeValue> 
       </Attributes>

         …........

       <Method>   

         <MethodID> … </MethodID>

         <MethodType>….</MethodType>

         <MethodValue> …</MethodValue>

       </Method>   
         ………
    </UPAObject>

</UserProfile>


Figure 5. User profile schema
3.4 Protocol, Functions and Security
Agents can communicate with each other in two environments: within the same agent platform or across different agent platforms. In either of these environments agents could use standard low-level transport protocols such as HTTP, IIOP (Internet Inter-Orb Protocol) or RMI (Remote Method Invocation). We propose to use HTTPS as the transport protocols and XML based FIPA-ACL as the agent communication protocol.    HTTPS provides well understood and trusted security mechanisms.
Table 1. Communication between the IA and UPA

	
	UPA  Request Command 

(parameters)
	UPA Response (parameters)

	1
	put (aupid, auppw,upid, <object, object attribute, object method>)
	put (commess)

	2
	get (aupid, auppw, upid, <object, object attribute, object t method>)
	get (commess,<object, object attribute, object method>)

	3
	remove (aupid, auppw, upid, <object, object attribute, object method>)
	remove (commess)

	4
	execute (aupid, auppw, upid, object  method)
	execute (commess, object attribute)

	5
	status (aupid, auppw, upid)

	status (commess)

	6
	createup (aupid,auppw,cupid, cuppw)
	create (commess)

	7
	createupg (aupid,auppw,cgid,
list of upid)
	create (commess)

	8
	deleteup (aupid, auppw, <upid, gid>)
	delete (commess)


   Table 1 proposes that the IA to UPA communications consist of 8 different commands.  The notation (…) means required, the notation <...> means one of parameters in it should be chosen. Each command requires associated functionality within the UPA. Notice that all commands require access authentication via a user profile ID, aupid, and a user profile password, auppw.  The following details each of the UPA commands and the expected responses.

1. The put command requests the UPA to write to a specified user profile, upid, either an entire object or an object attribute or object method. The UPA responds with a completion message, commess. 

2. The get command requests to retrieve an object, object attribute or object method from a specified user profile, upid. The UPA responds with a completion message, commess, along with the requested information provided the request was completed successfully.
3. The remove command requests the deletion of an object, object attribute or object method from a specified user profile (upid).

4. The execute command requests to run an object method in a specified user profile, upid. The UPA executes the method and returns the results by passing back an object attribute.

5. The status command requests the status of a  specified user profile.  The UPA responds with a completion message, commess.  This can be used to check on whether a UPA is functional or more specifically if it knows of a particular user profile.
6. The createup command requests the creation of a new profile with the specified user ID, cupid, and password, cuppw.
7. The createupg command requests to create a new group and/or add the list of user IDs to that group for sharing a specified profile.

8. The deleteup command requests to delete the speficied user profile, upid.
The proposed security approach allows control at various levels.  Access rights can be associated with an entire user profile object, or with an object attribute or object method. Normal users can use the put, get, execute, remove and status commands provided the upid and uppw of the object, attribute or method matches that of the users aupid and auppw specified as part of the request. A UPA administrator is the only user who can request a createup, creatupg or deleteup command.   This again is controlled by the UPA recognizing a valid administrator aupid and auppw.  Shared access can be controlled by an administrator by setting up group user profile ID, gid, and using this ID on command requests. Each user within a gid group has the corresponding right to read, write and execute the attributes and methods associate with that gid.
4. Scenarios 

The following two scenarios have been constructed to demonstrate the functionality of the proposed framework. 
In the first scenario, Kevin’s laptop computer fails such that he must reinstall the operating system and application software. One of Kevin’s applications is an email client that has an in-coming message filter which is created and saved by the UPA. The user profile must therefore include both attributes and methods (see figure 6). There are general attributes such as Kevin’s application independent personal information (e.g. name and email address) and application specific attributes such as the representation of the email filter model (e.g. an artificial neural network).  The user profile also contains a method, called buildEmailModel, that is used to develop the email filter model from a set of training data.

After Kevin installs his Email Client, he requests a load of his entire user profile (see figure 7) and inputs his user profile ID and password. The Email client application then generates an XML-based UPA request and passes it to the IA.  The IA wraps the UPA request in FIPA-ACL (see figure 8)  and then transmits it using the secure HTTPS protocol to the UPA running on an internet server. The UPA unwraps the ACL message and extracts the XML-based request.  The UPA reads the ObjectAccess attribute of the requested EmailClient object and confirms that kevin has access rights to the user profile (checks the user ID and password).  The UPS then executes the get request and retrieves all XML-based attributes and methods associated with the EmailClient object from the DBMS.  The UPA sets the complete message, commess, to “success” and wraps the profile information in the ACL protocol.  Finally the UPA sends the response to the IA over the internet. The IA unwraps and translates the ACL message and returns the XML-based profile information to the Email client.  The Email client can parse the XML and set the application parameters accordingly.  Alternatively, the IA could both receive and parse the XML and then pass the parameters to the Email client in different format. 

Alternatively, Kevin could select only a portion of his Email Client user profile.  For example, he could select just his friends’ list.   The ACL exchange for this is shown in figure 9.
	<?xml version="1.0" encoding="ISO-8859-1" ?> 

- <UserProfile>
    <UPAProfileID>kevin</UPAProfileID>

    <UPAObject>

      <ObjectName>EmailClient</ObjectName>

      <ObjectAccess>kevin</ObjectAccess>

      <Att>
         <AttName>UserName</AttName> 

         <AttType>text</AttType> 

         <AttValue>Kevin</AttValue> 
      </Att>

      <Att>

         <AttName>UserEmailAddress</AttName> 

         <AttType>emailAddress</AttType> 

         <AttValue> ykevin@acadiau.ca </AttValue> 

       </Att>

       <Att>
         <AttName>POP3Server</AttName> 

         <AttType>server</AttType> 

         <AttValue>mail.acadiau.ca</AttValue> 
       </Att>

       <Att>
         <AttName>SMTPServer</AttName> 

         <AttType>server</AttType> 

         <AttValue>smtp.acadiau.ca</AttValue> 
       </Att>

       <Att>
         <AttName>FriendsList</AttName> 

         <AttType>contactList</AttType> 

         <AttValue>

            <friend>

                <fname>Jacky</fname>

                <fadd>Jacky@yahoo.com</fadd>

            </friend>

             ............
         </AttValue> 
       </Att>
     <Method>   

         <MethodName>buildEmailModel</MethodName>

         <MethodType>javaClass</MethodType>

         <MethodValue>..\bldEmModel.class</MethodValue>

         <MethodInput>trainingData</MethodInput>
         <MethodOutput>FilterModel</MethodOutput>

      </Method>   

      ……….
      <Att>
         <AttName>FilterModel</AttName> 

         <AttType>ANN</AttType> 

         <AttValue>

            <layer1>

                     <node1>0.52,0.39,0.44</node1>

                      ……

             </layer1>  

             ……..

         </AttValue>
       </Att>  

        ......
   </UPAObject>

</UserProfile>

    


Figure 6. User profile sample of email client
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Figure 7. Load user profile of email client
	Agent IA-1 requests to get the whole profile for the Email client application from agent UPA-1:

<?xml version="1.0"?>
  <request>
    <sender>IA-1</sender>
    <receiver>UPA-1</receiver>
    <content>

      (get (kevin, 123abc, kevin, EmailClient))
    </content>
    < reply-with >query3</ reply-with >
    <ontology>UserProfile</ontology>
  </request>

Agent UPA-1 replies and shows the whole profile was gotten :

<?xml version="1.0"?>
  <response>
    <sender> UPA-1</sender>
    <receiver> IA-1</receiver>
    <content>

       (get(success, [XML of entire EmaillClient object]))
    </content>
    < in-reply-to >query3</ in-reply-to >
    <ontology> UserProfile </ontology>
  </ response >




Figure 8. Example: get an entire user profile object
	Agent IA-1 requests to get the Friends contact list attribute from the user profile information on the Email client application:

<?xml version="1.0"?>
  <request>
    <sender>IA-1</sender>
    <receiver>UPA-1</receiver>
    <content>

      (get (kevin, 123abc, kevin, EmailClient.Friends))
    </content>
    < reply-with >query4</ reply-with >
    <ontology>UserProfile</ontology>
  </request>

Agent UPA-1 replies and shows the attribute was gotten :

<?xml version="1.0"?>
  <response>
    <sender> UPA-1</sender>
    <receiver> IA-1</receiver>
    <content>

       (get(success, [XML of EmaillClient.Friends]))
    </content>
    < in-reply-to >query4</ in-reply-to >
    <ontology> UserProfile </ontology>
  </ response >




Figure 9. Example: get portion of a user profile object
If Kevin wish to have the UPA construct a new email filter based on recent training data then he would have the Email client a request via the IA as shown in Figure 10.   Notice that the method returns the result to the attribute FilterModel of the user profile object EmailClient.
	Agent IA-1 requests to execute the buildModel method of the Email client application object:

<?xml version="1.0"?>
  <request>
    <sender>IA-1</sender>
    <receiver>UPA-1</receiver>
    <content>

    (execute (kevin,123abc, kevin, EmailClient.buildModel))
    </content>
    < reply-with >query5</ reply-with >
    <ontology>UserProfile</ontology>
  </request>

Agent UPA-1 replies and shows the execute completed successfully and has returned the results :

<?xml version="1.0"?>
  <response>
    <sender> UPA-1</sender>
    <receiver> IA-1</receiver>
    <content>

       (execute(success, 
                 [XML of new EmaillClient.FilterModel]))
    </content>
    < in-reply-to >query5</ in-reply-to >
    <ontology> UserProfile </ontology>
  </ response >




Figure 10. Example: execute an object method of user profile
 In the second scenario, Mary looses her PDA that contains important contact information that is also contained in her user profile (Figure 12). So she buys a new PDA at once and places it in a cradle attached to her office network.  Assume that there is a function on the PDA that will allow a user to load all or part of an existing user profile. Mary requests to load the information for the PDA contact management application (see Figure 11) and inputs her user profile ID and password. Then PDA gets the contact list from the UPA via the IA in a manner similar to that of scenario 1.  The PDA contact management application has all of Mary’s address information restored. Mary checks the contact list and adds a new person to the list.  The ACL exchange for this is shown in Figure 13.
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Figure 11. Load friends list for a PDA Contact application
	<?xml version="1.0" encoding="ISO-8859-1" ?> 

- <UserProfile>

    <UPAProfileID>mary</UPAProfileID>

    <UPAObject>

      <ObjectName>PDAcontact</ObjectName>

      <ObjectAccess>mary</ObjectAccess>

      <Att>
         <AttName>UserName</AttName> 

         <AttType>text</AttType> 

         <AttValue>Mary</AttValue> 
      </Att>      

       <Att>
         <AttName>ContactInformation</AttName> 

         <AttType>contactList</AttType> 

         <AttValue>

            <contact>

                <cname>Mary</cname>

                <chnum>555-1234</chnum>

                <cwnum>651-6666</cwnum>

            </contact>

            ……..

            <contact>

                <cname>Tony</cname>

                <chnum>523-7896</chnum>

                <cwnum>551-1323</cwnum>

            </contact>

             ............
         </AttValue> 
       </Att>
   </UPAObject>

</UserProfile>

    


Figure 12. User profile example for a PDA contact application

	Agent IA-29 requests to write new information to the user profile of PDA contact application on agent UPA-3

<?xml version="1.0"?>
  <request>
    <sender>IA-29</sender>
    <receiver>UPA-3</receiver>
    <content>

      (put (mary, m52ary, mary, [XML of PDAcontact.ContactInformation]))
    </content>
    < reply-with >query11</ reply-with >
    <ontology>UserProfile</ontology>
  </request>

Agent UPA-3 replies put has completed successfully.

<?xml version="1.0"?>
  <response>
    <sender> UPA-3</sender>
    <receiver> IA-29</receiver>
    <content>

              (put(success))
    </content>
    < in-reply-to >query11</ in-reply-to >
    <ontology> UserProfile </ontology>
  </ response >




Figure 13. Sample of writing an object to a user profile

If Mary is having problems with this request she could check on the status of the PDA by having the PDA issue the exchange shown in Figure 14.

	Agent IA-29 requests the status of a user profile from agent UPA-3

<?xml version="1.0"?>
  <request>
    <sender>IA-29</sender>
    <receiver>UPA-3</receiver>
    <content>

      (status (mary, m52ary, mary)      </content>
    < reply-with >query12</ reply-with >
    <ontology>UserProfile</ontology>
  </request>

Agent UPA-3 replies that all is well.

<?xml version="1.0"?>
  <response>
    <sender> UPA-3</sender>
    <receiver> IA-29</receiver>
    <content>

              (status(success))      </content>
    < in-reply-to >query12</ in-reply-to >
    <ontology>UserProfile </ontology>
  </ response >




Figure 14. Sample of writing an object to a user profile

Figures 15-17 show examples of an administrator with user ID adm10, requesting the three administrative UPA functions: createup, createupg and deleteup. 

	Agent IA-99 requests the creation of a new user profile from agent UPA-3

<?xml version="1.0"?>
  <request>
    <sender>IA-99</sender>
    <receiver>UPA-3</receiver>
    <content>

      (createup (adm10, a1b2c3, fred, fw667)      </content>
    < reply-with >query102</ reply-with >
    <ontology>UserProfile</ontology>
  </request>

Agent UPA-3 replies that the function was a success.

<?xml version="1.0"?>
  <response>
    <sender> UPA-3</sender>
    <receiver> IA-99</receiver>
    <content>

              (createup(success))      </content>
    < in-reply-to >query102</ in-reply-to >
    <ontology>UserProfile </ontology>
  </ response >


Figure 15. Sample of creating a new user profile

	Agent IA-99 requests agent UPA-3 to create a new group user profile and add mary and fred to the group:

<?xml version="1.0"?>
  <request>
    <sender>IA-99</sender>
    <receiver>UPA-3</receiver>
    <content>

      (createupg (adm10, a1b2c3, project4, (mary,fred))      </content>
    < reply-with >query103</ reply-with >
    <ontology>UserProfile</ontology>
  </request>

Agent UPA-3 replies that the function was a success.

<?xml version="1.0"?>
  <response>
    <sender> UPA-3</sender>
    <receiver> IA-99</receiver>
    <content>

              (createupg(success))      </content>
    < in-reply-to >query103</ in-reply-to >
    <ontology>UserProfile </ontology>
  </ response >


Figure 16. Sample of creating a new user profile group
	Agent IA-99 requests the deletion of the user profile for Mary from agent UPA-3

<?xml version="1.0"?>
  <request>
    <sender>IA-99</sender>
    <receiver>UPA-3</receiver>
    <content>

      (deleteup (adm10, a1b2c3, mary)      </content>
    < reply-with >query110</ reply-with >
    <ontology>UserProfile</ontology>
  </request>

Agent UPA-3 replies that the function was a success.

<?xml version="1.0"?>
  <response>
    <sender> UPA-3</sender>
    <receiver> IA-99</receiver>
    <content>

              (deleteup(success))      </content>
    < in-reply-to >query110</ in-reply-to >
    <ontology>UserProfile </ontology>
  </ response >




Figure 17. Sample of deleting a user profile
5. Related Works

There are several research groups making contributions related to user profile management. A proposal called Open Profiling Specification (OPS) [10] has been made to the Privacy Preferences Project (P3P) [11] and is supported by a number of companies such as IBM. OPS proposes a standard for sharing and exchanging personal information with Web services.  Web services that support OPS/P3P are able to share user profiles so that people don’t need to provide the repeated information to each service.  Microsoft .NET Passport [12] and the Liberty Alliance Project [13] have provided similar services.  Two other contributions we have investigated are W3C’s Composite Capability/Preference Profiles (CC/PP) [14] and 3GPP’s Generic User Profile (GUP) [15] which both provide a basic user profile framework for sharing user information across different devices and networks. We continue to explore new developments in these areas as they are published.
  Our framework generalizes the above user profile management approaches by considering both web servers, devices and applications.  We propose that user profiles should be composed of objects that may be shared by several users or specific to a single user for one or more applications or devices. Furthermore, we propose that user profile objects can have data attributes and functional methods.   An example of a user profile method is a function that develops a statistical model for filtering email and then returns that model to the email client application.

6. Summary and Future work
This paper described our proposed framework for user profile management in a distributed Grid computing environment using an agent based approach. The framework utilizes FIPA standards and consists of two types of agents (interface and user profile agents).  The interface agents act as the front end of the framework and accept all request messages sent from software applications and returns the results. The user profile agent builds user profiles, manages them, and receives requests from interface agents and sends the results back to them. The major requirements of the framework are discussed including: a standard object-oriented schema, standard communication protocols and associate set of functions, and a set of recommended security mechanisms. 
The agent-based framework provides efficient and effect user profile management for various applications and devices.  As future work we will detail the internal architecture and functions of the framework and publish a standard interface for software developers who may wish to use the framework. Furthermore, we will develop user applications similar to those presented in the scenarios so as to test the viability of our framework on practical problems. We will also design a secure and stable mechanism to protect privacy of profile information without loss of the framework’s efficiency or effectiveness.

6. References

[1] Workshop on Agent based Cluster and Grid Computing, Brisbane, Australia, http://www.cs.cf.ac.uk/User/O.F.Rana/agent-grid/, 2001.

[2] Workshop on Grid Computing, held in conjunction with Supercomputing 2002, Baltimore, MD, http://www.gridcomputing.org/, November, 2002. 

[3] CAo, J., Kerbyson, D.J. and Nudd, G.R., ‘‘Performance Evaluation of an Agent-based Resource Management Infrastructure for Grid Computing’’, in the Proceedings of the first IEEE/ACM International Symposium on Cluster Computing and the Grid, Brisbane, Australia, pp. 311-318, 2001.

[4] FIPA - Foundation for Intelligent Physical Agents, http://www.fipa.org/

[5] M. Wooldridge, ‘‘Agent-based Software Engineering’’, IEEE Proc Software Engineering, pp. 26-37, 1997.

[6] J. Mayfield, Y. Labrou, and T. Finin, ‘‘Evaluating KQML as an Agent Communication Language’’, In M. Wooldridge, J.P. Muller and M. Tambe, eds., Intelligent Agents II, Springer, pp. 347-360, 1997.

[7] A. Newell, ‘‘The knowledge level’’, Artificial Intelligence 18:87-127, 1982. 

[8] Finin, T., Labrou, Y. and Mayfield, J., ‘‘KQML as an Agent Communication Language’’, In Bradshaw J.M. (Ed.) Software Agents, Cambridge, MA: AAA/MIT Press, pp. 291-316, 1997.

[9] Giusppe Amato and Umberto Straccia, User Profile Modeling and Applications to Digital Libraires, Third European Conference on Research and Advanced Technology for Digital Libraries (ECDL-99), 184-197, 1999.
[10]  Submission of OPS to W3C http://www.w3.org/Submission/1997/6/Overview.html
[11]  W3C Privacy Preferences Project (P3P). http://www.w3.org/P3P/

[12]  Microsoft .NET Passport.  http://www.passport.net/

[13]  The Liberty Alliance Project. http://www.projectliberty.org/

[14] W3C CC/PP: A user side framework for content negotiation. http://www.w3.org/TR/NOTE-CCPP/

[15] 3GPP Generic User Profile (GUP). http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_13/Docs/PDF/SP-010548.pdf

Communication Module








Interface Module





Action Module





DB





User Profile Agent





Client





Interface Agent





Application





              Internet





Server 





Communication Module








Security Module 








DB





























_1125790778

