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Abstract

This paper examines the business processes in online credit card payments. By analyzing the contractual arrangements between parties in a credit card payment network, we illustrate the role of business arrangements within a payment transaction, in particular, the business rules that deal with procedures for authentication and authorization, the mechanisms for retaining evidence dispute resolution, and the enforcement of transactions. Such an analysis will yield better understanding of the business issues in orchestrating business processes across organizations. We believe that such insights together with recent developments in web-services oriented architecture bring the realization of smart business networks closer to fruition. 

What's SMART about Credit Card Payments?
Introduction
Businesses deploying electronic commerce applications are often required to coordinate their activities with external parties. For example, some online businesses provide their customers the ability to track and trace shipments through a service actually provided by external logistics service providers (e.g. UPS).  Likewise, many Internet retailers integrate their online storefronts with payment services actually provided by third party payment service providers (e.g. WorldPay). Even individual traders on online auctions now have access to payment services provided by person-to-person payment processors (e.g. PayPal and Nochex). The deployment of these modular business components from different service providers is making it easier for businesses to share information in a seamless manner, and even coordinate activities between different organizations. 

Building on existing literature on inter-organizational systems (IOS), business process re-engineering (BPR), and supply chain management (SCM), some researchers envisage a future for even more dynamically configured business networks [Smith and Fingar, 2003]. Revitalized by recent developments in software, businesses are shifting from the deployment of monolithic applications dictated by functional requirements as in Enterprise Application Integration (EAI) towards modular business components. The new generation of Business Process Management (BPM), Web Services (WS) and Extensible Markup Language (XML) standards now provide a software architecture for integrating applications residing on different systems and business processes spanning multiple organizations. The Web Services architecture provides service description, publication, and discovery, which collaborators in the business network can utilize to bind and invoke services in a dynamic manner. When deploying applications in the services oriented architecture, application integration becomes a matter of making the relevant web services call instead of a complicated redesign effort [Miller, 2003]. Despite these efforts, challenges remain in the standardization of web services [Kreber, 2003], and outstanding issues remain in the area of security and interoperability. With the increasing maturity of these new business data processing technologies, attention is now turning towards the coordination and management of business processes spanning multiple organizations. The metaphor often used for software that coordinates and orchestrates such interaction within the web services architecture is the business operating system. While the business operating system metaphor is a powerful one, business process orchestration and management remains one of the least developed areas within the current protocol stack. Understanding the complex array of technology standards proposed in the Web Services architecture can sometimes be daunting as information technology vendors come up with an increasing array of technical standards and middleware technologies to address the challenges.

To realize the new opportunities for dynamic business networks, business cases are needed in conjunction with the rapid advances in the underlying technologies. We argue that online payments services provide a good context for a closer examination of these business network formations in operation. Firstly, commercial payment service providers are already providing payment services in a modular manner, enabling easier integration with existing software platforms. Secondly, payment services can adapt easily to different payment methods and payment networks (e.g. Visa, MasterCard, American Express). Thirdly, payment processes are synchronized through online access to almost real-time data.  And finally, payment transactions place stringent security requirements on each partner on the network, and hence there are already well developed framework of contractual arrangements and business rules to allocate risk and liability. The inherent characteristics of online payment services make it a good business case for coordination of business activities through either manual procedures or automated means. Empirical business cases show where effective solutions exist without requiring extensive technology. Business cases also explain how technology actually changes business processes and relationships.  

We describe in section 2 the contractual arrangements in credit card payments. These arrangements provide the framework for partners in the network to coordinate their activities, thereby replacing the guiding hand of an orchestrator with a set of business rules. In section 3, we describe the changes in business rules for online credit card payments, in particular, the business rules that deal with procedures for authentication and authorization, the mechanisms for retaining evidence dispute resolution, and the enforcement of transactions. In section 4, we apply the lessons from the credit card sector to discuss the characteristics of smart business networks. We propose these characteristics as design principles for SMART business processes. And in the final section we discuss the future implications of SMART payment services for electronic commerce. 
Contractual Arrangements in Credit Card Payments 

Since payment transactions place stringent security requirements on each partner on the network, there is a need to map from functions, the roles and responsibilities, obligations and liabilities of each partner. The business and legal model for credit card transactions has been referred to as the four cornered model, because an explicit business relationship exist between two parties in the network, for example, the cardholder with the issuing bank. By maintaining cardholder accounts, cardholders agree to the terms and conditions in the cardholder’s agreement with the issuing bank. Likewise, there is an explicit business relationship between the merchant with the acquiring bank. To keep their merchants accounts, merchants also need to agree to the terms and conditions of the merchant agreement. The issuing and acquiring banks are bound together by their membership in the banking associations. All four parties are bound together through a series of contractual arrangements illustrated in figure 1. The payment flow and business processes for credit card transactions has been elaborated elsewhere (O’Mahony, Peirce, Tewari, 1997). The purpose here is to show how contractual arrangements between the different parties in a credit card transaction make it possible to coordinate activities between different parties.  
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Fig. 1. Credit Card Arrangements (Source: Office of Fair Trade, March 1994)
In brief, for every new credit card account, an issuing bank offers credit to a consumer to make purchases in what is also known as consumer credit (Mandell, 1990). When a consumer initiates a purchase with a merchant using the credit card account, the merchant applies standard authentication and authorization procedures. Provided the bank procedures are followed (i.e. the account holder is authenticated and transaction has been authorized), the merchant passes the sales voucher to the acquiring bank (i.e. there is evidence to support the transaction). Acquiring banks then clear the payment with the consumer's credit card issuing bank. For every transaction the acquiring bank charges a percentage of the transaction for the use of the payment service.  Merchant Service Charge is negotiated based on the industry rate, the volume that a merchant generates. Settlement occurs through the card brand's payment infrastructure.  International banking associations like Visa and MasterCard provide the payment infrastructure and rules and regulations regarding their payment networks. These rules and regulations provide the framework for further contractual arrangements in credit card payments. The business rules in credit card networks dictate how activities are to be coordinated (e.g. how disputes are resolved and enforced within the payment network). The fees and charges can be adjusted based on type of merchant (e.g. Mail Order/Telephone Order), and transaction (e.g. Cardholder Present transaction/Internet transaction) in order to allocate risk in an economically efficient manner. Interchange rates are also adjusted to serve as incentives for banks to adopt new technologies. 

Business Rules for Online Credit Card Payments

From the merchants’ point of view, credit card payment processing used to be provided by an acquiring bank that leases special terminal equipment and communication lines for initiating transactions. With the prevalence of the Internet, terminal equipment and dedicated communications lines are no longer necessary. Instead, most online payments are acquired through payment gateways, or hosted and managed payment services. The modular payment services typically provided by large acquiring banks and dedicated payment processors today allows businesses to better integrate their business applications with their payment system. For example, internet retailers can seamlessly integrate their shopping cart software with the payment modules provided by the payment service provider. This however, requires changes in the way business processes are coordinated between various parties. We examine in the remainder of this section the changes to payment processes, in particular those that deal with procedures for authentication and authorization, the mechanisms for retaining evidence dispute resolution, and the enforcement of transactions. 

The changes in these processes can be a combination of manual and automated procedures. To illustrate, the security mechanisms traditionally built into a plastic card for a credit card transaction has been reduced to a series of private information like account number, expiry date, and billing address during an online transaction. An example of manual procedure is a series of security best practices designed to enhance the protection of cardholder sensitive information and transactional data called the Visa Account Information Security (AIS) program. An example of an automated procedure to enhance security is the Secure Electronic Transactions (SET
) specification (Visa International and MasterCard, 1997). SET was designed to operate from insecure public networks, making each web site a potential sales point, and each PC a potential entry point into the credit card network. SET is a complex monolithic system using proprietary technologies that was not adopted by the market. Visa’s next solution called Visa Authenticated Payment Program “3D Secure” is much more modular, specifying security solutions for three different domains, the issuer domain, the acquirer domain, and the interoperability domain, using readily available technologies. 

Authentication and Authorization
Authentication of a cardholder in a credit card transaction where the cardholder is not physically present presents several new challenges. Because the security mechanisms built into the plastic card can no longer be used, additional security mechanisms were introduced like the Card Verification Value (CVV) and Address Verification System (AVS). These private information are now used as part of the authentication process, and needs to be incorporated into the transaction process. Because such information is highly sensitive, they are not supposed to be retained by the business, but many still do so in the name of customer convenience. 
Authentication under SET is very different from traditional credit card transactions that are initiated by the retail merchant, within the secure premises of the merchant's store. SET transactions are cardholder initiated transactions, rather than merchant initiated transactions. Part of the reason SET was not widely adopted can be explained by the need for extensive changes for all parties. 
In contrast to the high-tech approach in SET to authenticate account holders, PayPal uses a simple low-tech mechanism to authenticate account holders. For each new account registered on PayPal, a small one-off billing is debited from the account. If the customer is able to provide the exact amount and the corresponding reference number, the customer and hence the account is considered to be authenticated.  
Visa introduced in 2003 the “Verified by Visa” programme to add an additional level of cardholder authentication for online credit card payment transactions. This programme allows registered cardholders an additional level of protection against misuse of their accounts in an online environment. 
In addition to authenticating a cardholder, each transaction above a merchant floor limit needs to be authorised. Prior to the development of automated authorization systems, a merchant employee had to make a telephone call to the acquiring bank with which they had contracted. With the advent of authorization systems for credit card transactions (e.g. Visa’s BASE I), magnetic stripe terminals and payment gateways can now be used to reduce the authorization process from minutes to seconds. The authorization systems responds with an “authorization code” that needs to be linked to the transaction, and referred to when settling disputed transactions. Merchants are required to retain the authorisation code as evidence of an authorized transaction. With the advent of the clearing and settlement systems for credit card transactions (e.g. Visa’s BASE II), the sales receipts with the cardholder’s signature are no longer used in the clearing and settlement process, but again retained as evidence for resolving disputes. 

BASE I (1973) Authorization System

- Originally only 5000 authorizations per hour

- Now 2800 transactions per second (3800 peak, theoretical 10,000 transactions)
BASE II (1974) Clearing and Settlement System

- Computerize processing and interchange of paper draft

- Fourth update in July 2001, BASE II now processes 50 to 100 million transactions per day (valued between US$2 billion to $4 billion)

Fig. 2.  Visa Authorization and Clearing Systems (Source: Visa USA, 2004)
Evidence and Dispute Resolution

Should a dispute regarding a transaction occur, the operating rules and regulations of the international card brands provides provisions for passing the cost of claims back to the acquiring banks, which may in turn pass the cost of claims back to the claims to the suppliers under the conditions of the merchant service agreements. When such a dispute occurs, the issuing bank would suspend the charges to the consumer, and instigate an investigation, also called a chargeback. The resolution of the dispute depends on the merchants and hence acquiring bank's ability to provide proof of the transaction. The allocation of liability then falls on the acquirer responsible for recruiting the supplier to the card network (if no proof of transaction), and the issuing bank which is the extender of credit to the consumer (if there is proof of transaction). 

For online transactions, a different set of business rules apply because there is no longer a cardholder’s signature. In these situations, the chargeback is automatic and the burden is on the merchant to reclaim the disputed amount from the customer. When a chargeback occurs (historically less than 0.2% of all transactions), the issuing bank asks the acquiring bank to provide the physical voucher with the customer's signature (also known as transaction receipt retrieval). Because such an investigation incurs a cost (retrieval fees, chargeback, and filing fees), the customer is charged an additional fee if there is a valid physical signature (or evidence that the transaction was authorized). But if the mistake is with the merchant, a chargeback is placed on the merchant, and the threat of losing the merchant account if chargeback rates are too high. A variety of errors could also account for a chargeback, for example a stolen or forged credit card, a banking error, in which case there is all the more reason to examine fraud control and working practices (Visa International and MasterCard, 1997).
SET places heavy demands on storage requirements for evidence, which is not unusual for payment systems. For example, the merchant software needs to store the "auth code" before the payment is cleared, and retain it for a period of time to counter chargebacks. The associations believe that cardholder signatures are no longer required in SET since their digital signature is assumed to be sufficient evidence that the cardholder was involved, and an "auth code" is sufficient to prove that the transaction was authorised by the issuing bank. This design was supposed to remove "cardholder denies transaction" type of chargebacks, shifting the risk from online merchants, that in turn translates to reduced merchant service charges. 

Enforcement and Chargeback 

Parties in a credit card network are contractually bound to each other through a series of contracts, using the framework provided by the banking associations operating rules and regulations. All transactions have to be accounted for, and in the case of disputes resolved through the dispute resolution rules. Decisions are enforced by issuing chargebacks, or credit reversals. The mechanisms for debiting and crediting these accounts automatically are an integral part of the banking associations clearing and settlement systems. In order to enforce the decisions, the chargeback system is used to shift the burden of proof from one party to another based on the available evidence and applying the relevant dispute resolution rules. 
In the absence of fraud, the individual amounts disputed are usually very small compared to the cost of instigating an investigation. Some of these disputes are written off by either issuers or merchants as bad debt. Historically, such debt has been relatively low compared to transaction volume, but can chargeback strains the resources of both the acquiring and issuing bank in other ways. Allowing disputes is costly for both issuing and acquiring banks, due to the need to staff call centers. As a result, the banking associations are still trying to work to change the business rules through introducing emerging technologies like SET and 3D Secure. 

It can be argued that the perception of insecurity in electronic networks is often due to the lack of enforcement mechanisms. Despite the challenges created by new technologies and new ways of working, credit card networks can be said to be relatively safe because it has a built-in mechanism for resolving disputes and enforcing them. 
Characteristics of SMART Payment Processes

Applying the lessons from the credit card sector in the previous section, we would like to highlight the characteristics of payment processes today. We use the acronym SMART to represent these characteristics of dynamic business processes, and suggest that characteristics serve as design principles for other SMART business processes. 

Service oriented model 

Payment systems are now increasing service-oriented. Payment processors are increasing providing a payment service, rather than a separate payment platform or software system. Address Verification Systems, and the “Verified by Visa” program are in reality authentication services provided by the payment network.  Online authorization is another service provided by the payment networks. As increasing number of applications migrate to Web Services standards, certain functions can be replaced by the service model.  

Modular business processes 

Payment services are already modular in design. Business applications link to payment services through software modules that can be changed easily when business processes change. Visa gave up the monolithic architecture in SET for the modular architecture in 3D Secure. Merchants developing authentication processes using the “Verified by Visa” services are in essence coordinating business processes between multiple organizations, integrating business applications with the payment service. 
Adaptive networks

Payment services are flexible and can accommodate change easily because there are standards for interchange. Payment services can easily accommodate different payment instruments and payment brands, re-routing transactions to different payment networks as necessary. A customer can easily switch from a Visa account to a MasterCard account, and still use the same payment service. Payment gateways are capable of routing these messages to the relevant payment networks. 
Real-time data

Real-time data is essential for coordinating business processes across multiple organizations. With the current versions of the authorization systems, payment services can be coordinated using real-time data. When a merchant makes an authorization request, authorization codes are increasingly based on up-to-date credit availability on a particular account supplied by an issuing bank. Likewise, an authentication service like “Verified by Visa” needs to retrieve passwords from millions of accounts within a matter of seconds.  

Trustworthy business rules

Credit cards currently are, and will likely remain the predominant form of payment for Internet commerce due to its widespread acceptance (Evans and Schmalensee, 1999). Despite the inherent security weaknesses in online credit card payments, credit card networks have a framework of business rules for allocating risk and resolving disputes. Although the chargeback mechanism was not designed to deal with the consumer issues regarding product and service (e.g. mis-representation, satisfactory quality, fit for purpose), it can cover circumstances where goods and services have been paid for, but not received, a feature not available for transactions without a financial intermediary.  It therefore encourages spending, and builds business confidence. 

The future for SMART Payment Services

The use of information and communication technologies to share information and coordinate activities in the supply chain has already been elaborated elsewhere. Integrating electronic commerce applications frequently involves the combination of information from external parties like logistics service providers and payment service providers. E-business technologies are used increasingly for tighter integration of transactional and logistical processes between parties in the supply chain, for example automatic track and trace of deliveries and the calculation of shipping charges and taxes. 
However, in my organizations, improvements in transaction and logistics flows can be overshadowed by performance in payment flows (Killen and associates, 2001). While order, delivery and invoicing times have reduced dramatically, payments can still take between 30-60 days. Better coordination and automation of payment flows are now essential to the performance in the supply chain. The goals of improving throughput time, transparency, error handling through information sharing in the physical supply chain can also apply to the financial supply chain. For example, automated payment processing can reduce invoicing costs, and provide CFOs with better reporting, monitoring, and control through visibility of cash flows. Faster payment processing can significantly reduce float, and working capital required by a firm. Better exception handling can resolve errors and disputes more quickly and improve relations with customers.
 Yet all of these potential benefits can only be reaped through collaboration since it requires a common transaction and payment platform that is accepted by all parties in the supply chain. Payment flows in the supply chain suffer from some of the same bottlenecks facing logistics flows in the supply chain. Orders need to be matched with delivery and invoices. Bills of Lading need to be matched with insurance and other trade documents. Freight payment involves matching invoices and bills. Reconciliation of these documents is usually necessary to take further action in the supply chain. In spite of the opportunities, research in business processes management still need to overcome the some of the challenges in orchestrating business processes across multiple organizations. Dynamic configuration of business processes requires effective coordination of activities between business partners.

We examine in this paper the credit card network as an example of a business network in operation. Unlike other business networks that focus predominantly on the information exchange processes, credit card networks provide a contractual framework of business rules for authentication and authorization, evidence and dispute resolution, and enforcement. The changes taking place in credit card networks shows that payment services are now offered in a modular manner, can adapt easily to different payment methods and payment networks, coordinated through online access to almost real-time data, which ultimately provides a framework for trustworthy business. 
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