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dealing with risks
early in development
lessens long-term
costs and helps
prevent software
disasters.

It is easy to begin
managing risks in

YOur environment.
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ike many fields in
their early stages, the sofrware field has
had its share of project disasters: the soft-
ware equivalents of the Beauvais Cathe-

dral, che HMS Titanic, and the “Gullop- | elements so people can ger these resolved

ing Gertie” Tacoma Narrows Bridge.
The frequency of these software-project
disasrers is a serious concermn: A recant
survey of 600 firms indicated that 33 per-
cent of them had at least one runaway
software project.’

Maost postmortems of these software-
project disasters have indicated thar their
problems would have been avoided or

strongly reduced if there had been an ex- |

plicit early concern with idenafving and
resolving their high-risk elements. Fre-
quently, these projects were sweprt along
by a ode of opamistic enthusiasm during
their zarly phases that caused them to

muss some clear signals ut'high-r'is’a-: 1s5ues

that proved to be their downfall later.
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Enthusiasm for new softwars capabil-
ides is a good thing. But it must be tem-
pered with a concern for early identfica-
don and resoludon of 2 project’s high-risk

early and then focus their enthustasm and
energy on the posidve aspects of their
product,

Current approaches to the software
process make it too easv for projects o
make high-risk commimments thar they
will later regrer:

# The sequendal, document-driven
waterfall process model tempes people o
overpromise software capabilioes in con-
macrually binding requirements specifi-
cadons before they understand their nsk
implicagons.

+ The code-driven, evolutonary de-
velopment process model tempis people to
say, “Here are some near ideas ['d like o
purineo this svstem. ['ll code them up, and
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if they don't fit other people’s ideas, we'll
just evolve things undl they work." This
sort of approach usually works fine in
some well-supported minidomains like
spreadsheer applicanons but, in more

complex applicadon domains, it most |

often creates or neglects unsalvageable
high-risk elements and leads the project
down the path to disaster.

Ar TRW and elsewhers, [ have had the
good forune to observe many project
managers at work firsthand and to oy o
understand and apply the factors that dis-
onguished the more successful project
managers from the less successful ones.
Some successfully used a waterfall ap-
proach, others successfully used an evolu-
uonary development approach, and sull
others successfully orchestrated complex
mixtures of these and other approaches in-
volving prototyping, simuladon, com-
mercial software, execumable specifica-
dons, tger teams, design compedtons,
subconracting, and various kinds of cost-
benefir analyses.

One pattern that emerged very
strongly was thar the successful project
managers were good rik mumagers. Al-
though they generally didn't use such
terms a5 “risk idenoficadgon,” “nsk assess-

ment," “risk-management planning,” or |

“risk monitoring,” they were using a gen-
eral concept of risk exposure (potendal
loss ames the probability of loss) w guide
their priorines and sctions. And their pro-
jects tended to avoid pitfalls and produce
good products.

The emerging discipline of software
risk management is an atempt to formal-
ize these risk-oriented correlares of success
into a readily applicable ser of princples

and practices. [ts objectives are to idenafy, |

address, and eliminate nsk items before
they become either threas w successful
software operadon or major sources of
sofoware rework.

BASIC CONCEPTS

Websters dicdonary defines “nisk” as |

“the possibility of loss or injury.” This def-
iigon can be manslated into the funda-
mental concept of risk management: nsk

exposure, sometmes also called “risk im- |

pact” ar “risk factor.” Risk exposure is de- :

fined by the relatonship
RE = P{UO) = L{UO)

where RE is the risk exposure, P(UQ) is

the probability of an unsadsfacrory out-
| come and L{UQ) is the loss to the partes
| affected if the outcome is unsadsfactory.

To relare this definiton to software pro-
| jecs, we need a definigon of “unsansfac-
tory outcome.”

Given that projects involve several
classes of pardeipants (customer, devel-
oper, user, and maintainer), each with dif-
ferent but highly imporant satsfacton
eriteria, it is clear that “unsadsfactory out-
come” is multidimensional:

+ For customers and developers,
budger overruns and schedule slips are
unsadsfactory,
|+ For users, products with the wrong
| Functonality, user-interface shordfalls,

performance shortfalls, or reliabilicy

&
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| investmentin the experiment.

s

shortfalls are unsansfacrony.

+ For mainminers, poor-quality soft-
ware is unsadsfactory.

These components of an unsadsfac-
tory outcome provide a top-level checklist
for idendfying and assessing risk items.

A fundamental risk-analysis paradigm I
is the decision wee. Figure [ illustrates a
potentally nsky sitwaton involving the |
software conrrolling a satellite expen-
ment. The software has been under devel- |
opment by the experiment team, which
understands the experiment well butisin-
experienced in and somewhat casual abour
sofoware development. As a resulr, the sat-
ellite-pladorm manager has obtained an
estimate that there is a probabilicy P{UQ)
of 0.4 that the experimenters’ sofrware will
have a critical error: one thac will wipe our |
the entire experiment and cause an associ- |
ated loss L{UQ) of the toral $20 million

RGURE 1. DEQISION TREE FOR WHETHER TD PERADAM BDEPEMDENT VALIDATION AMD VERFICATION TO ELRANMATE
CRIMCAL ERROFS IN A SATELLITEEXPERIMENT PROGAAM. LILO| S THE LSS ASSDCIATED WITH AN URSATISFAC-
TORY DUTCOME . PILIOT S THE PROBARILITY OF THE UMNSATISFACTORY DUTCDWE . AND CE 15 A CRMICAL ERROR
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FGURE 2. SOFTWARE REK MANAGEMENT STEFS,

The satellice-platform manager idend-
fies two major opdons for reducing the
nisk of losing the experiment:

+ Convincing and helping the experi-
ment team to apply better development
methods. This incurs no addidonal cost
and, from previous expenence, the man-
ager estimates that dus will reduce the
error probability PUO) wo 0.1.

+ Hiring a contractor to indepen-
dendy verify and validare the software.
This costs an additonal $500,000; based
on the resuls of similar IVE&V effors, the
manager esimates that this will reduce the
error probability P{UO) ro 0.04.

The decision tree in Figure 1 then
shows, for each of the two major decision
options, the passible outcomes in terms of
the cridcal error exsung or being found
and eliminated, their probabilides, the
losses associated with each outcome, the
risk exposure associated with each out-
come, and the roral risk exposure {or ex-
pected loss) associated with each decision
opoon. In this case, the toral risk exposure
asspciated with the experiment-ream op-
ton isonly 32 mullion. For the V&V oprion,
the monal risk exposure is only $1.3 million, so
1t represents the mone attracve opdon.

Besides providing individual soludons
for risk-management situadons, the deci-
sion tree also provides 2 framework for
analyzing the sensitiviry of preferred solu-
dons to the rsk-exposure paramerters.
Thus, for example, the expeniment-team
option would be preferred if the lossdue o
a critical error were less than $13 mullion,
if the experiment team could reduce its
critical-error probability o less than
0.065, if the V&V team cost more than
$1.2 million, if the [V&V teamn eould not
reduce the probability of critical error o
less than 0.073, or if there were various
parnal combinatons of these possibilides.

This sort of sensivity analysis helps
deal with many situations in which proba-
bilides and losses cannort be esamarted well
enough to perform a precise analysis. The
risk-exposure framework also supports
s0me even more approximate bue soll very
useful approaches, like range esdmaton
and scale-of-10 esdmadon.

RISK MANAGMENT

As Figure 2 shows, the practdce of risk | where appropriate. Typical techniques in-

| clude milestone macking and a top-10

management involves two primary steps
each with three subsidiary steps.

i clude risk-exposure analysis, risk-reduc-

| involving cost-benefir analysis), and Del-

—
|
|
|

The first primary step, risk assessment,
involves risk identdficadon, nsk analysis,
and nsk prioridzadon:

¢ Risk idendficadon produces lisss of
the project-specific risk items likely o
compromise a project’s success. Typical
risk-identification techniques include
checklists, exarmuinaoon of deasion driv-
ers, comparison with experience (assump-
ton analysis), and decomposidon.

+ Buisk analysis assesses the loss proba-
bility and loss magnitude for each ident-
fied risk item, and ic assesses compound
risks in risk-item interactons. Tipical
techniques include performance models, |
cost models, neowork analysis, stagsteal |
decision analysis, and qualicy-factor (like
reliability, availabilicy, and security) analy-
5iS,

+ Risk prioritzation produces a
ranked ordering of the sk items idend-
fied and analyzed. Typical techniques in-

E
|
|
|
|
|

tion leverage analysis (particularly

phi or group-consensus rechniques.

The second primary step, risk control,
involves risk-management planning, risk
resolution, and risk monitoring:

+ Bisk-management plannung helps
prepare you o address each nsk icem (for
example, via informadon buying, risk
avoidance, nsk mansfer, or fsk reducdon),
including the coordination of the individ-
ual nsk-item plans with each other and
with the overall project plan. Typical tech-
niques include checkliss of risk-resolu-
ton techniques, cost-benefit analysis, and
standard risk-management plan oudines,
forms, and elements,

+ Risk resolution produces a siruadon
in which the risk iterns are eliminated or
otherwise resolved (for example, risk
avoidance via relaxation of requirements).
Typical rechniques include prototypes,
simuladons, benchmarks, mission analy-
ses, key-personnel agreements, design-to- |
cost approaches, and incremental devel-
OpMEnt, \

+ Risk monitoning involves macking
the project’s progress toward resolving irs
risk items and taking correctve acdon

T

risk-item list that is highlighted ar each
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weekly, monthly, or milestone project re-
view and followed up appropriacely with
reassessment of the sk item or correctve
acdon.

[n addition, nisk management provides

the spiral model of the software process,”
avoid many of the dificulaes encountered
with previous process models like the wa-
terfall model and the evolutonary devel-
opment model. Such risk-driven ap-
proaches also show how and where w
incorporate new software technologies
like rapid prototyping, fourth-generaton
languages, and commerdial software prod-
ucts into the life cycle.

SIX STEPS
Figure 2 summarized the major steps

and rechniques involved in software nsk
management. This overview article covers

| gews), you can then move on to an example

four significant subsets of risk-manage-
ment techniques: risk-identification |
checklists, risk prioritizadon, risk-man-
agement planning, and risk monitoring.

| Orther techniques have been covered else- |
an improved way to address and organize |
the life oycle. Risk-driven approaches, like

where 4 |

| ity rable in Table 2 for assessing the prob-

ability that a project will overrun its bud-
ger Table ? is one of several such check-
lists in an excellent US Air Force
handbook® on software risk abatement.
Using the checklist, you can rare 2

| project'sstams for the individual armibutes

Risk-identification dheddists. Table [ shows
a top-level rsk-identificadon checklist
with the top 10 primary sourees of risk on
software projects, based on a survey of sev-
eral experienced project managers. Man-
agers and system engineers can use the
checklist on projects o help idenafy and
resolve the most serious risk items on the
project. It also provides a corresponding
set of risk-management techniques that
have been most successful to date in aveid-
ing or resolving the source of sk

If you focus on item 2 of the top-10 list
in Table | {unrealistc schedules and bud-

of a next-level checldist: the risk-probabil-

assocated with is requirements, person-
nel, reusable software, wools, and support
environment {in Table 2, the eaviron-
ment’s availability or the risk that the envi-
ronment will not be available when

needed). These radngs will support a |

probabilicy-range estimadon of whether
the project has a relagvely low (0.0 w0 0.3),

medium (0.4 to 0.6}, or high (0.7 w 10) |

probability of overrunning is budget.
Most of the crideal nisk items in the
checklist have to do with shordfalls in do-
main understanding and in property scop-
ing the job to be done — areas thar are
generally underemphasized in computer-

science literamure and educadon. Recent

TABLE 1.
TOP 10 SOFTWARE RISK ITEMS.

Rick item

Risk-management technique

| Personnel shorcfalls

- P
| Unrealisoc schedules

Staffing with rop talent, job matching, ream building, key personnel agreements, cross raining.

Detiled multisouree cost and schedule esdmagon, design to eost, incremental development,

I and budgets
: Developing the wrong

funcoons and properdes

Developing the wrong
user interface

Gold-platng
Condnuing soream
| of requirements changes
| Shortfalls in externally
| furnished components

Shortfalls in externally
performed msks

Real-gme performance
shorfalls

| Straining computer-scence
capabilites

software reuse, requirements serubbing.

Organization analysis, mission analysis, operadons-concept formulation, user surveys and user
participation, prototyping, early users' manuals, off-nominal performance analysis,
quality-factor analysis.

Prototyping, scenarios, task analysis, user participadon.

Requirements scrubbing, prototyping, cost-benefit analysis, designing 1o cost.

High change threshold, information hiding, incremental development (deferring changes
to later increments).

Benchmarking, inspections, reference checking, comparbility analysis.
Reference checkang, preaward audits, award-fee conmacs, competigve design or prototyping,
ream-building.

Simulaton, benchmarking, modeling, protogyping, instrumentadon, nening.

Technical analysis, cost-benefit analysis, prowtyping, reference checlang.

s
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Probability

TABLE 2.
QUANTIFICATION OF PROBABILITY AND IMPACT FOR COST FAILURE.

= e ————— T

Improbable (0.0-0.3)

| Resource constraints
| Application
{

| Technology

Requirements stability

Personnel
Ayailability

Mix

Experience

Management environment

| Certfication
]

| Tools and environment
| Facilines
Availabilicy

Rights

Configuradon management

Probable (0.4-0.6)

Frequent (0.7-1.0)

Small, noncomplex, or easily
decomposed

Lirde or no hardware-imposed
conswaints

MNonreal-time, lirtle system
interdependency

Mamre, exdstent, in-house
experience’

Lirde or no change m
established baseline

In place, little marmover
expectad

Good mix of sofoware
disciplines

High expenience rago

Smrong personnel
management approach

Compatible with need dates

Litde or no

Compatble with system and
maintenance requirements

Comparble with maintenance
and competition requirements

Verified performance,
applicadon compatble

Lirde or no modificaton
In place, meets need daces

Compatible with maintenance
and development plans

Fully controlled

Medium o moderate
complexity, decomposable

Some hardware-impased
CONSITaines

Embedded, some system
interdependendies

Existent, some in-house
experience

Some change in baseline
expected

Available, some mirnover
expectad

Some disaiplines
inappropriately represented

Average experience rago

Good personnel
management approach

Delivery dates in question

Some change

Pardal compatbility with
requirements

Partial companbhility with
maintenance, sOMe Compennon

Some application-compardble
test data available

Some modificatons, exstent

Some companbilicy with need
daces

Pardal compadbility with
mainenance and
development plans

Some controls

Significant hardware-impes 2

COMSITAINGS

Mot available, high tarmover
expectad

Some disciplines
not represented

Low experience ratdo

Weak personnel
management approach

Major modifications, nonexistent

MNonewstent, does not meet
need daces

Incomparible with maintenance
and development plans

Mo conmrals

inidatves, like the Software Engineering |
Institute’s masters curriculum in software
engineering, are providing better cover-
age in these areas. The SEI is also inidat-
ing a major new program in software sk |
|

management.

Suffident financial resources

all the various risk-idendfication check- |
lists, plus the ather risk-idendficadon |
techniques in dedsion-drver analysis, as- |
sumpdon analysis, and decomposidon,

one very real risk is thar the project will |
idennfy so many risk irems that the project |
could spend years just investgating them. |
Risk onalysis and prioritization. After using | This is where risk priodgzadon and i |

Some shortage of finandal

resgurces, possible overrun

——

Significant financial shortige
budger overnum likely =

| prioridization involves
quandry described earlier. .
the rsk items idenofied and detenmine
which are most important o address.

One difficulty with the risk-exposars

the nsk-exposue
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RISK EXPOSURE FACTORS FOR SATELLITE EXPERIMENT SOFTWARE.

TABLE 3.

Probobility of

3 UFE-IIZThfW'!' ) Loss :qm.ad by Risk exposure |
aukome unsatisfoctory outcome  unsatfisfoctory outcome .
3 Software error kills experiment 3-5 10 10-50
it Software error loses key data 1.5 8 2440 |
¢> Faule-tolerant fearures cause unaccepable performance 48 7 18.56 . |
11 Monioring software reports unsafe conditon as safe 5 9 45 |
£ Monitoring software reports safe condidon a5 unsafe 3 3 15 |
F 1lardware delay causes schedule overrun 6 4 1§ :
;. Dam-reduction software errors cause extra work 8 1 8 |
11, Poor user interface causes inefficient operadon 5 5 30
| Processor memory insufficent 1 - 7 !
| Idatabase-management software loses derived dara 2 2 4

ae iy, 15 with most other decision-anal-
WS I.EI.I'.lI:'EI:ﬁI'.'-'S. is the P'mh:em DEWHI‘-E
svurate input esumates of the probability
sl liss associated with an unsadstactory
LIl Chﬁtkﬁﬂﬁ ilke d]ﬂt n Tébl& 2
e Iie SOMme hl.'.-lp in aSSEﬁmg the Pmb‘-i'
lultv oof necurrence of a given risk item,
lwit 11 15 clear from Table 2 that it proba-
lulity ranges do not support precise prob-
abulity womaton.

Full risk-analysis effors involving pro-
wavping, benchmarking, and simulaton

generally provide better probabilicy and |

lems estinates, but they may be more ex-
pwnave and ome-consurming than the sic-
watwm warranes. Other rechniques, like
betung analogies and group-consensus
tevhinijues, can improve risk-probabilizy
emadon, but for risk prioritzaton you
van uften take a simpler course: assessing
the nsk probabilides and losses on a rela-
reve seale of 0 to 10,

Lable 3 and Figure 3 illustrate this risk-
Pricnuyanon process bv usi.ng some po-
tential nisk items from the sarellite-experi-
ment projece a5 examples. Table 3
wiimarizes several unsadsfactory out-
womies with their corresponding ragngs
e MUO), L{UO), and their resuldng
nsk-exposure estimates. Figure 3 plots
=4h unsatisfactory outcome with respect
12 st of constant risk-exposure contours.

Ihree key points emerge from Table 3
anl Figure 3;

+ Projects often focus on factors hav-
:"H cither a high P(UD) ora high LOUO),
fnut these may not be the key factors with a
figh risk-exposure combination. One of
the highest P(UO% comes from item G

| (dam-reduction errors), bur the fact thar
| these errors are recoverable and not mis-

sion-critical leads to a low loss factorand 2
resuldng low RE of 7. Simularly, item [
(insufficent memory) has a high potental
loss, but its low probability leads to a low
RE of 7. On the other hand, a reladvely

i low-profile item like itern H (user-inter-
face shortfalls) becomes a relatvely high-
priomty risk item because is combinadon
of moderately high probability and loss
factors yield a RE of 30.

¢ The RE quanddes also provide a
| basis for priorinzing verification and vali-

FRGEFE 3. RSKEXPOSUPE FACTDRS AND CONTDURS FOR THE SATELLITE-EXFERRENT SOFTWARE. AE &5 THE RS |
EXPOSURE, PIUO] THE PROBABILITY OF AN UNSATISFACTORY OUTCORE. AND LU THE LOSS ASSDOATED WATH |
THAT URSATISFACTORY OUTCDME. THE GRAPH PORNTS MaP THE MEMS FROM TABLE 3 WHOSE RISK EXPOSURE

AFE BEING ASSEEEED ]
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FAGURE 4. RSK-MANAGEMENT PLAN FOR FAULT-TOLERANCE FROTOTYPIRG

dadon and relared test acavines bv oiving
each error class a significance weight. Fre-

quendy, all errors are meared with equal

weight, puming two much tesung effort
into finding relatvely oivial errors.

+ There is often a good deal of uncer- |

mainty in esamatdng the probability or loss

associated with an unsadsfactory outcome,
(The assessments are frequendy subjecdve

and are often the product of surveving sev-
eral domain expers.) The amount of un-
cermainey is imself a major source of risk,

which needs to be reduced as early as pos-

sible. The primary example in Table J and

Figure } is the uncerminry in item C ubour
whether the fault-tolerance features are
going to cause an unacceptable degrada-
ton in real-dme performance. IFP(UQ) is
rated at 4, this item has only 2 moderate
RE of 28, bur if (U} is 8, the RE has a
top-prionry rang of 56.

One of the best ways to reduce chis |
source of nsk 15 to buy informaton abour |

the actual sicuadon. For the issue of faulc

tolerance versus performance, a good way

to buv informadon is to invest in a prow-

tvpe, o berer understand the perfor-
mance effects of the vadous faule-wler-
ance features.

Risk-manogement plonning. Cnce vou de-
termine a projects major risk items and |
their reladve priorides, you need o estab- |

lish a set of risk-control funcdons w bring

in this process is o develop 2 set of risk-
management plans that lav out the acavi-
des necessary to bring the risk items under
control.

One aid in doing chis is the rop-10

checklist in Figure 3 that idendfies the

most successful risk-management cech-
niques for the mostcommon nisk items. As
an example, item 9 (real-time perfor-
mance shortfalls) in Table | covers the un-
certainty in performance effect of the
faule-tolerance features. The correspond-
ing nisk-management techniques include

e e

simulation, benchmarking, modeling

promnpmg, msoumentanon, and tuning. 3
¢ Assume, for example, thac 3 protonvpe of
; representagve safety features is the most 1

. cost-etfectve way to derermine ang re-

. duce their effects on system performance,
The next step in risk-managemene - :

planning 15 to develop ﬁﬁk-m-'inag i ¥

plans tor each nsk item, Figure 4 shows
. the plan for protorvping dhe fault-toler-
ance features and determining their effecs

on pertormance. The plan is organized
around 1 standard formac for software
plans. oriented around answenine the
standard questons of why, what, when,

i

who, where, how, and how much. This

plan organizaton lets the plans be concse

{firang on one page), acdon-oriented, casy

¢ to understand, and easy to monior,

The final step in risk-management

planning is to integrace the risk-manage- °

ment plans for each nsk item with each
other and with the overall project plan.

. Each of the other high-prionty or uncer-

win nsk items will have a rsk-manage-
ment plan: it may wm out, for example,
that the faule-tolerance features pro-
wovped for this risk item could also be
useful as part of the strategy o reduce the
uncermzingy in items A and B (software er-
rors killing the expenment and losing ex-
periment-cricical dam). Also, for the over-
all project plan, the need for a 10-week
protwrype-development and -exercise pe-
riod must be factored into the overall
schedule, to keep the overall schedule re-
alisde,

Risk resolution and monitoring. Once vou

i have established a good set of nsk-man- -
; agement plans, the risk-resolution process
the risk irems under control. The firststep |

consiss of implementng whartever proto-
ovpes, simuladons, benchmarks, surveys,
or other risk-reduction rechniques are
called for in the plans. Risk moniroring

ensures thar this is a closed-loop process ;4

by tracking risk-reduction progress and
applving whatever correctve action 15

© necessary 1o keep the nsk-resoluton pro-

cess on mack.

Risk management provides managers
with a very effecave technique for keeping
on tap of projects under their controk:
Project rap-1 () visk-itemn tracking. This tech-
nique concentrates management aen-
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ton on the high-risk, high-leverage, ent-
cal suceess factors rather than swamping

management reviews with los of low-pr- |

oty detil. As 2 manager, [ have found
thar this type of risk-itern-onented review
saves a lor of ome, reduces management
surpnses, and gers you focused on the

high-leverage issues where you can make a |

difference as a manager.
Top-10 risk-item racking involves the
following steps:

+ Ranling the project’s most sgnifi- |

cant risk items.

+ Estblishing a regular schedule for
higher management reviews of the
project’s progress. The review should be
chaired by the equivalent of the project
manager’s boss. For large projects (more
than 20 people), the reviews should be
held monthly. In the project imelf, the

project manager would review them more |

frequendy.
+ Beginning cach project-review
meetng with a summary of progress on

the top [0 risk items. (The number could
be seven or 12 without loss of intent) The

summary should include each risk iem? |

chosen, including possible actions by the
project manager's boss,
The number 2 risk item in- Table 4,

current op-10 ranking, is rank ac the pre- | mrgechardware delivery delays, isalso one

vious review, how often it has been on the
top-10 list, and a summary of progress in
resolving the risk item since the previous
review.

+ Focusing the project-review meet-
ing on dealing with any problems in re-
solving the risk items.

Table 4 shows how a top-10 list could

| have worked for the srellite-experment

project, as of month 3 of the project. The
project’s top risk item in month 3 15 a crit-
ical seaffing problem. Highlightng it in
the monthly review meeting would sumu-
late a discussion by the project team and
the boss of the staffing opdons: Make the
unavailable key person available, reshuffle
project personnel, or look for new people
within or ouside the organizagon. This
should resule in an assignment of acoon
itemns w0 follow through on the optons

for which the project manager’s boss may
be able to expedite a solutdon — by cutting
through corporate-procurement red tape,
for example, or by escaladng vendor-delay
1ssues with the vendors higher manage-
ment,

As Table 4 shows, some risk items are
moving down in prority or going off the
list, while others are escalating or coming
oneo the lisz The ones moving down the
list — like the design-venificanion and -val-

| idation staffing, faulc-rolerance pro-

toryping, and user-interface prototyping

| — sall need o be monitored bur fre-

quenty do not need special management
acton. The ones moving up or onto the

| list — like the dam-bus design changes
| and the testbed-interface definitions — |
| are generally the ones needing higher
= management atengon o help get them

PROJECT TOP-10 RISK ITEM LIST FOR SATELLITE EXPERIMENT SOFTWARE.

Risk item

Replacing sensor-control software
developer

Target hardware delivery delays

Sensor dara formats undefined

Software fule-tolerance may

i Staffing of design V&V team
i
E COMm FII.‘U:IT!.IS:.‘ ]Jﬁt‘fﬁl‘]'l.l.a:l‘lﬂ:

Arcommodate changes in dam bus

: design
Test-bed interface defininons
User interface uncermainges
TEDs in experniment operatonal
concept

| Uncertainties in reusable monitoring
software

TABLE 4.
Maothly ranking
This Lot Ho. of months
| 4 2
2 5 2
3 3 3
manth
4 F) 3
reviewer
5 1 L]
f — 1
7 8 3
] ] 3
—_ ¥ 3
— g 3

Risk-resalution progress

Key reviewers commitied; nesd fule-tolerance

Top replacement candidare unavailable i

Procurement procedural delays

Action items to software, sensor reams; due next |

i
Fault-tolerance protorype successful |
Neeting scheduled with date-hus dasigners i

Some delays in action items; review meeting scheduled

|
User interface prototype successful |
TBDs resolved I

Required design changes small, successfully made ‘
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