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Abstract. In this paper we present a performance evaluation of three Java group
toolkits (JavaGroups, Spread and Appia) with respect to a specific application
scenario: software replication using a three-tier architecture. We also compare
performances of these Java group toolkits with Maestro/Ensemble which has been
developed in C++. Results show that performances of Java group toolkits are
becoming comparable with the ones of Maestro/Ensemble, once selected a well
tailored protocol stack for a given application.
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1 Introduction

There is an emerging demand for Java-oriented reliable software for distributed applica-
tions due to Java platform independence, the dynamic plug-in of Java components (e.g.
downloading Java applets) and the simplicity of application programming just to name
some of the most important Java features. One of the well-known way to add reliability
to a distributed application is through software replication. However there are only a
few systems that implement replication in Java.

Software replication is a well known technique allowing to increase the availability
of a service exploiting specialized software running on COTS (Commercial-Off-The-
Shelf), cheap hardware. The basic idea underlying software replication is to replicate
the server of a given service on different hosts connected by a communication network
so that the service’s clients can connect to different server replicas to increase the prob-
ability of getting replies to their requests. When dealing with a replicated service, it
arises the problem of guaranteeing consistency among the local states of the replicas
despite crashes. Active [1] and passive [2] replication [3] are well-known approaches to
increase the availability of a stateful service. These approaches employ group communi-
cation primitives and services such as total order multicast, view synchronous multicast,
group membership, etc. Implementations of such primitives are provided by group com-
munication toolkits e.g., ISIS [4], TOTEM [5], Maestro/Ensemble [6]. Previous group
toolkits have been implemented in C and/or C++. Only recently Java group toolkits
have emerged e.g. JavaGroups [7], Spread [8, 9] and Appia [10]. However, to the best
of our knowledge, there does not exist a performance comparison among these toolkits,
and the evaluation of Java implementations is a critical point as distinct Java designs of
the same application can lead to huge differences in performance due to the interaction
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between the virtual machine and the bare operating system and the network. Further-
more, a performance comparison among such group toolkits cannot prescind from a
specific application, otherwise the comparison risks to be useless.

In this paper we present a performance evaluation of Java group toolkits in the con-
text of a specific architecture for software replication, namely the three-tier (3T) soft-
ware replication, based on group toolkit. More specifically, in a three-tier architecture
for software replication clients (the client-tier) interact with a middle tier (the middle-
tier) that forwards client requests to replicas (the end-tier) maintaining consistency. To
achieve this, the middle-tier embeds two basic components, namely the sequencer and
the active replication handler. The first component assigns, in a persistent way, con-
secutive and unique sequence numbers to client requests. This is based on the classi-
cal "one-shot” total order provided by group toolkits , while the second masters the
client/server interaction enforcing atomicity on the end-tier.

Therefore to evaluate Java group toolkits we realized an implementation of the se-
quencer component, one for each group toolkit, and measured their performance in
terms of client latency and sequencer component latency. We show how the perfor-
mance of a given Java group toolkit is heavily influenced by the protocol implement-
ing the total-order primitive. To evaluate the gap between a C++ group toolkit and
Java ones, we also show the performance results of the same 3T architecture whose se-
quencer is based on Maestro/Ensemble. This performance comparison points out that,
once selected the "one-shot” total order protocol well tailored for the underlying appli-
cation, the gap between a Java group toolkit and Maestro/Ensemble is acceptable.

The rest of the paper is structured as follows: Section 2 introduces main features of
Java group communication toolkits. Section 3 presents the application scenario, namely
software replication based on a three-tier architecture, where group toolkits will be
evaluated and finally Section 4 shows the performance results.

2 Group Communication Toolkits

Group Communication Toolkits (GCTs) have proven to be an effective tool for build-
ing reliable software in partially synchronous distributed systems?. They provide a rich
set of services and primitives (e.g., total order, group membership etc) which help de-
velopers in adding specific properties to their application. As an example, they can be
used to build highly available systems through software replication. The advent of Java
has raised the need to provide Java GCTs, which exploit the advantages of this lan-
guage. However, advantages like portability, ease of programming and adaptivity often
negatively impact performance; in particular, for a Java application, the way the virtual
machine interacts with the underlying operative system and network can greatly influ-
ence performance. In order to compare different toolkits from a performance point of
view, we focus on differences in their architecture and implementations. To this end, as
a first abstraction level, we identify two basic building blocks in the architecture of a
GCT, namely (i) the API and (ii) the core system, as shown in Figure 1(a). The first one
is the set of interfaces used by the application to use the GCT services; the second is
the part that actually implements such services. With respect to these building blocks,
GCTs can be classified according to (i) the programming language used and to (ii) the

1 »One-shot” means that there is no relation between any two consecutive runs of atotal order protocol.

2 A partially synchronous distributed system alternates stable and unstable intervals. During a stable interval there is a
bound (know or unknown) on (i) communication transfer delays and (ii) on the time a process takes to execute a step.
During unstable intervals the system becomes purely asynchronous. If the duration of stable intervals tends to zero, the
group toolkit does not longer guarantee its services. Conditions verifying partial synchrony can be easily ensured on a
LAN.



deployment of the two blocks. In fact the API and the core system can be implemented
in different languages; moreover, they can either reside in the same process, thus shar-
ing the same address space, or they can run in two different processes on the same host,
communicating through IPC, or they can even be deployed on different hosts, commu-
nicating through the underlying network. Moreover as we are interested in Java toolkits,
it is important to consider where the Java Virtual Machine (JVM) is located with respect
to a given deployment. In the case in which only the API is written in Java, the JVM is
collocated under this block, while the core is free to exchange messages with the net-
work using native system calls. On the contrary, if even the core is written in Java, the
communication with the network passes through the JVM, which is collocated under
the core. Let us remark that for every invocation of a service done by an application
through API, the core system often needs to exchange several messages. Therefore,
having the core written in Java can yield some performance penalties. Concerning the
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Fig. 1. Architecture of group communication toolkits

collocation of the two blocks, we should note that if they reside in different processes or
in different hosts, there are two additional hops in the communication between any two
processes of a group, thus yielding an additional overhead that results in a performance
degradation. Another abstraction level regards the core system itself; in particular, we
consider the protocols implemented within the core and the way in which they interact.
From this point of view, GCTs can be classified into two distinct types: one is char-
acterized by a fixed set of protocols, which interact always in the same way; the other
is based on the concept of a composable protocol stack (see Figure 1(b)), where each
specific functionality, e.g. total ordering of messages, is confined in a micro-protocol,
which can be placed above another to form a stack. The developer is also free to add
new semantics, by encapsulating them in a new micro-protocol, which can be used to
compose another protocol stack. Moreover, this composition can be done dynamically,
giving the possibility to build adaptive systems. As an example, an application sending
totally ordered messages using the stack depicted in Figure 1(b), can decide, at some
point in time, to add an encryption layer, defined by the developer, to obtain confiden-
tiality. This behavior is not possible if the core system is built as a fixed predefined
set of protocols, because it allows the developer to choose only among a static set of
GCT services, whereas every additional functionality must be added at the application
level, which is not easy and sometimes even impossible. In contrast, from a perfor-
mance viewpoint, composable protocol stack can yield penalties due, for example, to
arbitrary delays introduced by micro-protocols and to the growth of the message size
due to layering.



We now give a brief description of the GCTs we used in the experiments, focusing
on aspects that allow to classify them on the basis of the previous discussion.

Maestro/Ensemble [11]. Ensemble is a flexible and efficient toolkit written in the Ob-
jective CAML language. It is based on the concept of composable protocol stack, but
also implements some optimizations, trying to overcome the performance degradation
that results from a layered architecture. Maestro is an interface to Ensemble written in
C++, and thus can be considered the API of the toolkit with respect to our framework
defined above. Maestro starts Ensemble in a separate thread, therefore the API and the
core reside in the same process, sharing the same address space.

Spread [8,9]. The Spread toolkit is intended to be used in wide area networks, but it has
also excellent performances if used in LANS. It is based on a client-daemon architec-
ture, where the daemon represents the core system. The client connects to the daemon
by means of a predefined API, and sends messages to other members of a group ex-
ploiting the daemon itself. Therefore the APl and the core reside in different processes,
which can be collocated on the same host, or in distinct ones. The daemon employs a
fixed number of protocols, therefore, even if it gives a certain amount of flexibility in
the services it offers, the developer is forced to add every additional functionality at the
application level. The daemon is written in ANSI C, whereas the API is available in
C++, Java and other languages.

Appia [10]. As Ensemble, the Appia toolkit is based on a protocol stack, but it is
more flexible than Ensemble as it provides the possibility to extend not only the pro-
tocols that compose the stack, but also the events used for intra-stack communication.
In Appia there isn’t a clear separation between the API and the core system, because
an application will make use of the toolkit by providing it’s own micro-protocol, and
collocating it on the top of the stack. It follows that the application reside in the same
process of the core system. The entire toolkit is written in Java.

JavaGroups [7]. JavaGroups is also entirely written in Java, with the aim to exploit
as much as possible all the benefits of this language. It can be considered as an API at
all, because it can be easily extended to be integrated with any group communication
toolkit. As an example, it provides interfaces to Ensemble as well as its native core
system. It is thus based on a protocol stack. In this configuration, the application and
the core system run in the same process. An important remark on JavaGroups is that it
is heavily based on patterns.

Table 1 summarizes previous discussion.

| Toolkit |API Tanguage[Core language]Collocation of the JVM][Core design |

Maestro/Ensemble C++ OCaml - Composable
Spread Java ANSI C Under the API Fixed
Appia Java Java Under the core Composable

JavaGroups Java Java Under the core Composable

Table 1. Classification of some group communication toolkits

3 A Case Study: Software Replication

In this section we present the case study used for the group toolkits evaluation. We first
briefly introduce software replication. Then we present the notion of three-tier replica-
tion, an overview of a protocol for three-tier active replication that has been used as a
testbed of the performance evaluation of GCTs.



3.1 Software Replication

Software replication is a well-known technique to increase the availability of a service.
The basic idea underlying software replication is to replicate the server of a given ser-
vice on different hosts connected by a communication network so that the service’s
clients can connect to these different server replicas to increase the probability of re-
ceiving replies to their requests. The problem with the replication is to guarantee the
consistency of the replicas; to this aim, it is firstly necessary that every replica produces
the same result to the same client request. This is what the linearizability [12] consis-
tency criterion formally states. Under a practical point of view, sufficient conditions to
linearize the executions of a stateful replicated service are (i) atomicity and (ii) order-
ing. Atomicity means that either all or none replicas execute each state update; ordering
means that replicas execute updates in the same order. Group toolkits help developers
to enforce these conditions. As an example, a total order primitive ensures that every
message is delivered to all or none the members of a group and that all members receive
messages in the same order.

3.2 Threetier Replication

The idea behind three-tier (3T) software replication is to free clients and replicas from
participating to protocols that guarantee linearizability. This is achieved by embedding
the replication logic (handling atomicity and ordering) within a software middle-tier
physically detached from both clients and replicas (see Figure 2). In other words, the
middle-tier encapsulates all the synchrony necessary to get linearizable executions of
a stateful replicated service. The main advantage of the 3T architecture is, therefore,
the possibility to deploy clients and servers in a pure asynchronous distributed system
such as Internet. In this architecture, a client sends it’s request to the middle-tier, which
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Fig. 2. 3T Architecture for Software Replication.

forwards it to replicas according to the replication logic implemented by the middle-
tier. Then some replica processes the request and returns a result to the middle-tier that
finally forwards the result to the client. The middle-tier has to be fault tolerant to en-
sure the termination of a client/server interaction in presence of failures. In particular,
if a middle-tier entity that was carrying out a client/server interaction crashes, another
middle-tier entity has to conclude the job in order to enforce end-tier consistency de-
spite failures. Interested readers can find additional details on 3T replication in [13-15].
Figure 3 shows the components of the three-tier architecture for active replication (i.e.,
each replica executes the same set of client requests in the same order). In the remainder
of this section we introduce a brief functional description of each component.

Retransmission/Redirection (RR). To cope with ARH replica failures and with the
asynchrony of communication channels, each client process ¢y, ..., ¢ embeds a
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Fig. 3. A Three-tier Architecture for Active Replication

RR message handler. Clients invoke operations through RR that issues uniquely
identified request messages to ARH. After the elapsing of a timeout set upon the
request sending, RR retransmits the request, until a result is eventually received.

Active Replication Handler (ARH) component. ARH component is the core of the
replication logic: by exploiting the sequencer service, it orders all incoming client
requests and ensures that at least one copy of each ordered client request is even-
tually delivered at every available end-tier replica. Requests are sent to end-tier
replicas along with the sequence numbers provided by the sequencer. replicas exe-
cute requests according to the sequence numbers. Once replicas return results, ARH
returns the latter to clients.

Sequencer Service. The sequencer service is available to each ARH replica. In partic-
ular, each ARH replica has access to the distributed sequencer service (DSS) class
which is a distributed and fault-tolerant implementation of the persistent sequencer
service. This service returns an unique and consecutive sequence humber for each
distinct client request through the invocation of the GetSeq() method. As shown
in Figure 3, each DSS component uses a GCT module as communication bus: in
particular our implementation is based on the usage of a ’one-shot™ total order
multicast primitive. DSS uses this primitive to assign a sequence number to a client
request. In other words the DSS component manages a persistent state composed
of pairs (client request, sequence numbers) that allows, for example, to retrieve,
upon the failure of some component of the 3T architecture, a client request given a
sequence number or viceversa [16].

Filtering and Ordering (FO). FO is a message handler placed in front of each end-tier
replica (i) to ensure ordered execution of client requests according to the number
assigned by DSS to each request, and (ii) to avoid repeated execution of the same
client request (possibly sent by ARH).

Figure 4 illustrates a simple run of the protocol in which no process crashes. In this
scenario, client ¢; invokes the method op;. Upon receiving req;, hy invokes the DSS
component (GetSeq() method) to assign it a unique sequence number (1 in the exam-
ple). This method embeds an invocation to the total order primitive of the group toolkit.
Then h; sends a message containing the pair (1, op;) to all end-tier replicas and starts
waiting for the first result from an end-tier replica. When this reply arrives, h; sends,
in its turn, a reply message back to c;. h; discards further replies to operation op; pro-
duced by end-tier replicas (for simplicity these messages are not shown in Figure 4).
Concurrently, hso serves reqgs sent by co. A prototype of the 3T architecture for soft-
ware replication, namely the Interoperable Replication Logic [17], based on a CORBA
infrastructure has been developed in our department. This prototype has been used as a
testbed for the performance comparison among the group toolkits presented in the next
section.
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4 Performance Results

In this section we describe the performance analysis we carried out on the current IRL
prototype. In particular, we first introduce the testbed platform and then explain the set
of experiments done.

4.1 Testbed Platform

The testbed platform is composed by eight Intel Pentium 11 600Mhz workstations that
run Windows 2000 Professional as operative system. Each workstation is equipped with
Java 2 Standard Edition version 1.3.0_.01 ([18]) and IONA’s ORBacus 4.1 for Java
([19]); also each PC is equipped with Appia ([10]), Spread (]9, 8]) and JavaGroups
([7]) group toolkit; the workstations are interconnected by a 100Mbit Switched Ethernet
LAN. The replicated CORBA object used for the experiments is a simple hello-server

[Params] Description [Values]

#C |number of concurrent clients|1,2,4,8
#ARH |number of ARH replicas 2,4,6,8
#R  |number of replicas 2,4,6,8

Table 2. Experimental Parameters

that accepts requests and immediately replies. We measured the client latency and the
DSS latency varying the number of replicas (#R), the number of clients invoking the
replicated server (#C) and the number of the ARH components (#ARH). As depicted
in Figure 4, the client latency is the time elapsed between points A and B, whereas
the DSS latency is the time elapsed between points C and D. Table 2 summarizes the
experimental parameters and the ranges in which they vary.

Table 3 shows the group toolkit configuration used during the experiments i.e., the
relative deployment of core and AP, the total order protocol used and its typeS.

Experiment 1. In this experiment we evaluated the scalability of 3T architecture in
terms of the number of replicas. Therefore we set #C=1, #ARH=2 (minimum fault tol-
erance), and varied #R in {2, 4,6, 8}, measuring the corresponding client and DSS la-
tency. The experimental results are depicted in Figure 5. The client and the DSS latency

3 Dueto thelack of space, wewon't enter the details of the total order algorithms, which can be found in literature. We will
rather focus on differences among protocols causing performance gaps while describing experimental results. Interested
readers can refer to [20] for anice survey on total order algorithms.



| GCT |API and Core co-location| Protocol Name | Protocol Type |

Spread same host Ring token based
Appia (AB) same process TotalABcast |based on Skeen protocol [21]
Appia (SB) same process TotalSequencer sequencer based
JavaGroups (TB) same process TOTAL_TOKEN token based
JavaGroups (SB) same process TOTAL sequencer based
Maestro/Ensemble same process Seqgbb sequencer based

Table 3. Group Toolkits Configurations.

are independent of the value of #R for any GCT. This implies that the 3T architecture
is scalable with respect to the number of replicas®.

On the other hand, the selection of a particular GCT has an important role in the
client latency. In fact the latency introduced by the DSS falls between 30% (Spread and
MAESTRO/Ensemble) and 95% (JavaGroups (TB)) of that experienced by the client.
From Figure 5 it can be devised that different implementations of the same protocol
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Fig. 5. Client and DSS Latency as a Function of #R (#C=1, #ARH=2)

(namely the total order primitive) can yield huge differences in the performance of the
toolkit. More specifically, JavaGroups (TB) gets total ordering through the circulation
of a token (as in TOTEM [5]) among the members of the group. This of course in-
troduces an additional latency, not present in JavaGroups (SB) which is based on the
notion of a sequencer i.e., each invocation of a total order primitive is redirected to a co-
ordinator of the group that orders them. Also Appia shows different performance when
using Appia (AB) or Appia (SB) to get total order. While Appia (SB) is based on a se-
quencer similar to JavaGroups (SB), Appia (AB) follows a two phase protocol®. Finally,
the results also confirms that toolkits with a non-Java core has better performances. In
particular, Spread gives better performances than the two other Java toolkits, despite of
the collocation of it’s API and core in distinct processes.

Experiment 2. In this experiment we evaluated the scalability of the 3T architecture in
terms of the number of ARH (DSS) components (and then of the group toolkit); to this
end, we measured client and DSS latency as a function of #ARH, and thus we set #C=1,
#R=2 (minimum fault tolerance), and varied #ARH in {2, 4, 6, 8}.

As depicted in Figure 6(a) and Figure 6(b), the client latency has the same behavior
of the latency introduced by the DSS component.

4 The scalahility of the architecture with respect to the number of replicas is a consequence of the replication handling
protocol run by the middle-tier, which awaits only for the first reply before sending it to the client.

5 The sender of atotal order multicast message fi rst gathers information concerning the messages delivered by other pro-
cesses (fi rst phase), then it multicasts the message by piggybacking control information (devised by the information
received in thefi rst phase) which allows other processes to totally order it with respect to the other concurrent messages.
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Appia (AB) and JavaGroups (TB) don’t scale well implementing protocols that have
a time complexity that notably grows with the number of ARH. More precisely the
token implementing JavaGroups (TB) have to touch all ARH replicas before delivering
a message while Appia (AB) has to wait in the first phase replies from all the ARHs.

Experiment 3. In this experiment we evaluated the client and DSS latency as a function
of the number of concurrent clients. Therefore we set #R=2 (minimum fault tolerance),
#ARH=4, and varied #C in {1,2, 4, 8}.

Figure 7 points out the experimental results. The client latency grows almost as the
DSS latency does until the number of clients reaches 4; then it roughly doubles, while
the DSS latency continues to increase smoothly. This is due to the additional synchro-
nization required within each ARH replica to serve multiple concurrent clients.increases.
With 8 clients, indeed, each ARH replica receives requests from two clients, and the ac-
cess to the DSS component is serialized within each ARH. As a consequence, the GCT
works in the same conditions as there were only 4 clients. The little growth of the DSS
latency is due to the small growth of network traffic due to the additional replicas, and
it is almost independent from the toolkit, as confirmed in Figure 7(b). In contrast, syn-
chronization within each ARH causes the doubling of the client latency with respect
to that observed with 4 clients. Therefore, overall performances are mainly influenced
by the GCT when the number of clients is less than or equal to the number of ARH
replicas. Figure 7(b) also confirm the gap between JavaGroups (SB) and other toolkits
with a non-Java core.
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Let us finally remark that in all the experiments Maestro/Ensemble outperforms Java
implementations, which lay on a virtual machine. However, pure Java GCTs like Appia
(SB) and JavaGroups (SB) can be configured to perform close to Spread, which due to
the daemon-based design is comparable with Maestro/Ensemble in terms of efficiency.

5 Conclusions

In this paper we have first identified some architectural properties that influence the
performance of a GCT, and then we have compared the performances of three Java
toolkits and a C++/OCAML toolkit, in the context of a three-tier software replication
architecture. Results are promising, as the expected performance degradation due to
Java can be considered acceptable with respect to all the advantages due to the use of
this language. However, a gap with C++ still exists, and optimizations are required in
order to reduce it.
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