JOURNAL OF INFORMATION SCIENCE AND ENGINEERING 17, 921-944 (2001)

An Improved Administration Method on Role-Based
Access Control in the Enter prise Environment

SEJONG OH AND SEOG PARK
Department of Computer Science
Sogang University
Seoul 121-742, Korea
Email: {sgjong,spark}@dblab.sogang.ac.kr

Access control is a difficult security issue for enterprise organizations. Role-based
access control (RBAC) model is well known and recognized as a good security model
for enterprise environment. Though RBAC is a good model, administration of RBAC in-
cluding building and maintaining access control information remains a difficult problem
in large companies. RBAC model itself does not tell the solution. Little research was
done on practical ways to find the information that fills RBAC components such as role,
role hierarchy, permission-role assignment, user-role assignment, and so on from the real
world.

In this paper we suggest the possibility of model-based administration of RBAC in
an enterprise environment. Model-based administration methods allows security admin-
istrator to manage access control by GUI that supports graphical enterprise model. If se-
curity administrator creates or changes some of components of graphica enterprise
model, then it is translated to RBAC schema information by administration tool. We fo-
cus on apractical way of deriving access control information from real world. It isacore
of model-based administration. Here we show the derivation method and implementation
experiences
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1. INTRODUCTION

Since many companies have recognized the computer as an essential tool to increase
competitiveness, they have competitively built their computer systems. Hence growth of
companies, volumes of information, and related personnel have increased, and as a resullt,
security problems have become increasingly difficult. Access control is an important
security issue in the enterprise environment. Access means the ability to perform work
such as reading, writing, and the execution of the system resources. Access control isthe
way to control the ability to perform the work [1]. The huge number of information ob-
jects and users in alarge company make the right of access relationship between the us-
ers and information objects a difficult issue.

Role-based access control model (RBAC) [5, 6] is known to be a proper access
control model for enterprise environment. The central notion of RBAC is to prevent us-
ers from accessing company information by discretion. Instead, access rights are associ-
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ated with roles in which users are assigned to appropriate roles. The notion of role is an
enterprise or organizational concept. As such, RBAC alows usto model security from an
enterprise perspective since we can align security modeling with the roles and responsi-
bilitiesin the company.

Even though RBAC research was increasingly developed, little research was done
on the practical way towards administration access control information from the enter-
prise world. RABC administration includes building and updating RBAC information.
Finding the role, constructing role hierarchy (RH), user-role assignment (URA), and
permission-role assignment (PRA) are responsibilities of developers or security adminis-
trators. A large enterprise-wide system has a number of roles, users, and information
objects. Therefore, managing these roles and users, and their interrelationships is a for-
midable task for security administrators. Administrative RBAC (ARBAC) [7] is an
alternative solution. Though ARBAC relaxes the complexity of administration, it cannot
solve the fundamental problems of administration.

In this paper, we have suggested the framework for the model-based RBAC admini-
stration method. In the general RBAC administration, security administrators deal with
raw access control information such as role, RH, URA, and PRA. In the model-based
RBAC administration, security administrators deal with graphical enterprise model, and
the change of enterprise model reflects in a semi-automatic way in the raw access control
information. Therefore security administrators can manage access control information
easily. The security administration is very intuitive and real world friendly in our
method.

In the previous paper, we suggested task-role-based access control (T-RBAC)
model [2, 3]. It is an improved RBAC model that solves the problems of general RBAC
model such as role hierarchy [10, 11]. In T-RBAC model, permissions are assigned to
tasks, and tasks are assigned to roles. Task is the unit of job function or business activity.
In this paper we suppose T-RBAC as the access control model rather than general RBAC
model.

The rest of this paper is organized as follows. In section 2 we show our motivation
and basic idea of model-based RBAC administration method. Section 3 has a brief de-
scription of T-RBAC model. Section 4 describes process of deriving access control
(T-RBAC) information from enterprise model. Discussion about derivation processisin
section 5. In section 6 we introduce implementation of model-based RBAC administra-
tion method. Section 7 presents conclusion and proposes further work. (Note. For sim-
plicity, we use some abbreviations such as. URA/ user-role assignment, TRA/ task-role
assignment, PTA/ permission-task assignment, (S)-RH/ (supervision)-role hierarchy).

2.MOTIVATION

Aswe said before, building and managing RBA C schema information are important
issues in an enterprise environment. Let's see a simple management problem as an ex-
ample. We suppose a situation as follows:

Thereisarole, ‘sales manager’. Now the security administrator should revoke al
‘write’ privileges that belong to the task of processing sales orders.
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In the general RBAC model, the security administrator follows the following two
steps. First, he/she should know which information objects belong to the task. Second,
he/she updates PRA (permission-role assignment) information to revoke target ‘write
privileges from the role ‘sales_ manager’. In the general RBAC model, permissions are
directly assigned the roles as shown in Fig. 1. It is difficult for the security administrator
to know which information objects belong to specific tasks. He/she needs background
knowledge about tasks and related information objects. But it is a very difficult task in a
large company. If an object belongs to many tasks, changing privilege of the object may
bring about an undesirable result. The second step also has problems. The security ad-
ministrator deal with raw datain PRA table to update privilege, and it is not convenient.
PRA table shows simple information. The system cannot show any extra information —
for example, the effects of updating — about the behavior of updating PRA table. Build-
ing RBAC schema information has similar difficulties in the above said management
problems.

Role_name Permission
sales_manager Filel[r,w]
sales_manager File2[r,w]
sales_manager File3[r]
sales_manager Filed[r,w]

Fig. 1. An example of PRA table.

The fundamental problem of RABC administration, including building and manag-
ing RBAC schemainformation, islack of information of interrelation between change
of real world and change of RABC schema information. Security administrator needs
an efficient user interface that supports real world style access control. This is our moti-
vation. To solve the problem, we adopt an improved RBAC model, task-role-based ac-
cess control (T-RBAC) model. Permissions are assigned to related tasks, and tasks are
assigned to related rolesin T-RABC. Therefore PRA table in RBAC is separated to PTA
(permission task assignment) and TRA (task role assignment) tablesin T-RBAC. Fig. 2
shows PTA and TRA tables as an equivalent PRA tablein Fig. 1. Users may easily know
which information objects are related to the specific task in T-RBAC model.

Role_name Task Task Permission
sales_manager sales_order sales_order Filel[r,w]
sales manager | sales account sales order File3[r]
sales_account File2[r,w]
sales_account Filed[r,w]
(a) TRA table (b) PTA table

Fig. 2. TRA & PTA tablein T-RBAC.
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Sales_
manager

Sales_ Sales_ If‘>
oeder account

(a) Click “sales_manager” role (b) Click “sales_order” task in the (c) Delete file1[w] in the task

in the organization diagram role-task diagram diagram
Task Permission |
sales_order file1[r]
sales_order file3[r]
sales_account file2[r,w] (d) T-RBAC system updates PTA table
" automatically.
sales_account file4[r,w]

Fig. 3. Permission update example in the model-based security administration.

Fig.3 shows a model scenario of permission update in the model-based security ad-
ministration. Security administrator uses GUI instead of dealing with PTA table directly.
The GUI supports some of business model such as organization diagram and task dia-
gram. Security administrator clicks or changes related components of the diagrams. Then
the result automatically reflects in corresponding records at the TPA table. If we can im-
plement such an administration GUI, security administration may become an easy task. It
is the final goal for us. In many business software projects such as ERP it builds a con-
ceptua enterprise model before programming information system; and the enterprise
model contains access control information. Therefore we can build and manage RBAC
schema information by using some enterprise model diagrams. Fig.4 shows the basic
concept of model-based RBAC administration. The core of model-based RBAC admini-
stration is a derivation process. It describes how to derive RBAC schema information
from an enterprise model. We predominantly describe the derivation process.

Information system

Enterprise world Enterprise model
2z 8

Mgé;g@:ﬂ

Information
objects

mmmm  Software engineering

Fig. 4. Basic concept of model-based RBAC administration.
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3. A BRIEF DESCRIPTION OF T-RBAC MODEL

Before we describe the derivation process of RBAC schema information, we shall in-
troduce T-RBAC model. T-RBAC is an integrated model of role-based access control
and activity-based access control models based on task classification. There are 4 classes
that have different access control characteristics in the companies. If a user U1 has tasks
that belong to class S, their related access rights are inherited to user Un who has a
higher job position than U1 in the organization structure. Tasks that belong to class W,
which is related with workflow and show the characteristics of an active access control
model. Tasks that belong to class P are private ones, they do not have inheritance char-
acteristic and related with workflow. Class A has characteristics of class S and class W.
Class W and class P do not have inheritance characteristics.

Fig. 5 shows a brief of T-RBAC. The magjor difference between T-RBAC and RBAC
is that the access rights are assigned to task in T-RBAC, but access rights are assigned to
rolein RBAC. In the real world access rights are needed for the user to perform tasks. So
assigning access rights to task is reasonable. Another difference is the role hierarchy. We
use supervision role hierarchy (S-RH) instead of general role hierarchy. In the S-RH,
higher role does not inherit al access rights of the lower role in the role hierarchy. Only
access rights of class S and class A are inherited from lower role to the higher role. Tasks
in the class W and class A are used to compose workflow. Workflow creates the work-
flow instances that are set of task instances. Access rights are assigned to tasks in the
class W and class A statically. But the access rights are bound and activated during the

execution of task instance.
orkfl Workf/ow
schem nstance
S-RH ;
@ URA @ TRA e Activation conditi
<>

o
>

« Time constraint
cardinality
i —

Class P f
N &
Session Task @

Fig. 5. T-RBAC model.

4. DERIVATION PROCESS OF T-RBAC SCHEMA INFORMATION
4.1 Basic Philosophy and Assumption

The fact that access control model has a profound relationship with real world en-
courages us to research derivation process of access control information form enterprise



926 SEJONG OH AND SEOG PARK

environment. We think that enterprise environment implies T-RBAC aspects, and there
exists a methodology to derive the T-RBAC schema information. Our derivation process
is based on the following assumptions:

— There exist domain experts who understand the business model and know the
T-RBAC concepts. They create a reduced enterprise model from the original enter-
prise model according to the proposed notation.

— There exists user information in the target organization. (In the proposed process,
we use existing user information rather than creating new user information).

— All the concepts of derivation are based on Chapter 2 and Section 4.1.

— We consider three types of roles:

- Organizational role (ex. Sales Dept, Finance Dept): Thisis abasic role for all
users who belong to the organization. Therefore, the permissions are inherited to
users who belong to the organization.

- Job position role (ex. Vice_President_Sales, Finance_Manager)

- Business role (ex. Developer, Programmer, Employer, Customer)

. Reduced T-RBAC
En:]e(;‘ggllse Enterprise schema
model information

task

Task

Task classification

role

Role hierarchy

E>
PTA

User_List

—

Constraints

Info. object

User

Fig. 6. Basic strategy of derivation.

Our basic strategy is shown in Fig. 6. We assume that the enterprise model is built
within the software engineering process. From the enterprise model, we can derive re-
lated components of T-RBAC and reform them to our predefined business model dia-
grams (reduced enterprise model). Then we derive T-RBAC information from the
reduced enterprise model in a semi-automatic fashion, so the reduced enterprise model
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provides realistic material for the derivation process. To find reasonable reduced enter-
prise model diagrams, we analyzed well-known business modeling tools and their sup-
ported diagrams. Then we chose model components that contain T-RBAC access control
information as shown in Fig. 7.

The reduced enterprise model includes four diagrams, as shown in Figs. 8-11. These
diagrams are aminimal set of enterprise model diagramsthat imply T-RBAC aspects.

Employee Information object Task
] invoice

Account_ Organization unit
dept Task executor

Job_posntlon or Sales” Manager
Business role
_ Business flow Separation of duty

Fig. 7. Notations of reduced enterprise model.

company

Manufact_ Finance_
dept Sales_dept dept
VP_ VP_
manufac| finance

Sales_ Sales_
man clerk

Fig. 8. Organization diagram.
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Customer
Employee
Order Invoice
Order_detail Sales_man

Fig. 9. Information object diagram.

Sales_Manager

Invoice

Select
Order N

Create_
invoice

Order

Create_
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Process_
invoice

review_
Initial_order,

Pack_
product

Fig. 11. Business process diagram.

Fig. 8 is an organization diagram where rectangles are divisions, and parallelograms
are job positions that belong to the division. The organization diagram shows the division
hierarchy of organization, and job position hierarchies. Fig. 9 is an information object
diagram. For simplicity we assume that an information object is afile or table in the da-
tabase. Fig. 9 can be translated from the E-R diagram of the Enterprise model. Fig. 10 is
atask diagram that shows awork unit and its input/output data. It also shows the subjects
(executors) that execute the task. Fig. 11 is a business process diagram that shows the
workflow and tasks in relation to ‘ separation of duty’. Here D_SOD stands for dynamic
separation of duty and S_SOD stands for static separation of duty.
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4.2 The Steps of Derivation Process

The complete steps of the derivation process are shown in Fig. 12. The basic strat-
egy is to build a reduced enterprise model from a pre-constructed large business model
(Step.1) and to derive access control information from the reduced enterprise model
(Steps. 2-7). Initial input of the process is the pre-constructed enterprise model and user
information. Final output of the processis SQL script that makes T-RBAC data into the
database or text files that contain T-RBAC schema information. The sign ‘@’ means that
the step can be processed automatically without human intervention.

. Step.1 Reduced Step.2 Step.3 modified Step.4 2nd
Enterprise abstract Enterprise| Generate model model modified
model Required model model source Find source Classify model

components » source role tasks source

e

S5
User User
Info List
L7 L7
SQL
Script
Step.7 Step.6 Step.5
Create Verify |4 URA
T-RBAC Abstraction Info Assign user
Trﬁ:t Schema info result to role
L7 ©

Fig. 12. Derivation process of T-RBAC schema information.

Now we describe each step of the derivation process of the T-RBAC aspects. The
heading of each step shows its input, output, and related reduced enterprise diagram. 'De-
rived T-RBAC components means the T-RBAC components that can be derived after
the process.

Step. 1 Abstract required components

o | nput: Enterprise model, User Information
o Output: Reduced enterprise model, User list
¢ Related Diagram: -

e Derived T-RBAC Components. User

The main work of step. 1 isto derive T-RBAC-related components from the enterprise
model reduction to the reduced enterprise model. The enterprise model can be con-
structed using various tools, or methodologies. If the reduced enterprise model diagrams
have been used in the construction of enterprise model, step.1 would be simple. Further,
if the enterprise model includes diagrams from Figs. 8-11, step. 1 can even be processed
automatically. Otherwise, human experts, in general the developers of the enterprise
model, should perform step. 1 manually. Generally, user information is not included in
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the business model. Thus, user information needs to be added. The user list in the output
includes ‘user id’, ‘organization name’, and ‘job position’.

Step. 2 Generate model source

| nput: Reduced enterprise model

e Output: Model source

» Related Diagram: All four Reduced enterprise model diagrams

¢ Derived T-RBAC Components: Information objects, Task, Workflow, PTA

Most of the enterprise modeling tools support the function of translating the graphical
model to a text source file. With this tool, step. 2 can be processed automatically. The
box below shows a part of the example source file created by the Rational Rose Tooal. It
is trandated from the information object diagram (Fig. 4). From the model source file we
can derive T-RBAC information such as information object, task, workflow, and permis-
sion-task assignment (PTA).

logica_models (list unit_reference list

(object Class “ Customer”
quid “39C72121010FE"
language “Java’)

(object Class “ Order”
quid “39C7221201C2"
language “Java’)

(object Class“P_Invoice”
quid “39C72FD100C8"
language “Java’)

(object Class “Order_detail”
quid “39C7308600B4”
language “Java’)

(object Class “Employee”
quid “39C730CD0352"
language “Java’)

Step. 3Find role

e Input: Model source

e Output: Modified model source (1)

¢ Related Diagram: Organization diagram, Task diagram
¢ Derived T-RBAC Components: Role, RH, TRA

Step. 3 uses information of the task diagram and organization diagram. There are five
sub-stepsin step. 3.
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Step 3.1 Createrolesfrom thetask diagram.

The task diagram contains executor components. We can choose the executor hames as
role names. Four types of role are created according to the characteristics of the execu-
tors.

Step 3.2 Assign tasksto roles (TRA) from thetask diagram.
In the task diagram the executor (rol€) is related to the task, an executor can be related to
many tasks, and atask can be related to many executors.

Step 3.3 Create theinitial role hierarchy from the organization diagram.

The organization diagram implies ‘ organizational role’ and ‘job position role’. Therefore,
theinitial role hierarchy contains two types of roles. For example, the organization struc-
turein Fig. 8 istrandated to the role hierarchy in Fig. 13.

Step 3.4 Unify rolesthat contain the same tasks.
If role A and role B have the same tasks, we can assume that role A and role B are the
same role, and therefore these roles should be unified.

Step 3.5 Adding somerolestorole hierarchy.

The initial role hierarchy does not contain some business roles or some executors in the
task diagrams. Because they are not shown in the organization diagram and there is no
information to add them in the role hierarchy, human experts should perform step 3.5.

president

Sales dept

Fig. 13. Initial role hierarchy example.

Step. 4 Classify tasks

e [nput: Modified model source (1)

e Output: Modified model source (2)

* Related Diagram: Organization diagram, Organization diagram
e Derived T-RBAC Components: (classified) Task
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In the T-RBAC model, tasks are classified into three classes. Different access controls
are applied to tasks according to their class. There are four classification rules.

Rule 1. Tasks belonging to business process and assigned to ‘business role’ roles are
classW

Rule 2. All tasks executed by organization roles belong to class S

(because they have the inheritance characteristic )

Rule 3. Tasks belonging to business process and assigned to ‘job position’ roles or
‘organizationa’ roles are class A

Rule 4. Othersbelongto class P

The above algorithmic classification is not complete. Therefore, if necessary, a human
expert executes modification.

Step. 5 Assign user torole

e Input: User list, Modified model source (2)

e Output: Modified model source (2)

o Related Diagram: User list, Organization diagram
e Derived T-RBAC Components: URA

According to the job position information in the user list, job position roles can be as-
signed to appropriate users. Organizational roles are assigned to users who belong to the
organization. A human expert assigns business roles.

Step. 6 Verify abstraction Result

e Input: User list, Modified model source (2)
e Output: Verified model

o Related Diagram: All four diagrams

e Derived T-RBAC Components: -

After completing step.5, verification is required for the result. We can use the ‘com-
pleteness state checking rules’ of Appendix C for verifying the abstraction result.

Step. 7 Create T-RBAC SQL script or T-RBAC schemafiles

e Input: User list, Modified model source (2)

e Output: T-RBAC SQL script, T-RBAC schemafiles
* Related Diagram: -

¢ Derived T-RBAC Components: -

Thefinal step isto create an SQL script for generating T-RBAC information in the data-
base. T-RBAC schema files, which have the same information with SQL script, can be
created in exchange of SQL script. Sample script file and schemafiles are as follows
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CREATE USER 'SO01' IDENTIFIED BY ‘qwee’;
CREATE USER 'S002' IDENTIFIED BY ‘aaasl’;

CREATE ROLE ‘SALES CLERK’;
GRANT SALES CLERK ON VP_SALESTO S001,

INSERT INTO tra_tbl (role_name, task_name)
VALUES (‘SALES CLERK’, ‘ISSUE_INVOICE’);

File name: URA .txt

User_id assigned_role

S001 SALES CLERK
S002 SALES MANAGER

5. DISCUSSION

Here we suggest a practical solution to derive the T-RBAC information from the
enterprise environment; an example of this method can be found in Appendix A. During
our research, we recognized some points as follows.

A good enterprise model produces good T-RBAC information. The enterprise
model is a realistic input source for our methodology, and the derivation process is exe-
cuted semi-automatically. Therefore, the quality of T-RBAC information depends on the
quality of the enterprise model.

A good description of the task is the most important thing in our derivation
process. As can be seen in Fig. 14, the task is the central concept of access control de-
sign. In general, the data flow diagram in the enterprise model implies task information.
The main issue is that task can be described at various levels. For example, two tasks
‘order_update' and 'order_cancel' can be described as a single task 'order_manage, so
determining the appropriate task level isimportant. Thisissue needs more research.

Total automation of the derivation processisvery difficult. The ideal goal of our
derivation process is total automation, but this requires enormous material information.
There is a trade-off between the degree of automation and the cost of maintenance that
requires material information.

Supporting tools are necessary. Our derivation process deals with many related
components, and therefore manual work is difficult and time consuming. Supporting
tools are an essential component of our methodology. In the next section, we show the
implementation result of the supporting tools.

The reduced enterprise model can be used for managing (updating) the
T-RBAC schema information following a change in the real world. A reduced enter-
prise model is necessary the first time the T-RBAC information is built. Even after the
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building process, the reduced enterprise model will be used for other purposes. Mainte-
nance of T-RBAC information will still be required to account for the changesin the real
world. In this case, when the security administrator modifies the reduced enterprise
model reflecting the changes in the real world, the T-RBAC schema information will be
updated automatically. A management module will be added to our supporting tools in
future research.

IReduced enterprise modell I T-RBAC model ]

\\

Fig. 14. Relationship of reduced enterprise diagram & T-RBAC components.

The derivation method of this section is only the basic skeleton. If the user wishesto
apply our derivation method to the real world, the user will need to elaborate our theory
in some areas, such asrole finding, task classification, and user-role assignment.

6. IMPLEMENTATION

Fig. 15 shows a more detailed derivation process of the T-RBAC schema informa-
tion. The ARIS tool produces text source files from the inserted enterprise model dia-
grams. The Visual C++ language is used to program translation from text source files to
the temporal database. The deriving tool, which is created by Power Builder, produces
the final T-RBAC schema information from the temporal database. We show a case of
derivation processin Appendix A.

SQL
script
ARIS Text Visual C++ | Power Buider || y
tool source program DB program ~a/ T-RBAC
schema
« insert enterprise o translate text o derive T-RBAC info
diagrams source to schema info.
 produce text temp. DB form temp. DB

source of diagrams

Fig. 15. Derivation process of T-RBAC schema information.



AN IMPROVED ADMINISTRATION METHOD ON RBAC 935

The ultimate objective of our proposed method is to combine security engineer-
ing and software engineering, the intermediate concept being a business model. The
proposed method may be used as a basis for business-model-based access contral. In
the model-based access control, security administrators deal with the business model
instead of dealing with access control data as shown in Fig. 16. In this case, updating
the business model leads to changesin the access control data.

KIS _'IL/I

/i
Update Exit

| Related Info. of Access Control

Role Name Object Narme
p_prod forod_plan

purchase_info

Task Name | Clags
lprod_plan_check '\/\/

[ Task Name | Rale Name |
|pmd,p\an,:heck };p,pmd \

Task Name Objct Name Privllege]
Jprod_plan_check forod_plan R

Jprod_plan_check fpurchase_info W |

Fig. 16. Example of model-based access control.

7. CONCLUSIONS AND FURTHER WORK

Access control mechanism in the enterprise environment has deep relationship with
the real world. Task is the central concept of design access control. Task is defined as a
unit of meaningful business activity. It determines the contents of permission and role.
Roleisaset of tasks. T-RBAC model is based on the concept task and role.

In this paper, we suggest possibility of model-based administration of (T-)RBAC. De-
riving access control information from enterprise environment is core of model-based
administration. It supports semi-automatic derivation mechanism. Our basic strategy isto
build a reduced enterprise model from pre-constructed large business model. And to de-
rive access control information from reduced enterprise model in a semi-automatic way.

Our approach can reduce the burden of security administration in the large enterprise
organizations. Security officers deal with abstract business model rather than raw secu-
rity information. Also our approach has strong adaptability for changing of business
processesin the real world.

Developing model-based administration tool is our final goal. We implemented deri-
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vation module, and management module will be added. In the long run, software engi-
neering and access control engineering should be combined as pointed in the paper [4].
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APPENDIX A

As atarget real world for derivation process, we choose BK21(Brain Korea 21) web
site for Sogang university. The URL is http://dblab.sogang.ac.kr/trbac/BK21/rbac_bot-
tom. htm that is a mirroring site of http://dblab.sogang.ac.kr/BK21/main.html. Three
laboratories take part in the BK21 project. The target objects of access control are html
or asp documents. A simple statistics of BK21 web site is as follows.

Number of users 21 (professors + graduate students)
Number of documents 120 (*.html, *.asp)

Number of roles 12

Number of tasks 18

We modeled management of BK21 project and derived access control information by our
derivation tool. We will show each step of derivation process based on derivation tool.

(1) Createareduced enter prise model (designed by ARIS Easy Design)
We inserted reduced enterprise model by ‘ARIS Easy Design’ that is a modeling tool.

Below diagrams are example of task diagram, business process diagram, information
object diagram, and organization diagram.

Easy Design - apply_db_budget
Edit Miew Arrange Insert Window 2
s EEEE R EE RS -] 8l
B NS = )
A, apply_db_budget E =
@
&
o
L] [
) | =]
=]
Rrply_db_budge E‘ g
]| ]
m
0|
o=
b apply_db_hudget him| —
4 o
Press F1 for Help, NOM [
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assign_hudget approve_budget
apply_or_budgetf. - - -

pRly_mi_budget - - - -

listasp _

processiprocess_dhilhtml procgssiprocess_db il

of

publiciouthtml

ElK21,nroJect

weh_master

accountant

‘Pd_manager

‘ DE_lab

ML_leader

| GR_leader

H DB_leader || SE_leader
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(2) Generate model source

We use report generation function, which is supported by ARIS tool.

Under which file name do vou want to save
the result?

Which output format would you like to use?

Which language would you like to use?

|Eng|ish 'I

C#Program FilesWaARIS Easy DesignWREPOR _I

4
k-
H‘|
oo
e

< FIZ(E) I 0] =] I

** Example of model sourcefile

Demoversion Information Nr.0
ARIS Report

Created:

Date: 01-05-26

Specific time: PM 3:31:08
Demoversion Information Nr.1

Database info:
Server: LOCAL
Database: Bk21
Users: system

apply_gr_budget eEPC
Attributes:

Objects:

Demoversion Information Nr.2

apply_gr_budget Function

Relationships

is executed by

GR_leader Position

getsinput from

budget/review_budget.html Information carrier
getsinput from

budget/budget_main.html Information carrier
getsinput from

Demoversion Information Nr.3
budget/apply_gr_budget.html Information carrier

budget/apply_gr_budget.html Information carrier
Relationships

provides input for

apply_gr_budget Function

budget/budget_main.html Information carrier
Relationships

provides input for

Demoversion Information Nr.4
apply_gr_budget Function

budget/review_budget.html Information carrier
Relationships

provides input for

apply_gr_budget Function

GR_leader Position
Relationships

Executes

Demoversion Information Nr.5
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(3) Abstract core data and load it to temporal DB

Our derivation tool reduces useless data from model sources files and loads useful
data to tempora database of derivation tool.

+ T-RBAC Admin Tool ¥1,0
File Generation Management “Window Help
|

i Model Source > Temp, DB

Step 1. Abstract core data form model source file
Exit

total_obj_list.txt conv_total_ohj.txt
org_diagram.txt conv_org_diagram.txt
info_ohj_diagram.txt Ib’ conv_hp_diagram.txt
bp_diagram.t=t conv_total_task_list.txt

total_task_list.txt

Load core data to trmporal DB

conv_total_ohj.txt conv_hp_diagram
conv_org_diagram.txt conv_org_diagram
conv_bp_diagram.txt I conv_task_info
conv_total_task_list.txt conv_total_ohj
conv_user_info.txt conv_user_info

|Ready v

(4) Derive basic information from temporal DB

Temporal DB implies basic information such as users, roles, tasks, and objects.
These are derived very easy way.

|

i~ Current Work A

Derive |
INPUT : conv_org_diagram Exit
OUTPUT : Role Hierarchy

~Work History

INPUT : conv_total_object -
OQUTPUT : role info

task info
ohject info

INPUT : conv_user_info
QUTPUT : user info
User-role assignment LI

Ready /ﬂ
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(5) Find role

Derivation tool shows found roles and supports inserting unfound roles.

Management

Window Help

: Find Fole o=

Fineded Raole List
Role Mame Role Type Principle |

EK21_project Grganizational unit
DE_Iah Qrganizational unit View RH
GR_lab Crganizational unit
ML_Iah COrganizational unit MI
ISE_lab Crganizational unit Exit
DE_leader Position
IGR_leader Position
ML_leader Position
PJ_manager Position
ISE_leader Position
[accountant Paosition

eh_master Position

Rale Name | Rale Type |
Ready 4

(6) Classify task

Derivation tool can classify tasks according to classification rules. Then security ad-
ministrator adjusts the classification result.

L T-R drmin
File Generation

|

anagement Window Help

ipl

Classify
Tasks that belongs to Business Process > Class W
Tasks that belongs to Organizational Role -> Class § Sz
Others > Class P Exit
Non ks

Task Name Class

Task Name | Class TaskName | Class Task Name | Class Task Name | Class
[rpply b budget | W | | [pssian budgat B foviow ar publication | 5 | || frea notice boards | P
apply_ml_budget W feview mi_publication | S eview_pi_plan P
approve_budget W feview_pi_state B eview_p_result P
apply_or_budget W feview_se_publication | S eview_visitro_list P

W feview_db_publication | S
feview_introduction S
Feview_news B

[]

Ready Z
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(7) Assign user torole

Derivation tool compares user information and task/role information. As a result,
user-role assignment (URA) information is created. Security administrator can add new
URA information by adjusting unmatched information.

i T-RBAC Admin Tool 1.0
File Generation Management Window Help
|

1 Assign User to Role

Initial User-Role Assignment Info.

User Id Role Name N Dlsplay |
5001 PJ_manager
S002 DB leader :l MI
S003 GR_leader Exit |
S004 ML_leader

5005 JSE leader
5006 |accuumam

Non-assighed Role

Rale Marne

Non-matched Job in user info.
| Job [

T
|Peady i

(8) Verify abstracting result
We do not implement this step yet.
(9) Create T-RBAC schema information

Deriving tool creates T-RBAC schema information and sends it to web server which
has a T-RBAC access control engine.

i Create T-RB/

Parent Role | Child Role Create |
SE lab Empmjm .

DE_lab [BK21_project Send To Server
GR_lab BK21_project

ML_lab BK21_project Exit
[FJ_manager eb_master

[PJ_manager [aecountant

DE_leader DB_lab

GR_leadear GR_lab

ML_leader ML_lab

[EE_leader [5E_tab

P.J_manager SE_leader

PJ_manager DB_leader

[FJ_manager [GR_leader

P.J_manager ML_leader

[Ready v
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** Example of T-RBAC schemafile

filename: TROLE.TXT

BK21_project,2,2,0RGANIZATION
DB_lab,2,2,0RGANIZATION
GR_|ab,2,2,0RGANIZATION
ML_lab,2,2,0RGANIZATION
SE_lab,2,2,0RGANIZATION
DB_|eader,2,2,POSITION
GR_|eader,2,2,POSITION
ML_leader,2,2,POSITION
PJ_manager,2,2,POSITION
SE_leader,2,2,POSITION
accountant,2,2,POSITION
web_master,2,2,POSITION

filename: TTRA.TXT // Task-Role Assignment

accountant,assign_budget
BK21_project,review_news
BK21_project,review_publication_list
BK21_project,review_pj_state
BK21_project,review_introduction
DB_lab,review_db_publication
DB_leader,apply_db_budget
DB_leader,review_pj_result
GR_lab,review_gr_publication
GR_leader,review_pj_result
GR_leader,apply_gr_budget
ML_lab,review_ml_publication
ML _leader,apply_ml_budget

ML _leader,review_pj_result
PJ_manager,approve_budget
PJ_manager,review_pj_plan
SE_lab,review_se_publication
SE_leader,review_pj_result
SE_leader,apply_se_budget

web_master,reg_notice_board
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