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ABSTRACT

We have designed and implemented a proxy-based system, which allows each user to request, and obtain a desired amount of bandwidth for web access. Bandwidth is priced dynamically based on the demand for bandwidth at any given time.

This allows users in a bandwidth-constrained environment to priorities their web usage, and encourages them to carry out bandwidth –intensive applications during off-peak hours.


The system allows users to request a specific amount of bandwidth from squid proxy servers [1]. The server allocates the bandwidth requested by the user according to the current demand for bandwidth and the amount of data transfer. The user is charged on the bandwidth granted and the period of used the service. This feature has been implemented in squid proxy server by adding new dynamic ACL modification functions to its cache manager utility. These functions allow adding or removing IP addresses of users to the relevant delay pool of squid according to the user requested bandwidth. The users login to the proxy server through an intermediate server, which keeps the users accounts and login details. When a user login to the system, user allowed to communicate with this User Management Server (UMS) and this server controls the squid delay pools trough new cache manager functions.

Other than the user requested bandwidth allocation, this system allows user management and billing the users on their usage of service. This system also allows users to reserve bandwidth in advance.
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1. INTRODUCTION

1.1 Background

Bandwidth has become a critical limitation in the use of Internet in developing countries. One issue is that, the majority of the available bandwidth may be utilized by a few aggressive users starving the rest. Another is that users may consume large amounts of bandwidth on “unimportant” applications.

Dividing the bandwidth equally among the users may solve the first problem, but fails to address the second. Placing control of bandwidth usage in the hands of users, and allocating it via a market pricing-based mechanism may provide an equitable solution. Therefore, we decided to implement a bandwidth allocation system on user request.


Our objective was to implement a mechanism to allocate Internet bandwidth on squid proxy servers for individual users on their request. In order to achieve that task the system should be able to authenticate and authorize the users as well as process their request. Since this bandwidth allocation mechanism has improved the efficiency of the service the service provider will get the opportunity to charge not only for the service provided but also for the quality of the service. 

The system implemented to achieve our objective is described in this paper. In addition to the bandwidth allocation on user request on squid proxy servers, described in this paper, we have also implemented a dynamic bandwidth negotiation system among squid proxy servers, described in [2].

1.2 Current Squid Proxy Server

Current Squid proxy server has the following features, which do not support the achieving of the above objective.

1.2.1 User Authentication System

Squid proxy server can be configured to authenticate its users. Users will be authenticated if squid is configured to use proxy_auth ACLs. If Squid gets a request and the http_access rule list gets to a proxy_auth ACL, Squid looks for the Authorization header. If the header is present, Squid decodes it and extracts a username and password. 

If the header is missing, Squid returns an HTTP reply with status 407 (Proxy Authentication Required). The user agent (browser) receives the 407 reply and then prompts the user to enter a name and password. The name and password are encoded, and sent in the Authorization header for subsequent requests to the proxy. The name and password are encoded using ``base64’’. Base64 is a binary-to-text encoding only, it does NOT encrypt the information it encodes. This means that the username and password are essentially ``clear text'' between the browser and the proxy [3]. The browser sends this authentication header with every request, which implies authenticate parameters passing between the proxy and the proxy server many times as unsecured data.
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Squid proxy servers use Access Control Lists (ACLs) to keep its clients IP addresses. These ACLs are defined in the squid configuration file (squid.conf) as given below.
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The whole network that the proxy server serves, can be defined under any number of ACL types. The ACL name is used to identify the ACL group and, src syntax to describe the next given parameters are source IP addresses. The IP addresses can be defined as a network or as a single IP. By defining the network IP addresses in the squid conf file those clients in that network, are eligible to use the service from the server. The bandwidth is allocated to the ACL type using delay pools.  Delay pools are defined in squid.conf under the delay pool tag.

The amount of the bandwidth for a certain delay pool is defined in the squid.conf file as follows.

An ACL is bound to a delay pool under the delay access tag which is used to determine which delay pool a request falls into. The first matched delay pool is always used.


According to those hard coded configurations a certain user or client is identified through its IP address and the bandwidth is allocated to that particular user according to the associated delay pool to the ACL name which the client IP address is bound.

1.2.3 Limitations of the Current System

With the current system users are recognized by their IP address but not by the user name. This IP address has to be pre-configured in the squid configuration file in order to use the service. The bandwidth allocated to a client is not allowed to change in the run time since bandwidth is allocated according to the delay parameter of the pool, which the client ACL group is bound.     

2. METHODOLOGY

According to the existing squid implementation the system does not support reliable authentication as well as dynamic bandwidth allocation on user request. Our objective is to implement a bandwidth allocation system on user request, which will drive for better utilization and efficient usage of existing Internet bandwidth. The new implementation should support reliable authentication, dynamic bandwidth allocation on user request and should be capable of handling users on their login name. 

In order to implement dynamic bandwidth allocation on user requests, squid proxy server should modify delay pool parameters in its client who requests bandwidth modification. But if the system is implemented to change the ACL group of that client who requested for bandwidth alteration, the user will be able to have what he actually needs. The basic concept behind this implementation is to modify the ACL structure dynamically without modifying the delay pool parameters of each client.

By defining different ACL s with a different amount of delay pool associations the system will be able to provide service in different bandwidth levels to the clients. The ACL s and delay parameters can be defined in squid.conf as usual. With a dynamic ACL list modification function the system can be implemented to achieve this objective of dynamic bandwidth allocation on user request.

User authentication and authorization is also important as dynamic modifications are done to the system ACL on user requests. User information and service usage of individual users are kept. Since these details are available, a billing system for the users on their usage was implemented and that will be interesting for the service providers to have on line billing system on the bandwidth usage.

The proposed system to achieve the objectives is consists of following components.

· User Management Server

· Squid Proxy Server

· Authentication Server

2.1 System Components

2.1.1 User Management Server

This User Management server is the major implementation of the project. This acts as an intermediate server which handles the users – squid proxy communication. The objectives of the UM server can be listed as follows. 

· Establish user UM server communication and handle user requests.

· Communicate with Authentication server and authenticate user.

· Communicate with Squid proxy server and modify the Access control List.

Other than the above major tasks this is implemented to handle the user information and billing process too. System administration is implemented which allows the management of the users and the system.

2.1.2 Squid Proxy Server

New implementation on this server enables the dynamic modification of ACL s which allows the users to request different bandwidth levels. Communication between the UM server and squid proxy server is implemented on the cache_object protocol, which was designed to handle cache-manager requests. 

2.1.3 Authentication Server

This server is used as a centralized authentication server. LDAP (Lightweight Directory Access Protocol) server is configured to use as the authenticate server.

3. IMPLEMENTATION

3.1 Implementations on Squid Proxy Server

To achieve the user requested bandwidth allocation, squid proxy should be able to modify its ACL dynamically. The ACL s are stored in the memory as a list of ACL s.



According to the ACL data structure given above each ACL has an identical name which is used as the key of the data structure. All IP addresses defined under that ACL are stored in ACL Data. This may contain a single IP address, many IP addresses or a network IP depending on the declaration in squid.conf. The most important point in this structure is ACL data. Since the system is to be implemented to modify IP addresses of a certain ACL group, the data structure which IP addresses are stored is very important.

The ACL Data are stored as the nodes of a splay tree data structure. Splay tree or self-adjusting search trees are a simple and efficient data structure for storing an ordered set.  The data structure consists of a binary tree, without parent pointers, and a number of additional fields.  It allows searching, insertion, deletion, deletemin, deletemax, splitting, joining, and many other operations, all with amortized logarithmic performance.  Since the trees adapt to the sequence of requests, their performance on real access patterns is typically even better [4]. Using splay tree the operation can perform in O(log n) amortized time per operation[5].

Functions have been implemented to add IP address to a given ACL group and delete IP from existing ACL. By calling these functions with relevant parameters ACL modifications can be done in the run time. 

3.2 User Management Server Implementation

Implementation of UM server is the major implementation of the project. This will act as an intermediate server which handles the users – squid proxy communication. The objectives of the UM server can be listed as follows. 

· Establish user UM server communication and handle user requests.

· Communicate with Authentication server and authenticate user.

· Communicate with Squid proxy server and modify the Access control List.

Other than the above major tasks this will handle the user information and billing process also. 


3.2.1 User – UM server Communication

When a user requests a web site this request goes to the proxy server. If the user IP address is not in the ACL list, the server will send a access denied error page. Using http meta refresh method the user is directed to a login page in UM server. The connection between UM server and the user will be a https connection which ensure the security of the data.

The user sends the login name and password and the requested URL is sent as hidden data by the web browser. After receiving the data UM server will process them and send them to the authenticate server to authenticate the user. 

If user authentication succeeded, UM server will retrieve the user account information from the database to check whether the user eligible to use the service. If he has credits on his account his IP address be sent to squid proxy server to add the ACL and allow that IP to use the service. At the same time this IP address and the user will be added to current_system_users table to keep track of usage of the service by the user.

A popup window is used to communicate with client. User can request to change his bandwidth level, view his account information using this window.

3.2.2 UM Server – Proxy Server Communication

This communication is used by UM server to send the user IP address and ACL type to Squid proxy server. cache_object protocol is used to implement the communication. Cache_object protocol is already built in protocol in squid proxy server and it provides access to certain information needed by the cache administrator. A companion program, cachemgr.cgi can be used to make this information available via a Web browser. Cache manager requests to Squid are made with a special URL of the form  

Since the existing cache manager provides essentially ``read-only'' access to information, we modified the cache manager function to allow to do remote configuration on squid proxy servers. The syntax of the cache-object type communication is given below.


UM server will generate the cache_object request with the necessary parameters. The server Address is the IP address of the squid proxy server and the operation is the ACL Add or ACL Delete according to the requirement. The IP and the ACL group are sent with authentication string. This string is generated by a function with the input parameters of IP address, ACL group and the authorized password for remote squid modifications. This password is configured in squid.conf under the tag cachemgr_passwd.

3.2.3 User Information Database

The user information is stored in MYSQL database with the necessary attributes. Login name will be the primary key of the system users table and it will be used as the key to current-system-users table. This current-system-users table will be used to keep the currently logged users information. Login_name, Log_time, Bandwidth_level are the main attributes in the current-system-users table. This table is important since the billing process is running on the users who are in the current-users table.

3.2.4 Real Time Billing Process

This process runs as a java daemon every minute. The schedule time can be set according to the requirement. This process will calculate the cost on the service and update the user balance accordingly. The main reference of the process is current-users table. 
3.3 RESULTS

The system is currently running in test mode at the department of Computer Science and Engineering, University of Moratuwa. With 64kb/s of bandwidth allocated to it. Users may request high, medium or low amounts of bandwidth. The system is running as a pre-paid system, where each user is given a number of credits, and may use it over a period of time. The cost is calculated on the amount of bandwidth requested, the period of time used, and the current demand for bandwidth. Since the system monitors and charge the users on the service, the users have an incentive to use the system during off-peak hours.
4. CONCLUSION & FURTHER IMPROVEMENTS

Our ultimate objective of this project was to implement a bandwidth allocation system in squid proxy servers on user request. In this paper we discussed a system of squid proxy server with dynamic ACL modification. Using that feature the system can control the bandwidth of each user. Users are allowed to ask for a certain bandwidth level and the system process this request, identify the bandwidth requested and add the IP address of the user to the ACL that is bound to particular delay pool of that bandwidth level. The user is charged on the web bandwidth that he used to get the service form the server.

This system can be used to negotiate bandwidth allocation among proxy servers as further described [4].  
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Figure1.  Overview of the proposed system.
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Fig 2 ACL Data Structure
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Fig 3 Functional Flow of User Interaction Server
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